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Q.1. Define abstract algebra.

Ans. A non-empty set G equipped with one or more binary operations is
said to be an algebraic structure. Suppose * is a binary operation on G Then
(G, *) is an algebraic structure. N, ), (L, +), I, -), (R, +, ) are all algebraic
structure. Here (R, +, ) is an algebraic structure equipped with two operations.
Some algebraic structures are group, ring and field.

Q.2. Write properties of an algebraic system.
Ans. By a property of an algebraic system, we mean a property possessed
by any ‘of its operations. Important properties of an algebraic system are —

(i) Associative and Commutative Laws — An operation * on a set S

is said to be associative or to satisfy the associative law if, for any elements a,

b, c in S, we have
) (a*b)*c=a*(®*c)
‘An operation * on a set S is said to be commutative or satisfy the

commutative law if

a*b=b*a
For any elements, a, b in S.
(i) Ide}iiig!EIemm and Inverses — Consider an operation * on a set
*if, for any elementain S,

S. Axi élement e in S is called an identity element for
) a*e=e¥*a=a
Generally, an element e is called a left identity

oraright identity according
t,=aora*e=a where a is any elementin S. v

as e

P
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on * on a set S does have an idept;

ose an operati g
SupP S is an element b such that Y clemeny € Th

inverse of an element in
a*b=b*a=¢e
(i) Cancela!ic_m Laws — An operation * on a set § is sa
the left cancelation law if
a*b=a*cimpliesb=c¢
and is said to satisfy the right cancelation law if
b*a=c*aimpliesb=c

id to Satisfy

0.3. What is group ?

Ans. A system consisting of a non-emp.ty set G of elements g, b, ¢ ete
with an operation is said to be a group provided the following postulates ar:
satisfied —

(i) Closure Property—Foralla,be G=>a.be G

i.e., G is closed under the operation °.’.

(ii) Associativity — (a.b).c = a.(b.c),~»a,b,c € G
i.c., the binary operation ‘.” over G is associative.

(iti) Existence of Identity — There exists an unique element in G
such that, c.a=a =a.e, for every a € G. This element e is called the iq'ehtig:.

(iv) Existence of Inverse — For each a € G, there exists an element
a! € G suchthataa'=e=a"l 3 Tyl
The element a~! is called the inverse of a. a
Abelian or Commutative Group — A group G is said to be abelian or

commutative if in addition to the above four postulates the following postulate
is also satisfied, '

o

(v) Commutativity — a b = b.a, foreverya, b € G
Q.4. Define the ring with example. | ‘- ‘ : g
Ans. Definition 1 — An algebraic structure (R, +, ) q:on-sisting.'l'fa no™

cmPtyset R and two binary operation, called addition (+) and multiplication
is called a ring provided the following postulates are satisfied - )
R, - The system (R, +) is an abelian group. So we have the followin
properties — i
. ' ¢
(D Closure Property — The set R is closed with respect ©0 e
composition +, ‘e

ie., aeR,beR:a+beR,va,beR

Unit-1 5

(ii) Associativity — Associative law holds good in the set R for the

composition +
(a+tb)+c=a+(b+c),~abceR

(iii) Existence of Identity (or Zero) — There exists an unique 0eR
(called zero element) such that
at0=a=0+a,wvaekR

i.e.,

(iv) Existence of Inverse (or negative) — For each acR, there exists -
an element —a € R, such thata + (-a)=0=(-2a) +a.
(v) Commutative of Addifion — Commutative law holds good in
the set R for the composition +
i.e.'; a+tb=b+a,va beR
R, — The set R is closed with respect to the multiplication composition.
i.e., abeR,+abekR.
R; — Multiplication composition is associative i.e., (a.b).c = a.(b.c),
wa,b,ceR.
R, — The multiplication composition is right and left distributive with
respect to addition.
ie., a(b+c)= a.B +ac.,wa,b,ceR
and (b+cla=ba+ca

(left distributive law)
(right distributive law).
Definition 2 — An algebraic (or mathematical) system (R, *, o) consisting
of a non-empty set R any two binary operations * and o defined on R such that
(i) (R, *)is an abelian group;
3 (i) (R,0)isa semigroup and
(iii) the operation o is distributive over the operation * is said to be
the ring,
Q.5. Write shoArt note on fields.
Ans. Aring R with at least two elements is called a Jfield if,
(i) itis commutative
(i) ithas unity ,
. (iii) itis such that each non-zero element possesses multiplicative inverse.
ot g i s (0 . 8l s s
, mversible.

Skew Field - A ring R with at least two elements is called a division ring

Ora skew field if it (i ity, (ii) i
: 1t (i) has unity, (ii) is such that -
Multiplicativg inverse ty, (; ) thateach non ze‘rf) element possesses

LI

y ] i

|
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0.6. Define

Ans. We will be outlining

will need in order to €x

umber theor).
several topics from number theory which
plore the mathematics behind the cIyptography, We

finition (i) — Suppose W€ have two integers a and b with a »
o uuists <o that we can write b=ac then we say that a divides b, ,
n we will use the notation a | b which is reg d

If 3y
I that

integer € €X
as

a is a divisor of b. Ofte
_divides b”.
Suppose We have
Thatis,d|aandd|b,
is a divi f both a and b then we can write a = g;
Proof. Because d is 2 divisor o : - dj ang
b = dk for some integers j and k. Then ra + sb = r(dj) + s(dk) = d(g + sk)

Since (rj + sk) is an integer then it follows that d | (ra + sb).

two integers a and b with a common divisor g #0
then we will have d | (ra + sb) for any integers r anq

Proposition — Given two non-negative integers a and b, with a # 0 there
exists a pair of unique integers q and r with 0 S_ r < a such thatb=aq + 1. We
call q the quotient and r the remainder when b is divided by a. _

Finding such a quotient and remainder is what we find when performing
long division. After doing long division it is sometimes common to represent

b r 1 -
the ratio of b divided by a as P q+ 3 but we can see that this statement is

equivalent to the statement b =aq + r given in the proposition above.

Definition (i) — The greatest common divisor of two non-zero. integers
aand b is the largest integer c such that ¢ divides both a and b. This is denoted
by ged (2, b) = ¢ or sometimes by (a, b) = ¢, however we will use the former
notation in this text. If the greatest common divisor of 2 and b is 1 then we s3y
that 2 and b are relatively prime.

There is a very useful procedure for computing the greatest commod
divisor of two positive integers. It is known as the Euclidean algorithm. Let s
suppose we have two positive integers aand b, witha <b and let d = ged(®
b). By proposition we can write b = aq; +rl with 0 < r; < a. Then becaus?
fila and d | b it follows that d | r}, since we can write r; = b — aq;. S0 then d
1s common divisor of a and r;. Continuing the process, next we write.a =%
13- Now, because d | a and d | r; we have d | r, because we can write 22~
2-r1q,. So §mﬁlﬂf1y, we can conclude that d is also a common divisor of i
and r,. Iterating this process we continue until we obtain an r 4 ;'=0- Thes

we h?ve that d = Ty. We can see that the process will terminate because the
mmdfﬁ are gemng

definition,; . - !
finition, 50 cventually we must reach a remainder 6f Zero.

smaller with each iteration, but remain non-negative by ;

Unit-1 7

It should be clear that ry is a common divisor of a and b, but we will omit
the proof that r is actually the greatest common divisor. Let us do a few
examples to better understand this algorithm.

Example — Find gcd(522, 213). First divide 522 by 213.

522=213(2) + 96
Next, divide 213 by the remainder 96 and continue this process.
213=96(2) + 21
96=21(4)+ 12

21=12(1)+9
12=9(1) + 3
9=3(3) +0.

So gcd(522, 213) = 3.

Definition (iii) — We say that a number p is prime if it is an integer
greater than 1, whose only positive divisors are 1 and itself. An integer greater
than 1 which is not prime is said to be composite.

Theorem — The fundamental theorem of arithmetic — Given an integer
greater than 1 we can write that integer as a unique product of primes (up to
reordering of the factors).

Example — 10 = 2.5, since 2 and 5 are prime. 7800 = 23.3.52.13 because
2,3, 5, and 13 are prime. 23 = 23 since 23 is a prime number.

-Definition (iv) — For a positive integer m, which we will call our modulus,
we safr‘ that two integers a and b are congruent modulo m if m | (a — b) or
equivalently if a and b have the same remainder when divided by m. Symbolically
this is written as a = b (mod m) which is read as “a is congruent to be mode m™.

Example — 23 is congruent to 3 modulo 10 since 10 | (23 —3) = 20. Also
we have 59 = — 6 (mod 13) because 13 | (59 — (- 6)) = 65. We find though,
7 # 3 (mod 5) since 5 | (7 - 3) = 4.

o.7. Define greatest common divisor.

Ans. One integer often needed in
cryptography is the greatest common
divisor of two positive integers. Two
Positive integers may have many common
div?sors but only one greatest common P -
divisor, -the common divisors of 12 and of 140 and 12
140 are 1,2 and 4. However, the greatest Fig. 1.1 Common Divisors of
common divisor is 4 3s shown.in fig. 1.1 .. Twe Integers .,

Divisors of 140  Divisors of 12
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lo arithmetic with its properties,
ger and It n be a positive integer. Let q ang

ained fromdividing d by n. The relationship

0.8 Describe modu

Ans. Letd bean inte

rbe m
h
ntand remainder obt

quotie bchccn

d.n,qand ris NI e

where ris a non-negative integer Ifss. than n, d and n are lhiqi"i dend ang i
divisor, respectively. We can sy dis cgual to r modulo n” if the remq
obtained from dividing d by n is r. This is expressed as

r = d(mod n)

indep

24

2 14 6f 2% -10%

12 9

20
Fig. 1.2 Equivalence Classes Modulo 8 L

Any two numbers in the set {...., — 37, — 27, — 17, - 7, 3, 13, 23, 3,
2{‘:’;;}:3:3;?&;0 bIe congruent modulo 10 and the set itself is referr(.ed”to asd
fig. 1.2. The int:o tis hdpf}ll to visualize the “modulo n relationship™ 1.’5’"15
“Cirelen. St cershare laid out along a spiral with n integers on 2 Smgs
Siiravetas the SS T:HI ;] We encounter the positive integers in sequence ?
SEEWE e thp al clockwise, whlle the negative numbers are encounter®
¢ the spiral in the anti-clockwise direction. The set of element®

along a oj Ve : t
&3 given radius constitute one of the Goratuence ciifises modlo i A

unit-1 9

are n congruence classes mod n. It is convenient to represent a class by the
smallest non-ncgative integer in that class.

Two distinct integers, a and b, that are congruent modulo n map (o the
same radius in the spiral. Counting from a to b involves one or more revolutions.
[t follows that — if two integers are congruent modulo n, then they differ by an
integral multiple of n. Algebraically, if

amodn=r and bmodn=r
then a=n*q +r and b=n*g, +r
where q, and q, are integers.
Subtracting, we get
a-b=n(g, - q)
Since q, and q, are integers, a and b differ by an integral multipe of n.
Many useful properties of modulo arithmetic are as follows —
(i) (a+b) mod n=((a mod n) + (b mod n)) mod n '
(ii) (a —b) mod n = ((a mod n) — (b mod n)) mod n
(iii) (a * b) mod n = ((a mod n) * (b mod n)) mod n

These properties are useful in cryptography. In cryptography, we often
have to perform computations such as multiplying a large number of term
itself being a very large number. For example, we may have to multiply 50
integers, each about 1000 digits long.

; (a,*a,*a;.....* agy) mod n

In the worst case, the size of a, *a, will be 2000 digits, the size of a *a *a,
will be 3000 digits. Property (iii), however, tells us that we could “reduce
modulo n” each intermediate product before mutiplying by the next term. For
example, we could

Compute the product a;*a,

reduce, i.e., compute b = (a;*a,) mod n

compute the product b*a,

reduce, i.e., compute (b*a,;) mod n

but, we are restricting the size of each intermediate result. In particular, if n is
roughly 1000 digits, then the length of the intermediate results after a
multiplication and a reduction is no more than 2000 and 1000 digits, respectively.

Q.9. What is the difference between modular arithmetic and ordinary
arithmetic ? List three classes of polynomial arithmetic. (R.GPV,, June 2013)

Ans. In ordinary arithmetic, the division relationship (a = q x n +r) has
two inputs a and n and two outputs (q and r). In modular arithmetic, we are
Interested in only one of the outputs, the remainder r. It means that we want to

know what is the value of r when we divide a by n and the division relation is
a mod n= r.
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lynomial Arithmetic Classes — There are three classes Ofpolyno : Unit-1 11
etc - P = - = 9(-1) +2[32 - 9(3)] (i)
art 0 Ordinary polynomla! a.nthmt_:tlc, using the b{asm rules Ofalgeh = 9(-1) + 32(2) + 9(-6) distribute
(ii) Polynomial arithmeticin which the arithmetic on the coefg; ™ = 32(2) + 9(-7) group terms.
is performed modulo p- That is, th.e c_oefﬁgnents are in 2 . L Thus we see that 9°! = -7 = 25 (mod 32). We can confirm this by
Isp (i) polynomfal arithmetic in which the coefficients are inz oy checking that 9(=7) = =63 = 1 (mod 32).
i lynomial m(x) wh : P

the polynomials are defined modulo a polyn (x) whose h'ghESt‘Dower 0.11. Discuss the extended Euclidean algorithm.
5 SormE HICEER S . ‘ ‘ Ans. Given two integers a and b, we often need to find two integers, s

0.10. Define the term modular inverse. and 1, such that

Ans. Definition (i) — Given an integer a and a positive integern, satisfyip sxa+txb=ged(ab)
ocd(a, m) = 1, we define the multiplicative inverse of a modulo n tq be ap The extended Euclidean algorithm can calculate the gcd(a, b) and at the
ianteve’rdsuch thatad = 1 (mod n). This d is sometimes represented symbolicall, same time calculate the value of s and t. The algorithm and process is shown
by §= al. in fig. 1.3. The extended Euclidean algorithm uses the same number of steps

The Euclidean algorithm which we described earlier can provige a as the Euclidean algorithm. However, in each step, we use three sets of

calculations and exchanges instead of one. The algorithm uses three sets of

ient way of finding multiplicative inverses modulo n. The way we c ’ !
e Y . variables, r’s, s’s and t’s.

do this is by first using the algorithm to show that ged(a, n) = 1. We then
work backwards through the equations that were found in order to represent
1 =ad +nc for some integers d and c. We then will have that the multiplicative
inverse of 2 modulo n is d. This is because if we consider the equation'1 = a4
+ nc modulo n then we see — =
' I=ad +nc=ad+ 0=ad (mod n).
- Let us do a few examples to see how this works.

Example — Find the multiplicative inverse of 9 modulo 32. First let us Ui 2l
perform the Euclidean algorithm to show that ged (32, 9) = I; this is seen in ged(a, b) =ry
the left hand column below. At each step we will also solve for the remainder -
in the equation, which can be seen in the right hand column below. These
remainder equations are then labeled in a reverse ordering for later reference.

R2=93)+5 - 5=32-903) ..(ii)
9=5(1)+4 4=9_5(1) .o(i) while (r; > 0)
= —_— d . i {
S=4)+1 o 1=5-4(1) () e

T\_‘ow Wwe work backwards through these equations. First we use the last
equation (i) which states 1 = [5 — 4(1)]. Next we use the second to last
33;%0? (i) to substitute 4 = [9 ~ 5(1)] into our previous expression. We the?
inte CI: ¢ an; group our terms to obtain an expression of 1 = 9j + 5k for some
e gersjand k. Lastly we will replace § = [32 — 9(3)] (iii) and again group %

s lo obtain the desired equation in terms of 32 and 9.

(Updating r’s)
(Updating ss)

(Updating t’s)

iy - }
! = [5 4(1)] -"q) ged (a, b) ¢~ ry; sésq; tet)
§ z _59 -0 () (8) Algorithm
=2 -9+ 5 distri .
=91y + SOl Fig. 1.3 Extended Euclidean Algorithm
) 5(2) group terms
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In each step. T} T2 and r have the same values in the Euclide |
The \:riable n and r. are initialized to the values (_’fa and b, mpectivelnu"&
jables s, and $ are initialized to 1 and 0 respectively. The ey
i -n‘“]izlfd to 0 and 1. respectively. The calculations of r, s apq ¢ are i Y
ini . . DS 120
f\?{h one warning. Although r1s the remainder of dxvlfilng I byr,, ‘herlen}']ah
such relationship between the other two sets. There is only ope- i

- Quotje
which is calculated as r,/r, and used for the other two calculatiops_ Ty,

Q.12. Explain Euclidean algorithm for finding the greatest common g,
or,

Ans. Finding the greatest common divisor (ged) of two positiye in
by listing all common divisor is not practical when the two integers are
Fortunately, more than 2000 years ago amathematician named Euclig de
an aleorithm that can find the greatest common divisor of two positive
Thisvaleorithrn is based on the following two facts —

(i) ged(a,0)=a
(i) god (a, b)=ged (b, r) where r is the remainder of dividing by

The first fact tells us that if the second integers is 0, then the Ereatey;

common divisor is the first integer. The second fact allows us to change th,

value of a, b until b becomes 0. For example, to calculate the gcd (36, 10), we
can use the second fact several times and the first fact once, as shown below,

2cd(36, 10) = ged(10, 6) = ged (6, 4) = ged(4, 2) = ged(2, 0)=2

In other words, ged(36, 10) = 2, ged(10, 6) = 2, and so on. This means

that instead of calculating gcd(36, 10), we can find ged (2, 0). Fig. 1.4 shows
how we use the above two facts to calculate ged(a, b).

[ri=2 =0 |-[0e] | F1€3; r &by (Initialization)

while (r,> 0)

an a]go

€2,
1
Ve]() e ‘
Ntegers.

ged (a,b) =g

(a) Process (b) Algorithm
Fig. 1.4 Euclidean Algorithm

We use two variables, r, and r,, to hold the changing values during th¢
&rocess qf reducnon..'l‘hey are initialized to a and b. In each step, we calculat®
€ remainder of r; divided by T, and store the result in the variable r. We the?

replace r by r, andr, by The steps are continued until r, becomes 0. At this
moment, we stop. The ged (a, b) is rl_

—
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Q.13. What is Euler’s totient ? (R.GPV, June 2016.)
Ans. For calculating the inverse modulo n, there is another mv_:thod, but it
.« "ot always possible to use it. The reduced set of residues mod 1 is the subset
lsfl:he complete set of residues which is relatively prime to n. For instance, the
?educed set of residues mod 12 is {1, 5, 7, 11}. When n is prime, then the
reduced set of residues mod n is the set of all numbers from 1 to n — 1. The
number 0 is not piece of the reduced set of residues for any n not equal to 1.
The Euler totient function is also known as Euler phi functton: The
Euler totient function is written as ¢(n). ¢(n) is the number of elements in the
reduced set of residues modulo n. In other words, ¢(n) is the number of
positive integers less than n that are relatively prime to n (for any n greater
than 1). When n is prime, then ¢(n) = n — 1. When n = pq, where p and_q are
prime, then ¢(n) = (p—-1) (g —1). These numbers appear in some public !cey
algorithms; this is why. According to Euler’s generalization of Fermat’s little
theorem, when gcd (a, n) = 1, then
a®™ mod n =1
Now it is simple to calculate a~! mod n —
x=a¥®-Tmodn
For example, what is the inverse of 5, modulo 7 ? Since 7 is prime, $(7)
=7 — 1 = 6. Hence, the inverse of 5, modulo 7, is
56-Tmod7=5"mod7 =3
Both techniques for computing inverses can be extended to solve for x in
the general problem (if gcd(a, n) = 1) —
(@a*x)modn=">b
Using Euler’s generalization to solve —
x=(b*a¥" -1y mod n
Using Euclid’s algorithm to solve —
x = (b * (a! mod n)) mod n
Normally, Euclid’s algorithm is faster as compared to Euler’s generalization
for computing inverses, especially for numbers in the 500 bit range. If ged(a,

n) # 1, all is not lost. In this normal condition, (a * x) mod n = b, may have a
lot of solutions or no solution.

0.14. Define the Euler Phi-function.

. Ans. The Euler ¢-function, ¢(n), is defined to be the number of positive

Integers less than or equal to n which are relatively prime to n.

e Examples — Consider n = 10. We see that the only positive integers
< 10 such that ged(k, 10) =1 are k =1, 3, 7, 9. Thus we have $(10) = 4.

Consider n=7. Then all positive integers strictly less than 7 are relatively

prime to 7, since 7 is a prime number. So ¢(n) =7 -1 =6.
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Another exampl
dgcd(1.1)=l. e
an peoposition () - ¢(n) is a multiplicative function. This me
ged(a, b) =1 then d(ab) = (@) ¢(b)- . |
a formula for computing ¢(n), given the prime facy,
first considering cases where n is a prime power

We can find

of n. We do this by :
Consider n = p for any prime p. Then we see that all positive i“lege
r

k < p satisfy ged(k, p) = 1. There are p -1 su<.:l.1 k’s thus ¢(p) = p-1 8.
Consider n = pJ where p is any prime and j is any positive integer.
The only integers which will have a common (non-trivial) factor w
are multiples of p. The multiples of p less than or equal to.pJ are — p, 7,
_____ . (p")p = p’. So we see that there are pi~! such multiples. We cap the,
conclude that the number of positive integers less than or equal to pi Whic;:

riZaliQn

- ; s N
are relatively prime to p? will be o)) =p’-p’ I=p] [1 _;J :

We can now conclude the following proposition —

Proposition (if) — For a positive integer n where n= p‘i" pgz _____ p ﬁk we have

k(1
o(n) = “H(l‘;)
i=1 1

Proof. Since ¢(n) is multiplicative then we have

o(n) = 0;1) (p32) ..o G(PRF) .

1 1

a) ay

=P 1——]p [1—-—-}....
I( P i P2

| 1
=p;"pzz.....p;k[l-ﬂ(l_ﬂ ..... (1_\;;)
H[I_LJ(I_LJ ..... [I-L]
P1 P2 Pk

I1[1-

n| jj1-—|

A . i=l Pi]
n alternative way of representing this product is to write o(n) =

HH[]_l]’ wh 5, . |

po\ P ere 1t 1s understood that this will mean to index the P“’duct

over all prime divisors of n.

e is ¢(1) = I because the only positive integer k < PN 1
§
|

ang “‘ﬂt it

ith pl |

—
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Q.15 Explain the Euler’s theorem. .
Ans. For two positive integers n and m which are relatively prime we

qve that
have th m#™ = 1 (mod n)
where ¢(n) is the Euler ¢-function.’

Examples — Let n = 10. We saw earlier than ¢(10) = 4. Consider m = 3.
We have that ged(3, 10) = 1 and we can confirm that 34 =81 =1 (mod 10).

Letn=7and m=2.Then (7)=7-1= 6, and we have ged(2,7) = 1.
We can confirm that 26 =(2%2 =82 =(1)2=1 (mod 7).

It is interesting to point out that Euler’s theorem is a generalization of Fermat’s
Little theorem, which states that for any prime p and integer a we have a? = a
(mod p). Restricting a to be not divisible by p then makes Fermat’s Little theorem
equivalent to aP~! = 1 (mod p) which is the same as Euler’s theorem in the case
that n is a prime p. Also, for those readers familiar with groups we can see that
Euler’s theorem is a specific case of the fact that in a finite group, the order of
an element of that group divides the order of the group.

NUMERICAL PROBLEMS

Prob.1. Show that the set G={a + b J2 :+va, b € Q}isa group with
respect to addition.
Or

Show that the algebraic structure ({a +bV2:ab el }, +) forms a group.
‘ (R.GPV,, Dec. 2016)
Sol. (i) Closure Property —Let x, y be any two elements of G.
Then, x=a+b+2 and y=c+dﬁ,where,va,b,c,deQ
Now, x+y-= (a+b\/5)+(c+dJ5) =@+c)+(b+d)2
Since (a + c) and (b + d) are the elements of Q
(@a+c)+(b+d)/2eG=>x+yeG »x,yeG
G is closed with respect to addition.
(ii) Associativity — The elements of G are all real numbers and the

addition of real numbers is associative.

(iii) Existence of Identity — Let a + by/2 €G, where »a, beQ.
Then we have,

(2a+bv2)+(0+042) =(@+0) + (b + 0)¥2 =a+by2
0+ 042 is the additive identity of a +bvZ .
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(iv) Existence of Inverse — Let _a +by2 eGowhere, Abeq, Ty T r
a+by7 €G = (-a)+(-b}2 G 0 g z :
we have, e -beQ 1 24140 16762 | 7378
Since 2, b€Q="% Fr=I 2 16762 7378 | 2006
+(@+bv2)=[(-2a)+a]+ -
o a1 B I iy A1k
= + - .
0+042 =identity 2 1360 646 68
. Ca)+ b)42 is the additive inverse of a + b2 g 6;‘86 gi 3(;1
Hence, G is a group with respect to addition. vaeﬂ 34 0
Prob.2. Find the multiplicative inverse of 726 modulo 1549, Thus, we have ged(24140, 16762) = 34 Ans.
Sol. Recall earlier we used the Euclidean algorithm to find that ged (1549 (i) ged (4655, 12075)
726) = 1 by finding - L We apply the Euclidean algorithm using a table.
1549=7262) +97 >  97=1549 — 726(2) ol ¢ °EP - - -
726=97(7) +47 - 47=1726 -97(7) i) q 46;5 12(;75 =
_ =97 _ 0
97=472)+3 - 3 i 97 — 47(2) (i) ) 0T P BnEs
47=3(15)+2 —  2=47-3(15) i) 1 > 2763 1890
. . 1890 875
Working backwards through these equations we obtain — ; f;gg 875 140
| ol t=p=2l 0 6 875 140 35
=3 [47-3(13)] (i 4 140 35 0
=—47 +3(16) 35 0
:74(?6; 1613(73;)47(2)] -+{ii) Thus, we have ged(4655, 12075) = 35 Ans.
- . Prob.4. Explain Euclidean algorithm and solve the following usin
= 97(16) - 33[726 — 97(7)] ) b spore algaritht:~— g S g using
=-726(33) +
-7 6((33; + gz?[?;ig 726(2)] o) (1) Determine gcd (1970, 1066)
T - -V us .
= 726(-527) + 154 9247, (i) Determine ged (24140, 16762)
Thus 726! = —527 = 1022 (mod 1549) . ' (R.GPYV.,, June 2012)
Prob.3. Explain Eucli ) ‘ Sol. Euclidean Algorithm — Refer to Q.12.
algarizhn;_. n Euclidean algorithm, Solve the Sollowing using this (i) ged(1970, 1066)
. % W . . .
() Determine ged (24140, 16762 " B0 Y 2 0ED Slconihin Vingalesbie
(i) Determine gcq (4655, 12075) q r r r
Sol. Euclidean Algorithm Refer to Q s 1 e iy =
, ~ Refer 12,
@ ged(24140, 16763) 1 1066 904 162
We apply the Euclide . 5 904 162 924
an algorithm using a table, 1 162 94 68
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._, 68 26 16
._. 26 16 10
1 16 10 6
] 10 6 4
1 6 4 2
) 4 2 0
u 2 0
S
Thus, mn&_ﬁo, 1066) = 2 o

(ii) Refer to Prob.3 (i).
Prob.5. Find ged(1549, 726) using the Euclidean algorithm,

Sol We find,
1549 = 726(2) + 97

26=97(7) + 47

97=47(2) +3
47=3(15)+2
3=2(1)+ 1.

The next remainder we obtain will be zero, so ged(1549, 726) = 1.
' INTRODUCTION TO CRYPTOGRAPHY — PRINCIPLES OF
| CRYPTOGRAPHY, CLASSICAL CRYPTOSYSTEM,
CRYPTANALYSIS ON SUBSTITUTION CIPHER (FREQUENCY
[ ANALYSIS), PLAY FAIR CIPHER, BLOCK CIPHER |
Q.16. What do you understand by cryptography ?

Ans. Cryptography is the art and science of achieving security by encoding
messages to make them non-readable. Fig. 1.5 shows the conceptual view of

cryptography.
Hﬂwwnhgraou RHS %*&”m, :p0-
: an x
Internet Security S89 @Mm.%au_oa
Readable M
= . 1 Unreadable Messagé
This process is
Systematic and
in:.wﬂ.ﬂn::nn

Fig. 1.5 Cryptographic System

p—

]
|
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Q.17. What are three basic operations in cryptography 2
. (R.GP.V,, June 2011)

As. Cryptographic systems are characterized along three independent

&ansmmo:m -

(i) The Type of Operations Used for Transforming Plaintext to
ncryption algorithms are based on two general principles —
substitution, in which each element in the plaintext ?.:w _mzmﬂ group of bits or
letters) 1S mapped into another element, and :msmvoﬂzo:.._: E_:nr. elements
in the plaintext are rearranged. The fundamental requirement is that no
st (that is, that all operations are reversible). Most systems,
duct systems, involve multiple stages of substitutions and

Ciphertext = All €

information be lo
referred to as pro
{ranspositions.

. (ii) The Number of Keys Used — If both sender and receiver use
the same key, the system is referred to as symmetric, single-key, secret-key,
or conventional encryption. If the sender and receiver each uses a different

key, the system is referred to as asymmetric, two-key, or public-key encryption.

(iii) The Way in which the Plaintext is Processed — A block cipher
processes the input one block of elements at a time, producing an output
block for each intput block. A stream cipher processes the input elements
continuously, producing output one element at a time, as it goes along.

Q.18. What is the difference between traditional cryptography and

modern cryptography ? Explain the significance of work factor in
cryptography. (R.GERYV., Dec. 2004)

Ans: In the last few decades, traditional cryptographic algorithms, being
mathematical in nature, have become so advanced that they can only be handled
by computers. This, in effect, means that the uncoded message (prior to
encryption) is binary in form and can therefore be anything a picture, a text
such as an e-mail or even a video.

As with most historical ciphers, the security of the message being sent
a__nm. on the algorithm itself remaining secret. This technique is known as a
Restricted Algorithm. It has the following fundamental drawbacks.

(i) Thealgorithm obviously has to be restricted to only those people
that you dzma to be able to decode your message. Therefore, a new algorithm
must be invented for every discrete group of users.

i (ii) A large or changing group of users cannot utilise them, as every
time one user leaves the group, everyone must change the algorithm.

(iii) If the algorithm is compromised in any way, a new algorithm
must be implemented.
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o of these drawbacks, restricted algorith

SCaUS .
Bec a0 longer popular and have given

__ C a
cryptography) are Y 10 key,
algorithms.

practically. all modern nJ‘_.:om_.u_,._:n systems make g, of |
Algorithms that usca key allow E_ a_w_m__.m of :ﬂ m_mo:.::: tobe Widely
;,a is because all of the sceurity lies in the key. E_E a _f,ovr_smoﬂ_ ﬂ__mM_._.gz
the plaintext is encrypted and %.naa_& by the u_moﬁ.:_:: Which ygeg a i
kev, and the resulting ciphertext is dependent on the key, and not the algor, M |
This means that an cavesdropper ¢an have a complete copy of the m_ms.zﬂ_?_d. |
use but without the specific key used to encrypt that message, jt jo ™ |

Modern cryptography has become so complex and effective that
is not only used for military but has many commercial uses and mvnzomms il
§ o

The real secrecy now is in the key, and its length is a major desigy 5
Consider a simple combination lock. The general principle is that you Mw:p
digits in sequence. Everyone knows this but the key is secret. A key _n=w~“_2
two digits means that there are 100 possibilities. A key length of three i of
means 1000 possibilities and a key length of six digits means a milljgy, .w_r_w
longer the key, the higher the work factor the cryptanalyst has to deg) with
The work factor for breaking the system by exhaustive search of the 5_
space is exponential in the key length. This is the significance of work factg
in cryptography. Work factor provides an indication of processing complexiy
required for cryptanalysis. It is a measure of time needed to perform the
attack.

QS.._. ) _

noza;

0.19. How many keys are required for two people to communicate vi

a cipher ? (R.GPV.,, June 201}
Or

How many keys are required for two parties to communicate via

cipher ? Why ? (R.GPV., June 201)

.LE. The encryption and decryption algorithms are known as ciphers.A
key is a st of values that the cipher, as an a gorithm, operates on. In symmelric
key cryptography, the secret key must be shared between two persons. I

asymmetric-key cryptography, the secret is personal, i.e. unshared. Each 0
creates and keeps his or her own secret.

v Ina community of m people m(m — 1)/2 shared secrets are required fo
mwS::Hﬁ.n-”mw cryptography, and m personal secrets are required
¢ nie-key cryptography. It means that for two people only one ke¥ "

required for symmetric-ke od 00
ymmetri "K€Y Cryptograph re require
asymmetric-key cryptography, graphy and two keys a q
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0.20. Describe conventional encryption model. What are the requirements

for secure use of conventional aze.a._w__..az_ ? (R.GPV., June 2009)
r

What do you understand by conventional encryption model ? Discuss
in detail. (R.GPV., Dec. 2005)

Ans. Symmetric encryption is also referred to as conventional encryption
or single-key encryption. It was _rn. only type of encryption in use prior to the
development of public-key m_._oaﬁzo:. It remains by far the most widely used
of the two types ol encryption.

A symmetric encryption scheme has five ingredients as shown in fig. 1.6.

Secret Key Shared by
Sender and Recipicnt

Sccret Key Shared by
Scnder and Recipient

Transmitted
Ciphertext

I
|

Plaintext Encryption Algorithm Decryption Algorithm  Plaintext
Input (e.g., DES) (Reverse Encryption Output
Algorithm)

Fig. 1.6 Simplified Model of Conventional Encryption

(i) Plaintext— This is the original intelligible message or data that
is fed into the algorithm as input.

(ii) Encryption Algorithm — The encryption algorithm performs
various substitutions and transformations on the plaintext to convert it into
ciphertext.

(iii) Secret Key—The secretkey is also input to the encryption algorithm.
The key is a value independent of the plaintext. The algorithm will produce a
different output depending on the specific key being used at the time. The exact
substitutions and transformations performed by the algorithm depend on the key.

(iv) Ciphertext—This is the scrambled message produced as output.
:. depends on the plaintext and the secret key. For a given message, two
different  keys will produce two different ciphertexts. The ciphertext is an
apparently random stream of data and, as it stands, is unintelligible.

~ (v) Decryption Algorithm — This is essentially the encryption
algorithm run in reverse. It takes the ciphertext and the secret key as the input
and produces the original plaintext.
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(i) We need a strong encryption p_mozﬁ m. _.M: a _::z._::_:. e”.wo_,:o-_ N
: corithm to be such that an opponent Who knows the Algor, .
like the algon or more_ciphertexts would be unable 4 decs m n
css 10 one out the key. Usually, this requirement is staeg in IPhe, ;Q
n:_ should be unable to decrypt ciphertext or di o ony

:_
o ssion of a number of ciphertext o
key even if he or she 1s 10 pOSSessK ofar ) Homﬁ_.m_, s_f
the plaintext that produced cach ciphertext. X

(ii) Sender and receiver must have obtained copics qf

1

o mnns.o fashion and must keep the key monc_.n” If mo_.:no:n ca

.r:n., ﬂ_,wh_usa knows the algorithm, all information using this key g
n " 3 ]

. the basic principle of eryptography.

are some important principles of ng_omsv:w N
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ciphertext or figur
form. The oppon¢
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0.21. Explair

Ans. The following

(i) Encryption — Encryption is one of the Eio:mi v:_iu_mm
is principle indicates that a message or informatiop of

. ... .:E;
encrypted to become unreadable so that the pri <m.8\ ow :a._Sm:m_m 1S Eoﬁnﬁ_m
This principle also shows that the recipient of information must decrypt __z.

reccived information by using a special digital key. |
(ii) Authentication — One of the important principles of Cryptography

cryptography. Th

‘ is identifying the origin of the information. When the source of informatigy i

151 4 . :
identified it is easy to communicate securely. Authentication is only possibe

by providing a special key exchange to be used accordingly by the sender,
prove his/her identity. 2

(iii) Integrity — Integrity of information sent to the receiver is very
important. This principle indicates that cryptography ensures the integrity of
data by providing codes and digital keys to ensure that what we receive is
genuine and from the intended person. The receiver is assured that the
information received has not been modified or compromised during the process
of transmission. For example, a cryptographic hash is utilized to ensure the
integrity of the information.

) .né Non-Repudiation — This nmnnmv_n ensures that the sender of s.n
information cannot deny the fact that he/she never sent the information. This
principle uses digital signatures to prevent the sender from denying the origi

of the data.
Q.22. Explain some classical cryplosystem,
Ans. Some classical Cryptosystems are as follows —

P () Affine and Caesar Cryptosystem — In the affine cryptosyste®
a message symbol i (a residue class modulo m Ruﬁnmozam in the

Ouly |

| gl
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e residuc system) is encrypted in the following way —
postt” ek, (i) = (ai + b, mod M).
{ere a and b are integers and a has an inverse class ¢ modulo M, in

a, M) = 1. The encrypting key k, is formed by the pair (a, b)
g key k, by the pair (c, b) (usually represented in the positive
decrypting function is

other words ged(

d the decryptin
duc system). The

n:sc.v = (c(j — b), mod M).
So the length of the message block is one. Hence affine encrypting mm.mmmo
1able for stream encryption. When choosing a and b from Em positive
wE.ﬂ system the number of possible values of a is $(M) and all in all there
Hw_emu\:g_s different encrypting keys. The number of encrypting keys is thus

quite small. Some values —
$(10) =4, $(26) = 12, $(29) = 28, $(40) = 16
The special case where a = 1 is known as the Caesar cryptosystem
CAESAR. A more general cryptosystem, where
e, (i) = (p(i), mod M)
andpisa polynomial with integral coefficients, is not really much more useful
as there are still very few keys.

(i) Hill Cryptosystem — In Hill’s cryptosystem HILL we use the
same encoding of symbols as residue classes modulo M as in AFFINE.
However, now the block is formed of d residue classes considered as a d-
vector. Hill’s original d was 2. The encrypting key is a d x d matrix H that has
an inverse matrix modulo M. This inverse matrix H-! = K modulo M is the
decrypting key.

A message block

an
resi

: i= (i), e ig)
is encrypted as
ey(i) = (iH, mod M)
and decrypted similarly as
e () = (K, mod M)
Here we calculate modulo M in the positive residue system.
There are as many encrypting keys as there are invertible d x d, matrices

modulo M. This number is quite hard to compute. However, usually there is
a relatively large number of keys if d is large.

A special case of HILL is PERMUTATION or the so-called, permutation
encryption. Here H is a permutation matrix, in other words, a matrix that has
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ne element cqual to one iq every m\lv and in every colum
elements being Z€ros. Note that 1n.lhls casc H''=HT, orhgt His ap Ona” ther
matrix. In permulalion encrypting 1he_5ynﬂ_)01s of the Message blho&’ﬂna]
pcrmutalcd using the constant permutation given by H. ock %

A more general cryptosystem is AFFINE-HILL or the
cryptosystem. Comparing with HILL, now the encrypting key K,
b). where b is a fixed d-vector modulo M, and the decrypting
corresponding pair (K, b). In this case

ey, (i) =(H + b, mod M)

exactly 0

‘al‘ﬁnc HII
kls  pajp ("]
€Y k, ig lhé

and ek, (i) =(( — b)K, mod M).

From this we obtain a special case, the so-called Vigenere encryp:
VIGENERE by choosing H =1,4(d x d identi.ty matrix). (This chojce ot‘};o-n
not suitable for HILL!) In Vigenere’s encryption we add in the message blocl]i
symbol by symbol a keyword of length d modulo M. .

Other generalizations of HILL are the so-called rotor CIYPtOSyster
that are realized using mechanical and electro-mechanical devices. The m05;
familiar example is the famous ENIGMA machine used by Germans iy the
Second World War.

(7ii) One-time-pad Cryptosystem — Message symbols are often
encoded binary numbers of a certain maximum length, for example ASCH
encoding or UNICODE encoding. Hence we may assume that the message js
a bit vector of length M. If the maximum length of the message is known iy
advance and encrypting is needed just once then we may choose a random bt
vector b (or vector modulo 2) of length M as the key, the so-called one-time-
pad, which we add to the message modulo 2 during the encryption. The
encrypted message vector obtained as result is also random and a possible
eavesdropper won'’t get anything out of it without the key. During the decrypting
we correspondingly add the same vector b to the encrypted message, since
2b =0 mod 2. In this way we get the so-called one-time-pad cryptosystem
ONE-TIME-PAD. '

0.23. What do you understand by plaintext ?

Ans. The data that you want to keep secret is called plaintext (some call
it clear text). Any communication in the language that we speak — that is the
!mmax_l language, takes the form of plaintext or clear text. That is, a messa®
in plaintext can be understand by anybody knowing the language as long #
the message is not codified in any manner. For example, when we speak If
our daily life, we use plaintext because we do not want to hide anythiné
Suppose I say “Hello Bob”, it is a plaintext because both Bob and I knoW s

1

public-key, used by the

Unit-1 25

. We also us¢ plaintext during electronic conversations. Fo_r examp.lc,
meanité end an email to someone, We compose the email message using qullsh
when WES Any person who reads this email would know that I have written.
]m]iu‘}g:(-: (his is simply because [ am not using any codified language here.
As be ore, ) :
0.24 Differentiate between private and public keys.

ryptography requires each user to have two keys; a
entire world for encrypting messages to be sent to
key, which the user needs for decrypting messages.

Ans. Public-key ¢

that user, and a private-
0.25. What is substitution cipher or technique ? Discuss briefly the
yarious substitution cipher.

ins. A substitution cipher or technique is one in which the letters of

Jaintext are replaced by other letters or by numbers or symbols. If the plai_ntext
]PS viewed as a sequence of bits, then substitution invovles replacing plaintext

bit patterns with ciphertext bit patterns.

(i) Caesar Cipher — The earliest known use of a substitution cipher,
and the simplest, was by Julius Caesar. The Caesar cipher involves replacing
each letter of the alphabet with the letter standing three places further down

the alphabet. For example
plain : meet me after the toga party
cipher : PHHW PH DIWHU WKH WRJD SDUWB

Note that the alphabet is wrapped around, so that the letter following Z is
A. We can define the transformation by listing all possibilities, as follows —

pan:abcdefghi jklmnopqrstuvwxyz

cipher i:DEFGHIJKLMNOPQRSTUVWXYZABC

Let us assign a numerical equivalent to each letter —

albjejdje|flg|h|i|lj|lk |1 ][m
0jt|12(3|4|s5|6|7|8[9]10]11]12

nlojpigqlrfs]tjuflviw|x]|y]z
Bljis{ie|17[18]{19]20 21122 23 |24 |25

Then the algorithm can be expressed as follows. For each plaintext letter

P, substitute the ciphertext letter C.
W gz, oo CSE() = (p +3) mod (26)

eay

CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

26 Cryptography & Information Securily

A shift may be of any
where k takesond valuein

(i) Monoalp
any permutation of the
than 4 x 10% possible
key space for DES and W
cr_\-punal)sis Suc !
cipher, because asin
alphabet) 1s used per message.

(iii) Play
cipher is the Play
the plaintext as single un
units into ciphertext diagrams.

The Playfair algorithm 1s based on the use of
a 5 » 5 matrix of letters constructed using a
kevword. Here is an example, solved by Lord Peter
\‘-’Emsc,\' in Dorothy Sayers’s Have His Carcase.

(air. which treats diagrams in
its and translates these

amount, so that the general Caesar algoriy,
C = E(p) = (p + k) mad (26)

the range 1 to 25. The decryption algorithyy, T
p=D(C) = (C — k) mod (26) ® Sim
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m jq

habetic Ciphers = 1f, instead, the “cipher» lin
26 alphabetic characters, then there are 26, 0: can
keys. This is 10 orders of magnitude greate, y
ould seem to eliminate brute-force techp;
h an approach is referred to as a monoalphaberic subsg
gle cipher alphabet (mapping from plain alphabet ¢,

cm“cr
lhan lh

¢
Queg for
tuti,
Ciphe;

fair Cipher — The best-known multiple-letter encrypy
on

M|O|N T\
C|H|Y F__F
E|F|G|w]g]
LIP|Q S. T
UlVvV|IwW]| X E

In this case. the keyword is monarchy. The matrix is constructed by
filling in the letters of the keyword (minus duplicates) from left to right ang

fro

m top to bottom, and then filling in the remainder of the matrix with the
remaining letters in alphabetic order. The letters [ and J count as one letter,

Plaintext is encrypted two letters at a time, according to the following rules -

(a) Repeating plaintext letters that would fall in the same pair are
separated with a filler letter, such as x, so that balloon would be treated as ba

Ix lo on.

(b) Plaintext letters that fall in the same row of the matrix are
each replaced by the letter to the right, with the first element of the row
circularly following the last. For example, ar is encrypted as RM.

(c) Plaintext letters that fall in the same column are each replaced
by the letter beneath, with the top element of the row circularly following the

last. For example, mu is encrypted as CM.

~ (d)Otherwise, each plaintext letter is replaced by the letter thal
Il;cs in its own row and the column occupied by the other plaintext letter. Thus,
s becomes BP and ea becomes IM (or JM, as the encipherer wishes)-

. (iv) Hill Cipher - Another interesting multiletter cipher is the Hill
cipher, developed by th o o o tion
y the mathematiciap Lester Hill in 1929. The encryP 10

|

ve plaintext letters and substitutes for them m

akes m success! . . for ‘
t ution is determined by m linear equations in which

algorith™ The substit

. tters. The subs g -

: hmcx;alzlcr is assigned a numerical value (a=0,b=1,.,2= 25). For
cach ¢ha be described as follows —

=3, the system can
m c,=(kypy * ky,py * k,3p5) mod 26

c, = (kypy * kyapy * k,3p5) mod 26

cy= (kypy * kyoP2 * ks3p3) mod 26

s can be expressed in term of column vectors and matrices —

Thi
¢ kyp kiz ki3 |(Pi
cy [ = | ka1 kos ka3 || P2 mod 26
c3 ky, k32 k3zJ\p3
of C =KP mod 26
s of length 3, representing the plaintext and

where C and P are column vector:

ciphertext, and K is a3 x 3 matrix,

are performed mod 26.
For example, consider the plaintext “paymoremoney’,

representing the encryption key. Operations

and use the

encryption key
17 17 5
K=]21 18 21
2 2 19

The first three letters of the plaintext are represented by the vector (15 0
24). Then K(15 0 24)=(375 819 486)mod 26=(11 13 18)=LNS. Continuing
in this fashion, the ciphertext for the entire plaintext is LNSHDLEWMTRW.

Decryption requires using the inverse of the matrix K. The inverse K1
of a matrix K is defined by the equation KK! = K-'K = I, where I is the
matrix that is all zeros except for ones along the main diagonal from upper left
to lower right. The inverse of a matrix does not always exist, but when it
does, it satisfies the preceding equation. In this case, the inverse is

4 9 15)
K'=[15 17 6
24 0 17

Thi's_is demonstrated as follows —

;l 17 5Y(4 9 15 443 442 442 1 0
" 18 211115 17 6 858 495 780 |mod26=|0 1
o2 - 19)(24 .0 17 494 52 365 " {0 0

-0 O
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J4 - Ciyptograpny o [iiioniiretiia s =

Now, converting the given characters 10 numeric values g, 2y
¢

1 to 26,

¢
) )
ma e o i ool I 8l mn

AR A AL

LIS 148 28K $12 1010 2018 221 912 49 146 1811020 1821 1y, 2
Now as per the given formula, proceeding with each pair v, I
desired result,
First of all take mo = 13, 13

0 4Y(m=13 . 177 2]
N o 4.( L l 2( =
( (5 7][“ nlS)m“d h [170 mod 26 MJ

back to the alphabets to get the cipherte

3;‘
Bet ||1e

® ATt Y AL ,
Converting these values X, e g

20=u, 4=
Thus, mo becomes un. Similarly,

Now taking ne
0 )14
-3 5
C g 7)(5 )mod-(v
= 5 mod 26 = 16 = P
105 l a
C= 9 4)(25 426
7] 1s mod 2

(257 426 = 23) (w
181)™09"0 T 2s) Ty

Again takingel Cid,

processed for other pairs,

Again taking yh

r

Again fnking to

Again tnking bu

Agoin toking il

Againmkingdi

Again taking nf

P

Again taking ra

[ (
Ce= 9 4] (20 mod 26

5 7)\15
2 mod 26 = 6 - f
205 23 w

(
(s )
inrse= (7))

(
9 4 4 mod 26
5 7)\12
9 25
12 mod 26 = = 4
129 ) 25 y

9
72 20\ ('t
fJmese=(3)-(

Unit-1 35
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36 Cnyptography & Information Security

C= 9 4 (19 ,
s 7 20 mod 26
251 17 q
= M6 = =
(235)mod 4.6—[ ] }_ (J

_9 4) (18 43
C= s 7)1 mod 26

Again taking st

Again taking ru

246 12 !
= mod 26 = =
237 3 c
Again taking ct
9 4\(3
C= ( mod 26
5 7)120
107 3
_( a 26" =™
25 y
Again taking ur
9 4\ (21 126
C=1ls 7)18)™
261
231 23) \w
Again taking ex )

181) o (1) _(x
= l193) ™) "k
Now arranging the derived ciphertext as per the given plaintext.
“Money helps to build infrastructur ex™.

unpaw yoele fw xayyt ethjsqalccyawkk

_ removing the extra letter x in the plaintext and corresponding derived
ciphertext k we get the encrypted message as follows —

“unpaw yoele fw xayyt ethjsqalccyawk™, - Wi,

Unit-1 37

prob.7. Encrypt the message “Cryptography” using the Hill cipher with
rob. 7+ I '

(R.GPY,, June 2016)

4 JJ- Show your calcilation.
key (5 7
Sol. According o Hill cipher
C = KP mod 26 .
By grouping the given text we get,
"C r Yy p t o g r a p h yu
3 18 25 16 20 15 7 18 1 16 8 25

Now as per the given formula, proceeding with each pair we get the

desired result.
First of all take “Cr” = 3, 18

i

9%x3+4x18 mod 26
5x3+7x18

27+72 _ 99 mod 26
15+126 141

7

Converting these values back to the alphabets to get the ciphertext, we

get21 =u,’ 11 =k

Thus, “cr’” becomes “uk”. Similarly, processed for other pairs. Taking “yp

9 4][y=25
C= mod 26
5 7(|p=16

9x25+4x16
mod 26
5x25+7x16
225+ 64
mod 26
125+112

I -
.

w

]
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Cryptogra
38 Cryp esgvalies back to the alphabets to get the mphcncm

Converting
gel 3 =C, 3 =C.

b processed for other pairs. Tﬂking “
Thus, “yp” be

comes “cc”. Similarly,

9 4](t=20 mod 26
\:9><20+4X15j|mod 26

5% 20+ 7%15

_[180+60 1 0a26
= |100+105

_ e mod 26
~ 1205

6

23

Converting these values back to the alphabets to get the Clphertext we

get6=1£23=w. )
Thus, “to” becomes “fw”. Similarly, processed for other pairs. Takmg o,

C= ? 4 g_7 m0d26 a
{5 7||r=18 '

R 9x7+4x18 m0d 26 ,, "
5x7+7x18

= [las]mod 26 S i

to»
1]

161

5
mE
Converting these values back to the alphabets to get the cnphertext we

getS5=e¢,S5=e. § .
Thus, “gr” becomes “ee”. Similarly, processed for other pairs. Takmg ‘ap”,

9 41| a=1 d26
C= 5 7lp=16 mo

9x1+4x16 d
= 5518716 mod 26

Unit-1 39
73
= mod 26
117

21
- |13
Converting these values back to the alphabets to get the ciphertext, we

(21 =u, 13=m
& Thus, “ap” becomes “um”. Similarly, processed for other pairs. Taking “hy”,

4 8
C= 2 "=° I mod 26
15 7]ly=25

= 172 mod 26
| 215

16
4]
Converting these values back to the alphabets to get the ciphertext, we
get 16 =9, 7= &

Thus, “hy”” becomes “pg”.
The derived ciphertext as per the given plaintext is “ukccfweeumpg”.

Prob.8. Encrypt “meet me” using Hill cipher with key (g ;) Also

decrypt the same. (R.GPV,, June 2010)

Sol. According to Hill mpher .}
C=KP mod 26
By grouping the given text we get,
me et me
Now converting the given characters to numeric values on a scale of 1 to 26.

Vit /et\ 7\
th 13- 5§ 13. 5

Now as per the given formula proceedmg with each parr we get the
desired result. 3

First of all take me = 13,5

_ (9 4\[m=13
C—(S 7)(e=5)mod26

137 7
(100) 0d26.= [22)
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C tograPhY
40 CnP alues back to the alphabets to get the CIPherte -~

Converting these Y

Thus, me becomes &% Similarly, processed for other pajrs,

Cc= (‘; ‘7‘)( 20) mod 26
gm0
()

The derived ciphertext as per the given plaintext is “gvui gv”,

Taking et,

Taking me,

Prob.9. Encrypt the message “meet at the airport” using the Hij| cipher

9 4
with the key [5 7]. Show your calculation and the result.

(R.GPV¥.,, May 2019
Sol. According to Hill cipher
C=KP mod 26
Now, converting the given characters to numeric values on a scale of
1 to 26.

/\ A A ARARA

55201220 8 51 9 1816151820

.Now as per the given formula, proceeding with each pair we get the
desired result.

First of all take me = 13, 5

9 4\(m=13
C= mod 26
e=S5

I9x13+4x5
S5x13+7x5

117+20) (137
= 65435 )" |100) ™09 26

(2

J mod 26

7= 2,22 v gql

Converting these v

Thus, me becom
Now taking et

Again takingat

. Again taking th

Again taking ea -

Unit-1 41

alucs back to the alphabets to get the ciphertext, we get

7=g22=V
es gv. Similarly, processed for other pairs.

9 43 mod 26
\3 720

IOx5+4x20 45+ 80
= mod 26
(5x5+7x20) (25+140

125 21 u
mod 26 = =|.

2.4 1! mod 26

5 7)120

9x1+4x20 —— [9+80]m0d26

\5x1+7x20 5+140
11 k

89 mod 26 = =( J

145 15 o

7 I mod 26

5 7)\ 8

8 180+32
9x20+4x mod 26 = 80+3 mod 26
5%x20+7x8 100+ 56

(212 4 d
mod 26 = =
156 - \0 z
9. 4\(5 ‘
‘ mod 26
5 7J\1

(9x5+4x1
mo
\Sx5+7x1

(49
mod 26 = B =1 I
32 6 f

|
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Againlakingir o 4\(9
C= mod 26
5 7)U8
Ix9+4x18 10d 26 — 81+ 72
S5x9+7x18 454126 mod 3¢
153 23 w
6= =
( Josze-(5)-2)
Again taking po
9
mod 26
e (& )0
9x16+4x15 144 + 60
mod 26 —
[5x16+7x15J [80+105}m°d26
22
[P moazs=| 7 |=| "
185 3 c
Again taking rt

9 4)(18
C= mod 26
5 7)120

9x18+4x20 426 162+80 42
= mo -
(5x18+7x20 90 +140) ™4

242
= ] mod 26 = 8 = b
\230 22 v

The derived ciphertext as per the given plaintext is “gvui ko dzw fwovchv™.

Prob..ID. Write a program that can encrypt and decrypt using gener. al
Caesar cipher also known as additive cipher. (R.GPV.,, June 2013)
Sol. This program translates a line of text into its Caesar cipher form -
import acm.program.*;
public class CaesarCipher extends ConsoleProgram {
public void run( ) {
!Jnnlln("'n)is program uses a Caesar cipher for encryption.")
int key = readInt("Enter encryption key:");
String plaintext = readLine("Plaintext:");

Unit-1 43

string ciphertext = encryptCaesar(plaintext, key);
prinlfn("Ciphertext:" + ciphertext);

}

/*
* Encrypts 2 string by adding the
o makes sure that key is always positive by converting

value of key to each character.

* The first lin
* negative keys to the equivalent positive shift.
*/
private Strin
if(key < 0){
key = 26 — (—key%026);
}
String result =
for(inti=10;i< str.length( Y; i++)

{

g encryptCaesar(String str, int key) {

char ch = encryptCharacter(str.charAt(i), key);
result + = ch;

}

return result;

1

© /* Encrypts a single character using the key given. This method
* agsumes the key is non-negative. Non-letter characters are

* returned unchanged.

*/

‘private char encryptCharacter(char ch, int key)
A

v+ if(Character.isLetter(ch))
' {
ch = (char) (A’ + (Character.toUpperCase(ch)
—'A' + key)% 26);
}

return ch;
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ENC ARD e T 4Bt Plaintext Yiy v, "l
g Ryg'lggﬁir‘%;;g“ s'rg)EEA:;’?{gl’:’lgég DES, MODEE. : jniml'f'ruulﬂhm"" l ‘ l l l l ‘ I ! ‘ 1 ' ! l l l
/ | . |
rer i — ) | 4
.35, With the help of ¢ block diagram explain DES encrypy oy | E‘l sieyation | \
aly mi;h";. RGPV, June 2004, 20 13 ~ N
’ Or j f: ’r— teration 2 \
Explain the data encryption standard. (R.GF. Vi, June 2005, Dec, 3y 03 | Al —
Or 5 -7 PRI
' eration 16
ri S, (R.GLEV., Dee, 3y : [teyatiem
Write thort note on DES 5 » Dec. 2y, | L___ Ml
Explain DES algorithm with the help of diagrams.(RGEV,, June 29 13 i 1L 8H emap
. : f_/\b-—. S
Ans, Dtz Encryption Stzndard (DES), is the name of the Pedey,) | | ',‘ [N ’[‘ } . —" :
siing Stndard (FIPS) 46-3, which describes the [y, | faverse Tramponition l ' l l l l l l I I l l l ‘ I l
= (DEA) crezted by IBM, DES czme 2bout due W4 reguey | TTrrrTd 32 btk %
Burezu of Sundards (NSB) requesting proposals for , | b4-Bit Cigherteat 1 %,
sigorihm that stisfiel the following eriteria - (1) General Outline () Detail of One Tterution
) S aaSe e Fig. 1.8 Data Encryption Standard (DES)
() The security depends on keys, not the secrecy of the algorith, The operation of one of these intermediate stages is illustrated in fig. 1.%
(&) The security 1s czpzble of being evaluated. (b). Each stage takes two 32-bit inputs znd produces two 32-bit outputs, The
{iv) The algoridhom is completely specified and easy to understand, Iefi output is simply a copy of the right input. The right ouput is the bitwise

XOR of the left input and a function of the right input and the key for this
stzge K. All the complezxity i3 due to this function.

This function constitutes four steps, carried out in sequence. First, 2 4%-bit
number, E, is constructed by expanding the 32-bit R, _ | according to 2 fixed
transposition and duplication rule. Second, E and K, are XORed together. Then

vy I is efficient to use and 2daptable.
{vi) Maust be zvzileble w 21l users.

{vii) Miost be exportzble.
DEA. s zm mprovement of the ‘Algorithm Lucifer” (IBM, 1970). DES is

the best known znd most widely used symmetric algorithm in the world. It | this output is partitioned into eight groups of 6 bits each, each of which is fed
wzi adopted in 1977 28 2 stznderd by US Government for 21l commercizl and | into a different S-box. Each of the 64 possible inputs to an S-box is mapped
encizssified mformation. It is no longer secure in its original form, but in 2 onto a 4-bit output, Finally, these 8 * 4 bits are passed through a P-box.
modified form 1 15 sull msefil. The DES works zs follows — A different key is used in each of the 16 iterations. The algorithm starts
The generz! outline of DES is given in fiz. 1.% (2), Plaintext is encrypted aftzr'a 56-bit transposition is applied to the key. Just before each iteration, the
i blocks of 64 bits, giving 64 bits of ciphertext. The algorithm has 19 distinct key is partitioned into two 28-bit units, each of which is rotated left by 2
stzges, It is parameterized by 2 S6-bit key. The first stage is a key-independent number of bits dependent on the iteration number. K, is derived form this
trznsposition on the 64-b7 plaintext. The exzct inverse of this transposition i5 fotated key by applying yet another 56-bit transposition to it. A different 48-bit
the last stage. The second last stage exchanges the leftmost 32 bits with the subset of the 56 bits is extracted and permuted on each round.

rfgr';:r:?ost>32 bf'ss.' The rest of_ 16 stages are functionally identical but ar ] A technique that is sometimes used to make DES stronger is called
parametzrized by different functions of the key. The algorithm has been designed whitening. 1t consists of XORing a random 64-bit key with each plaintext block

to allow decryption 10 be done with the same key as encryption. Thus its 2 bf?fore feeding it into DES and then XORing asecond 64-bit key with the resulting
symmetric-key algorithm. The steps are just run in the reverse order. Ciphertext before transmitting it. Whitening can easily be removed by running
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the reverse operations (if the receiver has the two whitening keys), Since .
technique effectively adds more bits to the key length, it makes cxhaustt'hIS
search of the key space much more time consuming. It is noted that the s Ivg
whitening key is used for each block (i.e., there is only onc Whitening kcy)a ¢

0.36. What is the most popular symmetric encryption system used o,
the Web ? (R.GPY., June 201(1'r

Ans, The most popular symmetric encryption used over the Wet, is )
data encryption standard (DES).

DES - Refer to Q.35.

Q0.37. During encrypting a message using DES in ciphertext blocy,
chaining mode, one bit of ciphertext in block C;is accidentally transfp, ed
from a 0 to a 1 during transmission. How much plaintext will be grableq , 7
a result ? (R.GEV, Dec. 2095

Ans. In ciphertext block chaining (CBC) mode, a single bit error j,
ciphertext block C; during transmission may create error in most bits in plaintext
block P; during decryption. However, this single error toggles only one bit i,
plaintext P;, | (the bit in the same location). Plaintext blocks Py, to Py are no
affected by this single bit error. A single bit error in ciphertext is self-recovered,

0.38. While DES keys are 64 bits long, but its effective key length s
only 56 bits, why ? : a

Ans. DES uses keys that are 64 bits long, but because eight of those bits
are only parity bits and used to ensure that the key itself does not contain
undiscovered errors, the effective length of the key is only 56 bits. While DES
is fast, it has been broken using commercial grade computers in a reasonable,
period of time that can be as short as three days. As computing power increased,
it became clear that DES was less secure than it once was. To respond to this
vulnerability, a new encryption algorithm known as Triple DES was developed.

0.39. Write short note on strength of DES. (R.GPRV, Ma'jf2018)
Ans. As we know that DES has been adopted as a federal standard, there
have been lingering concerns about the level of security provided by DES.

These concerns, by and large, fall into two areas — key size and the nature of
the algorithm.

The Use of 56-Bit Keys — With a key length of 56-bits, there are 256
possible keys. Thus, brute-force attack appears impractical. However the
assumption of one encryption per microsecond is overly conservative. As far
back as 1977, Diffie and Hellman postulated that the technology existed to
build a parallel machine with 1 million encryption devices, each of which
could perform one encryption per ps.This would bring the average search
time to 10 hours. But is expensive.

the
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¥
|

|

!
|

anally proved insccure in July 1998, when the Electronic Frontier
DES ",;nnou"ccd that it has broken a DES encryption using a special

fation g Cracker’ machine that was built for less than $250,000. The

Fcl"“ e
Purposlcoolz []:css than 3 days.
attac® = ortant to notc that there is more to a key-scarch attack than
ft is imP through all possible keys. Unless known plaintext is provided,
simply ”"mmlil be able to recognize plaintext as plaintext. If the message is
{he mml.ysl r“l i‘n English then the result pops out easily, although English
just R'“""ijn task have to be automated. If the text message has been
idcnuﬁcﬂ“ob fore encryption, then recognition is more difficult. If the
comP"CSSCd : s been compressed then the problem becomes even

o essﬂgc ha
numerlf:fﬂrlcmt to automate. Thus, to supplement the brute-force attack some
more d:)fknowledge about the expected plaintext is needed.
dcgree

F rtunately there are a number of alternatives to DES, the most important
0 t]

of which are AES and triple DES.
of DES Algorithm — Another concern is the possibility that
nalysis is possible by exploiting the characteristics of the DES algorithm.
ae s of concern has been on the eight substitution tables or S-boxes,
. focEsed in each iteration. Because the design criteria for these boxes and
Fhat a(riefor entire algorithm, were not made public, there is a suspicion that the
g:iii were constructed in such a way that cryptanalysis is Possible for an
opponent Who knows the weaknesses in the. lS-boxes. This assertion is
tantalizing and over the years a number of regularities and unexpected behaviors
of the S-boxes have been discovered. Despite this no one has so far succeeded
in discovering the supposed fatal weaknesses in the S-boxes.

Nature

Timing Attacks — A timing attack is one in which information about the
key or- the plaintext is obtained by observing how long it takes a given
implementation to perform decryptions on various ciphertexts. A timing attack
exploits the fact that an encryption or decryption algorithm often takes sightly
different amounts of time on différent inputs. This is a long way from knowing
the actual key, but it is an intriguing first step. The authors conclude that DES
appears to be fairly resistant to a successful timing attack but suggest some
avenues to explore. Although this is an interesting line of attack, it so far
appears ‘unlikely that this technique will ever be successful against DES or
more powerful symmetric ciphers such as AES and triple DES.

Q.40. Why is the middle portion of 3DES a decryption rather than an
encryption ? (R.GPYV., June 2017)

Ans. For use in financial applications, 3DES was first standardized in ANSI
#andard X9.17 in 1985. 3DES was incorporated as part of the data encryption
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standard in 1999, with the publication of FIP_S PUB 46-3. 3DES ygeg 3
3DES uses three executions of the DES algonll?m. An encrypt-de Crypleen Vs,
sequence (see fig. 1.9) is followed by the function, is given below — pt

C = E(K,, D(K,, E(K, F))
where, C = Ciphertext

P = Plaintext

E[K, X] = Encryption of X using key K

D[K, Y] = Decryption of Y using key K.

K3 Kz K

A
C E B D - E

Fig. 1.9 Encryption
Decryption is easily the same operation with the keys reversed as showp
in fig. 1.10.
P = D(K,, E(Ky, DKy, C))
Ky K3 K3

A B
P*—iﬁlk—lﬁlk—ld'%——c

Fig. 1.10 Decryption
There is no cryptographic significance to the use of decryption for the
second stage of 3DES encryption. Its only profit is that, it permits users of
3DES to decrypt data encrypted by users of the older single DES.
C=E(,, DX,, E(K, P))) = E[K, P]
3DES has an effective key length of 168 bits with three different keys. FIPS
46-3 also permits for the use of two keys, with K, =K, this gives for a key length
of 112 bits. FIPS 46-3 has the guidelines for 3DES, which are given below —
(i) 3DES is the FIPS approved symmetric encryption algorithm of
selection.
(ii) The original DES which uses a single 56-bit key, is allowed under

the standard for legacy systems only. 3DES should be supported by new
procurements.

(i) With legacy DES systems, government organizations are
encouraged to transition to 3DES.

' '( iv). Itis anticipated that 3DES and the advanced encryption standard
will coexist like FIPS-approved algorithms, permitting for a gradual transition
to AES.

| Unit-1 49

at 3DES is a formidable algorithm. Since the underlying

Jtis simplctlo Z(;T”l]l:n is DEA, 3DES may claim the same resistance to
lograpl?lcb:ﬁd on the algorithm as is claimed for DEA. Again, brute force
Crypmna!%l‘sﬂcc‘livcly not possible with a 168-bit key length.
qitacks ﬂrc_ c, ded to replace 3DES, but this process will take a several
: ES_ 5 "-m-:n,llcd by NIST that 3DES will remain an approved algorithm
ars. 118 ﬂﬂ“;g;; future.

{he foresce
0.4 1. Explain Sfun

DES.
Ans. The

for ction of single round performed in each round of

(R.GPRV,, Dec. 2011)

internal structure of a single round is shown in fig. 1.11. The

ot halves of each 64-bit intermediate value are considered as separate
|,3na_nd I:fnmies labeled L(left) and R(right). The overall processing at each
32-bitq i

od is shown by the following formulas —

rou

R,=Li— 1@ F(R;_1, K)
The R input is 32 bits. The round key K; is 48 bits.. This R input is ﬁrst
expanded to 48 bits by using a table that dfzﬁnes a permutation plus. an expansion
that involves duplication of 16 of the R bits (table 1.2). Thc.res.ultmg 48 lbltS are
XORed with K;. This 48-bit output passes l!wough a substitution function and
providing a 32-bit output. This 32-bit output is permuted as defined by table 1.3.

~— 32 bits —= —=— 32 bits —

Lj-1 R;j-1
- T an
/ Expansion P-box \
F

XOR K;(48 bits)

Substitution/Choice
(S-box)

Permutation
(P)

32 bits

[ L |

Fig. 1.11 DES Function
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Table 1.2 Expansion Pe .
4105
3301 02 03 04
?)3 05 06 07 08 09
os {09 10 11 12 13
12113 14 15 16 17
1617 18 19 20 21
20(21 22 23 24|25
26 27 28|29

L%_‘;S' %g 31 31 3201

Fig. 1.12 shows the role of l]j]e S-boxes. The substitution uses g
each with a 6-bit input and a 4-bit output. These transf.ommticms ar
in table 1.4, which is interpreted as f‘ollo_ws. The combination of bi
of the input to box S; forms a 2 bit _bmary number to select ope G
substitutions defined by the four rows 1n the table for S,. The Combingg
bits 2 through 5 selects one of the sixteen columns. The decimal value
cell selected by the row and column is then converted to its 4-bit reprege,,
to produce the output.

rmutation (E) Table 1.3 Permutati

S"bOXES
© defing
ts 1 and6

f f()lJr
ion Of
In the
tatiop

48-bit Input

|
SRR

32-bit Output
Fig. 1.12
Table 1.4 Definition of DES S-Boxes

0 1 2 3 4 5 6 7 8 91011 121313715
of14 413 1 21511 8 310 6 12 5 9.0 7
s|0157 414 213 110 61211 9 5.3 8
214 114 813 6 2111512 9 7 310 5 0
311512 8 2 4 9 1 7 511 31410 0 613

0 1 2 3 45 6 7 8 91011 12 13 1415
Of15 1 814 611 3 4 9 7 2 13 12 0 5 10
S 313 4715 281412 0 11 6 91 5
20014 71110 413 1 5 812 6 9 3 215
3]13 810 1 315 4 211 6 712 0 5 14 9

0 1 2 3 456 7 8 9 10 11 12 13 14 15
0]10 0 914 6 315 5 1 13 12 7 1 4 28

S3113709346]028514121115;
2[13 6 4 9 815 3 o911 1 212 5 10 14
3] 11013 0 6 9 8 7 415 14 311 5 212

Unit-1 51
1 Z 3 4 5 67 8 91011 2131415
,/7—"13’—1'[-73069_1012851112 4 15
003 811 5 61503 47 212 11014 9
W o ehNdSB LIS
B3 18 0

1 2 3 4 5 6 7 8 910 11 12 13 14 15
T2 12 4 1 7101 6 8 5 31513 014 9
011 212 4 713 1501510 3 9 8 6
Syl 4 2 11110137 815 912 5 6 3 014
il 812 7 114 213 615 0 910 4 5 3
3ju 8 1L

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
oz 11015 9 2 6 8 013 3 414 7 5 1
1015 4 2 712 9 5 6 11314 011 8
Sl 9 1415 5 2 812 3 7 0 410 11311 6
34 3 212 9 515101114 1 7 6 0 813
[0 1 2 3 4567 8 0101012131415
ol 411 21415 0 813 312 9 7 510 6 1
i3 01 7 4.9 11014 3 512 215 8 6
Mol 1 41113712 3 7141015 6 8 0 5 9 2
61113 8 1 410 7 95 01514 2 3 12

0 1 2 3 4 5 6 7 8 010 11 12 13 14 15
o3 2 8 4 6151 110 9 314 5 0 12 7
oI 11513 810 3 7 412 5 611 014 9 2
2l 711 4 1 91214 2 0 6101315 3 5 8
312 114 7 410 8131512 9 0 3 5 6 11

Q.JZ. What is the purpose of the S-boxes in DES ? (R.GPV., June 2016)
Ans. Refer to Q.41.

0.43. Which parameters and design choices determine the actual
algorithm of a Feistel cipher ? What is the purpose of the S-boxes in DES ?
- (R.GPYV., June 2013)

Ans. The choice of the following parameters and design features determines
the exact realization of Fiestel cipher —

(i) Block Size — If the block size is large, then the high security is

fequired. This also reduces encryption/decryption speed.

(ii) Key Size — If the key size is large, then the high security is

The key size of 64 bits or less is now absolete, and 128 bits has
Common size,

Tequired,
become a
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ARk S
(i) Number of Roxnds — A single round provides inag
cocurity but thet maliple rounds provide Increasing security, A “T‘iealcgu“e
- : N S2n
16 rounds i

(7r) Ssbhey Generation Algerithm — In this algorithy,
commiexiny shonld lead to EEaier difficulty of enyplanalysis, Ereatg

{vj Round Function — .—\g::l_gre:'.er complexity m this algoria
meams mrerizr resiEnee 10 anpiszhEs. Nl

Prrpose of the S-boxes in DES — Refer io Q41

QL ﬂhz:isﬁx;c;xvstrf:.‘:z&"arabr DES ? Explain the g,
fe RGPV, May 5 0;;;
Ars Porpose of the Shoxes in DES — Refer to Q.41

g
il

Avzlenche Effect — A mzthemstical fimetion which tzkes 2 Messag

STIDE ©

agliue} 3 kmowz 2s ons-wzy hesh Smcnon These fimetions are developeq ;.
s lopad iy

SUCT 2 WEY 52 Ol 02} IS I CO0Tp TXUSX 10 O2C00T 10T MISSS22T ITom s hagle
Dashzgd

s Soot o

vermor 25 BEL s mEl evER praasl 521 2

ff i )

Cosr 5 clinde cbpman £ 2 c
. Eves z slight chenge in 2n input string must cangs

iy

SRy ENNE
of e bs will figp 25 2 resull i the hash value, This

ol w kmows 25 ovdlanche efect.

45, Erplain tar avalonche effect (R.GPV., June 201§

A el Q44

(45 Vst are thr Block cipher modes of operation ? Explain euch in
kvt (R.GRY., Dec. 200
Or

Wkat are the Block cipher modes of operation ?
(R.GPY., June 2008, Dec. 200%)
A, The (5 slygritien iy 2 basic building block for providing &
sy oy wpghy 85 s vatumss agglicationn four “srundes of aperation” have
bz, delined. Thew font sadien a1z intended 0 crver virtuzlly all the prsitie
wpphiuationa of ererygtion lor which 1955 wnsld be wused, As new applicaiond
wnd yognanents bove wppared, SIS Vs introduced o pew mode. 0%
froe pedars e seianded for v with any syememesic block cipher, includist
teighe R0 wnd ARS. ML thase taedien are sutsenasined in tzble 1.5,

P

N

N

r 2 4 4 i) omd Bk 2 ol - . = |
i am e pre-5T —_9.'_1..:'-345.::.__.-_."-'37 Hlﬁd—?e:;:“ h Strina (h’-‘.‘fn

Y unit-1 o9

Table 1.5 Block Cipher Modes of Operation

Description

/od‘-l;:‘( Each block of 64 plaintext [+ Secure transmission of
i Co0C bits is encoded independently | single values (e.g., an

Typical Application

per
tch\ using the same key. encryption key)

K The input to the ctncrypnon *» General-purpose block-
Ci?hc{BIOE_BC) algorithm is the XOR of the | oriented transmission.
mﬂ_ﬂf‘ﬂ( next 64 bits of plaintext and |+ Authentication.

the preceding 64 bits of
ciphertext.

Input is processed J bits at a |» General-purpose stream
time. Preceding ciphertext is | oriented transmission.
used as input to the encryp- |* Authentication.

tion algorithm to produce

pseudorandom output, which

is XORed with plaintext to

produce next unit of cipher-

text

Similer to CFB, except that the |+ Strezm-oriented trans-

input to the encryption algori-| mission over noisy

thm is the preceding DES channel (e.g, satellite

output. communication).
Couzter (CTR) Ezch block of plzintext is |+ General-purpose blocki

XORed with an encrypted | oriented transmission.

counter. The counter is » Useful for high-speed

incremented for ezch subse- | requirements.

quent block.

.47, What is an initialization vector (IV) ? What is its significance ?
(R.GPY., June 2014)

~ Am. An initizlization vector is usuzlly 2 random b-bit string, where b is
tv; tlock size. Ithas no special meaning, The 1V is used to make each message
Bge, 'ﬂ% likelihood of 1V repeating in two different message is quite rare
?fw::f«c itis randomly generated. As a result, IV helps in making the cipher
:1: ;I;;:v/nzl uniguz or at least quite different from all the o%hr:r cipher texts
p C‘f:rﬂ,«‘,:dnst ";’:'mgf, Itis l"mt mandamry‘m keep 1V ,sccfct, it can be k{ﬂrﬁn
relook 1 !he/(' 'f lM:em:’s ?lli.d"lﬁy a;{nccmn:ng and ccn‘f'us’mg However, if we
— ;g::atnm of FBL, wc’wrll realize that [V m’sm{ply one of the two
Which iy alsg Hencryption nt’cp, Ihe output of step 1 is crphcr text block 1,
% one of the two inputs to the second encryption step. In other
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encrypted using the same ke
used because, for a given key, there
block of plaintext, Therefore, we
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words, cipher text block 1 is also an [V for step 2. Sumlnrly, Cipher 1 |

3 is also an 1V for step 3 and so on. Since all these clllphcr ext bloek \\,‘ﬂ%k
& . o ure nctually anyway sending all 1Vs for ctan ~

sent to the receiver, we are actually anyway &7 for step Oy, ¢

Thus. there is no special reason why the 1V for step 1 should 1o ]"L‘l‘l

Se

Q.48. Compare cipher block chaining wi!lf cipher Jeedbagy, ™
terms of encryption operation needed to transmit a large fife, Whie) Onp |
better and why ? (RGP, Deg, C iy

Any. In Cipher Block Chaining mode, the input to (he enery,
alporithm is the NOR of the current plaintext hloc}c and the preceding “il)hc,.lm"
block: the same key is used for each block. TnvefTeet, we have chaineg 0gep,
the processing of the sequence of plaintext blocks. The input (o the c,ml.);hrlu.
function for cach plaintext block bears no fixed relationship (o (he ])Inim!‘“"
block. Therefore, repeating patterns of 64-bits are not exposed, F‘"ﬂ‘yplim: 1“
CBC mode is, i n

G= ElG_, 0P

Whereas, in Cipher Feedback mode as with CBC, the units of
are chained together, so that the ciphertext of any plaintext unit i
all the precedmg plaintext, Thus, rather then units of 64 bits,
divided into segments of s bits,

pluinlc.\l
S a funetigy of
the plaintey( i§

Theinput to the eneryption function is a 64-bit shift register that
set to some initialization vector (IV), The lefimost s bits of (he
encryption function are XORed with the first segment of plaintext P10 produge
the first unit of ciphertext C,+ which is then transmitted. In addilion, (he

contents of the shift register are shifted lefl by s bits and C, is placed in (he
rightmost s bits of the shifl register,

is initially
output of (e

Let, S(X) be the most significant s bits of X. Then,

Cy = P\® S,(Ex(IV)).
This process continues until all plaintext units have bee
Because of the chaining mechanism of cipher bloc

1L1s an appropriate or a better mode than cipher feedback mode (CFB) to

enerypta lnr.gc file and transmit i, Generally CBC is best suited for encrypting
messages of length greater than 64 bits,

n encrypted.
k chaining (CBC) mode,

Q.49. Briefly explain electronic codebook mode,

Ans, The electronic codebook (ECR) mode

_ . _ is the simplest mode, in
which plaintext is handled 6

4 bits at a time and each block of plaintext i
Y us shown in fig, 1.13. The term codebook is
is 0 unique ciphertext for every 64-bit
can imagine a gigantic codebook in which

r
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y entry for every possible 64-bit plaintext pattern showing its
ig a0 = artoxt,
e anding ciphert =
c(,(rr.ﬁl - Time =2 Time=N
Time r >
'y 2 N
K —] Encrypt son K— Encrypt
“ |
Cy %2 CN
(a) Encryption
I Decrypt eee K= Deerypt
K
P, 2 N

(b) Decryption
Fig. 1.13 Electronic Codebook (ECB) Mode

thr,u message longer than 64-bits, the procedure is simply to break the
message Into 64-bit blocks, padding the last block if necessary, Decryplion
f pcrfq‘f‘timd one block at a time, always using the same key, Fig, 1.13
shows the plaintext (padded as necessary) consists of a sequence of 64-bit
blocks, Py Pyy.e, Py and the corresponding sequence of ciphertext blocks,
Cp Cp oy

The ECB method is ideal for a short amount of data, such as an eneryplion

key. Thus, if'you want to transmit a DES key sccurely, ECB is the appropriate
mode to use,

The most significant characteristic of ECB iy that the same 64-bit block

of plaintext, if it appears more than once in the message always produces the
same ciphertext,

- Forlengthy message, the ECB mode may not be secure, If the message is
h'3h|3f‘-*l.ll'llc_lurcd. it may be possible for a cryptanalyst to exploit these
::ﬁ::":'c'::% l?(?r example, il' it is known that the message always starts out
knowg l"u'l" lI"“~‘l|0‘llnc¢.l 1Ic|(|S.. then the cryplunu!yst may have a numbcsr' of
g t‘mcmz “";JXl-CIp'hcrlexl pairs o work \fvnth. I‘t the message has repetitive
an be id'cm“_““IPCrIO(l ol'rcpcllllm} a multiple 9! 64-bits, l]u.-:n these clcmcflls
W opportnt led by the xfnul'ysl. This may help in the analysis or may provide

Uity for substituting or rearranging blocks.

]
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bution centers for symmelric encryption, Ip 1.
eded. gcncm”)' mvolving a central agent
impler nor any more efficient than thos,

involved with key distri
form of protocol 1s n¢
procedures involved arcno s
for symmetric encryption.
i ic-key cryplosystems.
=enlain public-key €} p
0.8. Explain p -

What are principal elements of public key cryptosystem ? Wiy, ,
roles of the public key and private key ? (R-GPV,, Dec. 20gg,
Ans. A public-key encryption scheme has six ingredients as shown i

a‘:I. S

Joy Ted j
Mike Alice R —
\lice’s Public Alice’s Private
' Key Key
Transmitted —_—
—_— Ciphertext ——
— —
Plaintert  Encryption Alzorithm Decryption Algorithm  Plaintent
o .(% RSA) (Reverse Encryption Output
Algorithm)
N (a) Encryption
& Alice’s
Public Key
Ring
j Joy [\ Ted
. Mike Bob
Bob ;{ i:r_mllt Bob's Public
Y Key
Transmitted
Ciphertext

Encryption Algorithm
(e.g- RSA)

Decryption Algorithm
(Reverse Encryption
Algorithm)

(b) Authentication
« * 'Fig. 2.4 Public-key Cryptography

H [
I

M

cand g,
f(.‘quirc& i

fe llhf |

fig 24
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(i) Plaintext = This is the readable message or data that is fed into
rithm as input.

(ii) Encryption Algorithm — The encryption algorithm performs
ation on the plaintext.

the alg0

yarious transform . .
(iii) Public and Private Key — This is a pair of keys, one is used for
d the other is used for decryption. The exact transformations

ion, an .
encryP! he encryption algorithm depend on the public or private key

formed by the ¢
Efsl is prm'idcd as input.

(iv) Ciphertext—This is the scrambled message produced as output.
n the plaintext and the key. For a given message, two different

nds 0
It depe duce two different ciphertexts.

keys will pro

(v) Decryption A {gorithm — This algorithm accepts the ciphertext
and the matching key and produces the original plaintext.

The essential steps of the algorithm are as follows —

(i) Each user generates a pair of keys to be used for the encryption
and decryption of messages. .

(ii) Each user places one of the two keys in a public register or
other accessible file. This key is known as public key. The companion key is
kept private. This key is known as private key. As suggested in fig. 2.4, each
user maintains a collection of public keys obtained from others.

(iii) In the figure, if Bob wishes to send a confidential message to
Alice, Bob encrypts the message using Alice’s public key.

(iv) When Alice receives the message, she decrypts it using her
private key. No other recipient can decrypt the message because only Alice
knows her private key.

With this approach, all users have access to public keys, and private keys
are generated locally by each user and therefore need never be distributed. As
longas a system controls its private key, its incoming communication is secure.
Atany time a system can change its private key and publish the companion
public key to replace its old public key.

To discriminate between, conventional and public-key encryption, we will
generally refer to the key used in symmetric encryption as a secret key. The two
keys used for public-key encryption are referred to as the public key and private
key. Invariably the private key is kept secret, but it is referred to as a private key
rather than a secret key to avoid confusion with symmetric encryption.

Q.9. What are the principles of the public-key cryptosystems ?

) Ans. The concept of public-key cryptography evolved from an attempt to
tack two of the most difficult problems associated with symmetric encryption.
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v
Shift Register Shift Register
64-s bits | s bits 64-s bits | s bits
1’ 64 A 64
K== Encrypt K Encrypt ses K _1
A 64 A 64
Sclect Discard Select Discard
s bits | 64-sbits sbits | 64-s bits
Py A s P, A s Py
I s ;E) I s EE) l s E)
va | R
rd
s
G G Cm
(a) Encryption o
Cre) —m0 —
v
Shift Register Shift Register Shift Regist
64-sbits | s bits 64-sbits | s bits 64-s bits -!gfss"bm
64 1 64 /""-i
; he
Encrypt K Encrypt eee K Decrypt
s —
. ’ q & A 64
i l Discar.d Select | Discard . Select , . Discard
Sl | ks shits | 64-s bits sbits | 64-sbits
71 s A s ! /fs
Ea S f\ LS c ‘ s .
’ \/ 2 Cm
r, '|
Py P, Pay
s
(b) Decryption

. 28

Cym-g

Fig. 1,15 s-bit Cipher Feedback (CFB) Mode
K LN l.u. v loh (M \"

QN
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the encryption function is a 64-bit shift register that is initially
ation vector (IV). The leftmost (most significant) s bits of
d with the first segment of plaintext P, to produce the
which is then transmitted.

input 10
initializ
me ||']ltla

gto $0 Re

Iy output o X0 tC
|116t it of ciphertert =
firs stion the contents of the shift register are shifted left by s bits and
In ad rightmost (least significant) s bits of the shift register. This

s placed in e HENTES L omits
10 continues until all plaintext units have been encrypted.
ces

scheme is used for decryption, except that the received ciphertext
yORed with the output of the encryption function to produce the
¢ It is noted that the encryption function that is used, not the
nction. Let S(X) be defined as the most significant s bits of X.

The ﬁme
gnit 18 27
laintext uni
decryption fu

Then
Cc,= P, ® S, [E[IV]]

Therefore,
P, = C, ® S,[E[IV]]

The same reasoning holds for subsequent steps in the process.

0.52. Compare output feedback mode with cipher feedback mode.
b (R.GPV,, June 2015)
Ans. The output feedback (OFB) mode is similar in structure to that of
CFB as shown in fig. 1.16. It is clearly seen from the figure that, the output of
the encryption function is fed back to the shift register in OFB, whereas in
CFB, th-c.ciphertext unit is fed back to the shift register.

One advantage of the OFB method is that bit errors in transmission do
not prop?.‘.gate. For example, if a bit error occurs in C,, only the recovered
value of P, is affected, subsequent plaintext units are not-cbrrupted. With
CFB, C also serves as input to the shift register and therefore causes additional
corruption downstream.

nmdi;l;zgjsad"amﬂge of (?FB is that it is more vulnerable to a message s_tream

Ciphenex:on attack than is CFB. Consider, that complement’mg.a bit in the

ciliad i;llmplements the corresponding bit in the recovered p.lal ntext. Thus?,

Possible for anges to the recovered plaintext can be made. This may make it

Portion of lhan opponent, by making the necessary changes to th? checksufn

Such a wq ; m?s§a§°| as well as the data pqrtion, to alFer the ciphertext in
Y that it is not detected by an erfor-correcting code.
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Ong
v
Shift Register Shilt Register
64-s bits !|! s bits 64-s bits | s bits
64 A 64
Encrypt K Encrypt see K _1

A 64 A 64
Select | Discard Select | Discard
sbits | 64=s bits s bits | 64-s bits

S P, s P,
4 ,: 2 Ve M
I s ‘:.9 I s 59 I s
G G Cm
(a) Encryption
On -y
v
Shift Register Shift Register Shift Register

64-s bits | s bits 64-s bits | s bits 64-s bits | 5 bits

/’ 64 /" 64 ” 64

K—= Encrypt K—=] Encrypt ese K=—=| Decrypt
s .

A 64 re A 64 4 &4
Select , Discard Select . Discard Select |, Discard
shits | 64-sbit shits | 64-sbits s bits | 64-s bits

- qAs | - g s
s " s>
c, E G E 9_/_%
—
By Py Py ‘
(b) Decryption

Fig. 1.16 s-bit Qutput Feedback (OFB) Mode

Unit-1 a1
jhat I8 counter mode P List varlous advantages of crp mode
e modes of operation. (RALY, Dec, 3y,
oth! ugh interest in the counter mode (CTR) has incrensed recen|

5 .A“l'm,q o ATM (asynchronous transfer mode), network sccurllyl
[ cntmjr'hc scheme is illustrated in fig, 1,17, In this scheme, "L‘ﬂllnlegl
) t block size is used, '

.

g opPe
wit lgCCu“l X
( e
ﬂnuul o the plat
e Counter -+ 1

Counler Counter + N - |

Encrypt

(a) Encryption

Counter +1 Counter+N -1

Counter

K— "."EDCI'}'pt J K —e

Encrypt

By . 5 o By Py

e ' - (&) Decryption
Fig.'1.17 Counter (CTR) Mode
_ The only requirement is that the counter value must be different for each
Plilm!ext block that is encrypted. The counter is initialized to some value and
::zfclklngremented by 1 for each subsequent block (modulo 2°, where b is t‘he
i S_lze)- For encryption, the counter is encrypted and then XORed with
® plaintext block to produce the ciphertext block.
:;‘e"? s no chaining, For decryption, the same sequence of counter values
S \\.nh enfzh encrypted counter XORed with a ciphertext block to recover
fresponding plaintext block Vvt

isus
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mode has the following advantages —

_ Unlike ECB and CBC modes, CTR mqq, >
f the encryption algorithm and not the decn(}:r“
lioy

CTR

(i) Simplicity
only the implementation ©
algorithm. _ .

(ii) Hardware Efficiency - Unlike .lhe three chaining f1lode, i
mode encryption or decryption can b.e gipoein, pz:ral[el m? muh'ple.blocks ;{
plaintext or ciphertext. For the chaining 1'110(_ies, the algorithm must o,
the computation on one block before peglnnlllg on 'Ehc next block, This i
the maximum throughput of the a]gonthn.x to the reciprocal of the time'fo, o
execution of block encryption or decryption. In CTR mode, the througy, -
only limited by the amount of parallelism that is achieved. b i

(iii) Software Efficiency— Similarly, because of the paralle] éxt‘-cution
in CTR mode, processors that support parallel.features, such as aggressive
pipelining, multiple instruction dispatch per cI_ock cygl_e, a large nNUmber o
registers, and SIMD instructions, can be effectively utilized. v

nplcle
lim;

(iv) Random Access — The ith block of plaintext of ciphertext can
be processed in random-access fashion. With the ;hz_aining modg, block ¢
cannot be computed until i — 1 prior block are computed. There may bt;
applications in which a ciphertext is stored and it is desired to decrypt just one
block. For such applications, the random access feature is attractive.

(v) Preprocessing - If sufficient memory is available am'i'security
is maintained, preprocessing can be used to prepare the output of the ericryption
boxes that feed into the XOR functions. When the plaintext or ciphertext input
is presented, then the only computation is a series. of XORs. Such strategy
greatly enhances throughput. : o ‘(e

(vi) Provable Security -1t can be seen that CTR is at least as secure
as the other modes.

Q.54. Why do some block cipher modes of operation only use encryption
while others use both encryption and decryption ?,; (R.GPV., Jupe 2005)

Ans. The DES algorithm is a basic building block for providing data
security. To apply DES in a variety of applications, four “modes of operation”
have been defined. These four modes are intended to cover virtually all the
possible applications of encryption for which. DES couid be used. As nev
applications and requirements have appeared, NIST has" expanded the list of
recommended modes to five in special publication 800-38A, These modes ar¢
intended for use with any symmetric block cipher, including tﬁplé DES and

AES. e rabd 4 L LY R LA
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block cipher modes of operation only use encryption while others
omcncryption and decryption to furnish different types of data security
o both € . Various block cipher modes of operation are intended to support
quircmc i 6F apr,]icaticms. For detailed working of various types of
\.arious_ <. For detailed working of various block cipher modes of operation,
ﬂpplicaugm') .50, Q51, Q.52 and Q.53 also.
0 K )
such block cipher modes of operation which use any
y they use only encryption. Draw complete and clear

2on, and wh
tion, (R.GPV.,, Dec. 2011)
Or

. jgiﬂ such block cipher modes of operation which use encryption
5’2 l;y ption. Draw complete and clear diagrams of each.
and 4€CTILE ' (R.GPV, June 2012)

i Refer to Q49, Q50, @51, Q52 and Q.53.
.56, What e the advantages and disadvantages of DES ?
Ans. The advantages pf DES are as fOUOWS = ' i
(i') The secu,_fit')’. factors “fit,h- respect to the 'fgct that SQIVing the
discrete i_'ogarithm is very challenging
i' (i) The shared key (i.e. the secret) is never itself transmitted over

the channel. . o
T};p"(‘ii‘_sadvantagels“of DES are as follows —

v (i) The fact that there are expensive exponential operations involved,

and the algorithm cannot be used to encrypt messages — it-can be used for

establishing a secret key only. '

- (ii) There is. also & lack of authentication. .
(iii) There is no identity of the parties involved in‘the exchange.

" \(iv) Tt is easily susceptible to'mhan-in-the-middle attacks. A third party
C, canexchange keys with both A and B, and can listen to‘the communication
betweenAand B, . ‘ , L
_"(v) The algorithm is computationally intensive. Each multiplication
varles as'the square of n, which must bé very large. The number of
“}“ltlpllpations required by the exponentiation increases with increasing values

of the €Xponent, x or y'in this case.- " we Bt b

denint - (Yi) The cém‘putatidnal nature of 'tlié‘élgOrithm c‘ouldi be used in a
Nial-of-service attack very easily. ‘ 54
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pote on sfream cipher.
typically operate on bits. The one-time
pad i

oam ciphers yP . ;
Ans. Stre her. Practical stream ciphers typicall Sa
: Y gener, h
as a function of a fixed length key ang Ate
a

exampl
stream
seudo-r:mdo 1 keys
message bit sring. The key 15 known to both the sender and the receiye Per.
|d be a message sequence number. A“el'naﬁ\,;T 1

¢ string cOU

dom number gencrated by the sender and transmitteq o
0
e

receiver along with the encrypted message. Thtf ciphertext is itself ohyy;

by perl‘orming an © operation between the plaintext and the keystreg Angy
ipher 18 RC4 used in the wireless LAN protoco nllE

3 EE

ofa stream C!
lly faster than block ciphers and yg
e

§02.11. Stream ciphers are usua
complicated circuits. However, RC4 and some other stream ciphers haye

chown to be vulnerable to attack. Th

block ciphers.
Q.58 Differentiate between block ¢

pcr-m essag

IESS

eir use has not been a widespre Zeen
a
a

ipher and strean cipher.
(R.GPV., Dec. 2011, June 201

Ans. Refer to Q.32 and Q.57
L1

R ADVANCED ENCRYPTION STANDARD (AES) &
i . |
IINTRODUCTION Tg PUBLIC KEY CRYPTOSYSTEM, DISCRETE
'LOGAR HMIC PR BLEM, DIFFIE-HELLMAN KEY EXCHANGE"
icompUTATIONAL & DECISIONAL DIFFIE-HELLMAN PROBLEM?
: A
1, What is the advanced encryption standard (A ES) ?
ncryption standard (AES) is a fast s tri
for mass encryption. It was fieveloped through co mpeme ag ;ribs’p;os»ystem
ihe R]JNQAEL system, published in 1999 by Joan Dacmen and Vin ased on
b elgium. AES replaced the old DES system published in 19°7€5"tRumen
AES works on bit symbols, so the residue classes (bi .

idered as plaint s (bits) 0 and 1 of Z, can

be considered as plaintext and cryptotext symbols. The workings of RL. JNDi[ EL

0.

Ans. Advanced e

can be
confusion we use z as the dummy variable in the polynomial ring and x as th
S the

dummy variable for polynomials in needed i i
f(;el?hfez?&:;ﬁherlmqre, we denote agcziition a:(in:riilflg;]l?(:ga:l:rll riflpll;e:e‘trulting e
be,cause e 13' ienerzze?l: is ge{u.)ted b'y 1 and the zero element by (2) N):)?ea :ll?d
et et 2, the a dltlonal_mverse of an element in Z,(x) .F 'at
ent itelf. So subtraction @ is the same as addition ®, in i}gﬁand "
1 s case.

Construction — In thie RIJNDAE
block and the len:l;th ?;t:: the{cJZD L iintem the lengh i of theplactet
i e ar ;
bits. Dividing by 32 we get the mi{mb:rlsn e S

lf
Np = %emclNK =%'

Bits are hand

. led as b .

consid ytes of 8 bits. i

ered as an element of the finite tli :]d[;‘ngs bit byte b;by ..... b, can be
2 .

The key j
b Y 18 usuall
Yies. If the Key is byé’ g;%r;ied as a 4 x Ny matrix whose elements are

XIERERN k=
kookiokaoksokorkirkay - K3y <1

described using the field F»8 and its polynomial ring F,8(z). To avoid
28(2). To avoid-

4
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then the corresponding matrix 15

urity

koo ko ko2 ko, Ny -1
kio ki ki K1, N -1
K=k ko ka2 k2, Ny -1
ksp ki ki k3, Ny -1

Note how the elements of tl

Similarly, if the input block (plaintext

he matrix are indexed starting from
block) is, byte by byte,

7.(2{0'

a = 250310220330201211321 33Ny — 1
then the corresponding matrix is
agp 201 202 a0, Np-1
20 2 212 a1, Ng-1
A= ap 31 an a2,Ng-1
az 331 432 a3 Np-1

During encryption we are dealing with a bit sequence of length I, the so.
called state. Like the block, it is also expressed byte by byte in the form of

4 x Np matrix.
So0 So1 S02 S0, Ng-1
_|s10 S sz SI1,Np-1
= S0 521 S22 éi,NB—J
$30 S31 S32 *° S3,Np-l

Elements of the matrices K, A and S are bytes of 8 bits, which can be
interpreted as elements of the field F,%. In this way these matrices are matrices
over this field. Another way to interpret the matrices is to consider theit columns
as sequences of elements of the field F,8 of length 4. These can be interpreted
further, from top to bottom, as coefficients of polynomials with maximum
degree 3 from the polynomial ring F,%(z). So, the state S mentioned above
would thus correspond to the polynomial sequence. - i

S B 5102 F $302% B 532, s01 © 512 ® 522 D 53,2, .....,
. ; * 5
S0Np D S1Ng 2O 52ng O SsNg T

For the representation to be unique, a given fixed irreducible polyﬂomial
?f. degree 8 from Z,(x) must be used in the construction of F,3. In RIJNDAEL
it is the so-called RIJNDAEL polynomial. ,

P =lex+ 344458

(Y
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fre tferm rounds in RIINDALJ,

g2 pefine
J here 9 @ certain number Ny, of so-called rounds in RIINDALL
Ans Th ds is given by the following table - -

ber ofroun
rhe ™ Ng |Np=4 Np=6 Np=8
Ne=4| 10 12 13
Ng=6| 12 12 14

Ng=8| 14 14 14

ith round receives as its input the current state S and its own so-called
T};; R. In particular, we need the initial round key Ry, In each round,
roundl ro{ lh'e Jast one, We £0 through the following sequence of operations —

5 « SubBytes(S)
§ « ShiftRows(S)
S« MixColumns(S)
S « AddRoundKey(S, R)
The last round is the same except that we drop MixColumns.

‘The encrypting key is expanded first and then used to distribute round
keys to all rounds. This and the different operations in rounds are discussed
one by one in the following sections. Encrypting itself then consists of the

following SIEps —
(i) Initialize the state — S « AddRoundKey(A, Ry)

(ii) Ng — 1 “usual” rounds.
(iii) The last round.
When decrypting we go through the inverse steps in reverse order.

Q.J. Define the following terms —
@) SubBytes (transforming bytes) (i) ShiftRows
(i) MixColumns " (iv) AddRoundKey.

Ans. (i) SubBytes (Transforming Bytes) — In this operation each byte s;;
of the state is transformed in the following way —

(a) Interpret s;; as an element of the field 8 and compute its inverse

= :
j . It is agreed here that the inverse of the zero element is the element itself.
(b) Expand s in eight bits bsbgbsbsbsbab, by, denote
B(X) = by + byx + byx? + byx3 + byx* + bsx’ +bgx® + byx’
ial i X
and compute [a polynomial in Zy(x)]

bI(x) = b(x) (1 +x +x2 +x3 +x%) + (1 +x+x5 +x6) mod 1+

1
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The result . :
’ 2 L 3 F o ’ N
b'(x)= bb+bix+bz.‘l +b3x” +byx +bsx +b6x6+b,7x7

- ® RS L : RN N as an elem
is interpretad as a byte b7b6b5l?4b ,b:b;-bo or ent of F, By b
way. division by 1 + x® in Zy(x) is easy since¢
A== mod 1+ x5
2 may also be done by using matrices. We thep, -
2 Y

The operation in #
an affine transformation in Z; —

by) (1000 1 1 1 1Ybg) ()

b 1 1 000 1 1 1)b 1

b5 I 110001 1f{b>f |0

b5 1111000 1|bsf (o

bl 11 11100 0[bg| |o

b 01 1111 0 Ofbs 1

bs 0011111 0fbg 1

bz (0001 111 IAb7) \0)

Byi= tremsformation is dope mreverse order during the decryption. Becapsa
m Z-ix)
) =gl +x+E+x¥+x% 1+x)
(e2sy w0 verify usizg the Eaclidezn algorithm), the polynomial 1+ x +x2+ 3
— x* B2s zn mverse modalo |+ x® 2nd the occurring 8 % 8 matrix is invertible
modulo 2. This iverse is x + x° + x5. :
Tre=sform=ng the btz 1s in 2ll 2 nonlinear transformation, which can be
oven @ oze t=5le, the soczlled RUNDAEL S-box. This table can be found
for example ;m MOLLIN znd STINSON.
() SkifiRows —In this operztion the elements of the rows of the matrix
representztion of the szt zre shified Iefi cyclicelly in the following way —

b

ow 3
3 elements
-3 elements

{ shift [ row0  rowl row 2
| Ng =4 | poshift lelement 2elements
| Np=6 | ooshift lelement 2 elements
| Np =% | poshift lelement 3elements
'kile decrypting rows zre correspondingly shifted right cyclically.
(i) MixColumns ~ In this transformation columns of the state matrix
are interpreted zs polynomizls of maximum degree 3 in the polynomial ring
F-#z). Ezch column (polynomizl) is multiplied by the fixed polynomial.

A2)=c4 S ;2B ;22 & ¢32° € Fy(2)

4 elements

h 48
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4 where

Z
ol = e s
m(!duI Co—x, cl _CZ— 1 and C3= 1 +x

g by the polynomial 1 ® z*in F»8(z) is especially easy since

jvidin
b Zk=zkemodd) mad 1 @ 4

(ematively the operation can be considered as a linear transformation

Al
of F2¥~ S0i €0 €3 C2 ¢ |(sg
sti|_|€1 S C3 cpffsy
$5; C2 € ©Cp c3|(|sy;
3 €3 € € c¢p/isy;

When decrypting we def: by the polynomial c¢(z) modulo 1 ® 24
Albough 19 z*is notan irreducible polynomial of F,8(z)!, c(z) has an inverse
modulf;l @ z*, because

1=ged(c(z), 1 ® z%)

The inverse is obtained using the Euclidean algorithm (hard to compute!)

and it is
. d(Z)=d0$dlZ®d222® d323

where dp=x+xX*+x,d =1+, d=1+x2+x3andd;=1+x+ 5.

So, when decrypting the column (polynomial) is multiplied by d(z) modulo
1& 7* and the operation is thus no more complicated than when encrypting. In
matrix form in F,3.

Soi do d3 dy d;)(sp;
si | |41 do d3 dyfsy
s3i [ |d2 dy dg ds|[sy
S3i d3 dy dy dp)s5

(i) AddRoundKey — The round key is as long as the state. In this

ﬂpﬁah:on t_he round key is added to the state byte by byte modulo 2. The inverse
peration is the same,

0. Describe the operating mode of AES.

" ﬁm“:"&_ghe usual way of using AES is to encrypt one long message block at
With the same key, the so-called ECB mode (electronic codebook).

‘:ﬂsOIher Way, the so-called CBC mode (cipher block chaining), is to always
modulo 121m ofa message block w; and the preceding cryptoblock c;_; bit by bit
i nmé l;' Wi @ °i~l1_ and encrypt it, using the same key k all the time. In the
followin g Opir[:?:na_l_l Initial (crypto) block. Schematically CBC mode is the
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Fig. 2.1 ‘
block causes changes in the following CIYPlobloc
in CBC mode. This way CBC mode can be u‘sed for aulhetmicalion or the s(:
called MAC (message authentication code) in the following way. The iniiz
block can e.g. be formed of just 0-bits. The sender has a message that is forp, y
of message blocks Wy, .....; W and he/she cqmputes, using CBC mode, th,
corresponding cryptoblocks €j, --ss Cn app_lymg a secre.t key k. The sep der
sends the message blocks and ¢, to the receiver. The.rccelver also has the key
k and he/she can check whether the ¢, is valid by using the key.

In the so-called OFB mode (output feedback) AES i§ used to transfor
the key in a procedure similar to ONE-TIME-PAD encrypting. Staftmg from 3
certain “initial key” ko we get a key stream | TR t?y encrypting this key
over the over using AES, k; is obtained by encrypting ko. Again, when
e secret key k all the time. Schematically —

A change in a message

encrypting we use the sam

Fig. 2.2
OFB mode gives rise to a variant, the so-called CFB modeé (.Ciphef
feedback), where the key k; of the key stream is formed by encrypting the
preceding cryptoblock. Again k; is obtained by encrypting the initial block ¢q.

Wn

w
| Cp-1
k k

Fig. 2.3
This variant can be used for authentication much as the CBC-mode, which
it also otherwise resembles.
- There are also other modes, for example the so-called CTR mode (covptef
mode). P Vl-l.'rln of db
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What do you understand by public key cryptography ?

, oy development Qf Qubllc ke).r cry_ptography is the greatest and
Arrs-hc only true revolutlon‘ in the entire history of cryptography. Public-
PcrhaPS Iogfﬂ hy provides a raqlcal departure from all that hag gone before. It
key € on malhemau’Cal functions rather than substitution or permutation,
is bas¢ ic-key cryptography was fieveloped by Diffie and Hellman. This
f"u is also known as Asymmetric Encryption. The concept is simple. There
tcchﬂlqlfe <. one is held privately and the other one is made public. What one
are WO ]o}rl:k’ the other key can unlock. The use of two keys has profound
key szences’ in the areas of confidentiality, key distribution and authentication.
onse
c 0.6. What is PKCS ?

ns. The public-key cr'yptlography sté_mdart_is (PKCS) are specifications

duced by RSA Laboratories in cooperapon with secure systems developers
pm]dwide for the purpose of accelerating the deployment of public-key
wor['ography' First published in 1991 as a result of meetings with a small
cﬁp of early adopters of public-key technology, the PKCS documents have
g;comle widely referenced and implemented. Contributions from the PKCS
series have become part of many formal and defacto standards, including ANSI

%9 documents, PKIX, SET, SIMIME and SSL.

Q.7. What are the misconceptions concerning public-key encryption ?.

Jusify all of them. (R.GPV, Dec. 2006)
Ans. The several common misconceptions concerning public-key
encryption are mentioned below —

(i) One such misconception is that public-key encryption is more
secure from cryptanalysis than is symmetric encryption. Such a claim was made,
for example, in a famous article in Scientific American by Gardner [GARD
77]. In fact, the security of any encryption scheme depends on the length of the
key and the computational work involved in breaking a cipher. There is nothing
in principle about either symmetric,or public-key encryption that makes one
superior to another from the point of view of resisting cryptanalysis.

(i) A second misconception is that public-key encryption is a
ﬁfnera]rpurpose technique that has made symmetric encryption obsolete. On
enec COI:.trary, because of the computational overhead _Of current pubhc-ke_y
encg;ilon schemes, there seems no foreseeable likelihood that symmetric
2 put (:? “g” be abandoned. As one of the inventors of public-key enCl’YPEU"

aﬂagemen[[ IFF ?.8]’ “the restriction of publlc-kf:y cryptography }’0 ey
and signature applications is almost universally accepted”.

Using pubﬁu? Finally, there is a feeling that key distribution is trivial w]?e"

c-key encryption, compared to the tather cumbersome handshzqu.n'

1
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7¢ Coptgraphy & hmation Secun

The first problem is that of key distribution. Tt rf.\xuires éilher .
| () that two communicants already share a Key, which SOmEho“
has heen distributed to themaor
. (i) the use ofa key distnbution center. ‘
Whittield Diffie and Martin Hellman rcasoncld‘lhat this §0C0_nd R Quire l
e ven essence of enyptography the ability to maintain totg) e

oS y

OVET OUT OWTI QoM tion.

The soovond problem that Diffie por_idcmd. 'mcl one that was appareny,
wnrelatad to the first was that of “digi!ul signatures™. lfj the use of CTYPlograppy,
was o hecome widespread. not just 1n military situations but for Commercia'l
and private purpasss. then clectronic messages and docupmnts would neeg the
squivalent of signatures usad in paper do;umepL\‘. Th:‘n is, cou]d. 2 Method b
devised that would stipulate, o the :misfacgop ofall parties, that a digita] Message
had been sent by a particular person ? Thisis a.somewhat pmaqﬂ- requiremen;
han that of 2uthentication . and its characteristics and ramifications.

Disie znd Heliman achieved an astounding break erough in 1976 by
coming up with 2 method (i.e. public-key encryption algom}:-lm) that addresseq
both problems and that was radically different from all previous approaches t
cryprography.

Q.10. Write the difference benween conventional encryption and public.

k{raxa:qjﬁan_ (R.GR V, June 2015}
Or
Compare conventional encryption and public-key encryption.
(R.GPV.,, Dec. 2006)
Or
What is the fundamental difference between symmetric and asymmetric
encryption ? (R.GPV, June 2011)
Or
Distinguish between symmetric and asymmetric key cryptography.
(R.GPYV., June 2014)

Ans. The major differences between conventional and public-key
encryption are as follows -

S.No. Conventional Encryption Public-key Encryptiﬂi____

(1) |The same algorithm with the same
key is used for encryption and
decryption.

One algorithm s used for encryption
and decryption with a pair of keys,
one for encryption and one for
decryption.

The sender and receiver must C“‘fh
have one of the matched pair of

(ii) | The sender and receiver must
share the algorithm and the key,

keys (not the same one).

Unit-11 75
. key must be kept secret. One of the two keys must be kept
(i) The secret,
wst be impossible or at least !t must be impossible or at least
(iv) Fl ':,r;ctic“l to decipher a message |impractical to decipher a message
jmpr

N other information is available. |if no other information is available.
,fnt Jedge of the algorithm plus  [Knowledge of the algorithm plus
) [\no\‘ICLq (;fci phertext must be in- [one of the keys plus samples of
samp ':nt to determine the key. ciphertext must be insufficient to
sufficie determine the other key.

_—-l-'-'_-_.__-—_ - -
— 11. What is public-key cryptography ? Explain. Bring out the difference
0.1 nventional encryption and public-key encryption.

" co
penveent (R.GPV, June 2010)

Ans. Public-key Cryptography — Refer to Q.5.
pifference — Refer to Q.10.

Q.12. Whatare the principles of the public-key cryptosystems ? Differentiate
conventional encryption and public-key encryption. (R.GPV.,, June 2009)
Ans. Principles — Refer to Q.9.

Difference — Refer to Q.10.

Q.13. What are the three broad categories of applications of public-key
cryptosystems ? (R.GPY,, June 2013, 2016, May 2019)

Ans. Public-key systems are characterized by the use of a cryptographic
type of algorithm with two keys, one held private and one available publicly.
Depending on the application, the sender uses either the sender’s private key
or the receiver’s public key, or both, to perform some type of cryptographic

function. In broad terms, we can classify the use of public-key cryptosystems
into three categories —

@) Encryption/Decryption — The sender encrypts a message with
the recipient’s public key.
(i) Digital Signature— The sender “‘signs™ a message with its private

¢y-Signing is achieved by a cryptographic algorithm applied to the message
%o a small block of data that is a function of the message.

ey, (ii) I-Tey Exchange — Two sides cooperate to exchange a session
. %- Several different approaches are possible, involving the private key of
¢ or both parties,
S()me al

¢an be gorithms are suitable for all three applications, whereas others
app]icar.sed only for one or two of these applications. Table 2.1 indicates the
1008 supported by the algorithms given in the table.

CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

76 Cryptography & Information Secunty

Table 2.1 Applications for Public-key Cryptosyston

4lgorithm Enc,-_,-,,rion/Dccr;-mrion Digital Signature m
Al ~enature .
RSA Yos Yes W
( 7
Elliptic curve Yes Yes Yes
Diffic-Hellman No No Yes
DSS No Yes No

0.14. What requirements must a public-key cryptosystem Julfil 4, be
a

secure algorithm ?
Or

What requirements must a public-key cryptosystem fulfil to p, asecy,
algarithm ? Briefly explain cach of them with example. (R.GRV., jyp, 0 03:

Ans. The cryptosystem depends on a cryptographic algorithm based oy
two related keys. Diffie and Hellma‘n postulated this system Withoy
demonstrating that such algorithm exist. However, they did lay oy the
conditions that such algorithm must fulfil —

(i) Itis computationally easy for a recipient B to generate a pajr of
key (public key KU, and private key KRy).
(ii) Itis computationally easy for a sender A, knowing the public key
and the message to be encrypted, M, to generate the corresponding ciphertext -
C= Egy,(M)

(iii) It is computationally easy for the receiver B to decrypt the
resulting ciphertext using the private key to recover the original message -
M= Dgg, (C) = Dgg, [Exu, (M)]
. (iv) It is computationally infeasible for an opponent, knowing the
public key, KUy, to determine the private key, KR,.
~ (v) Itis computationally infeasible for an opponent, knowing the
public key, KUy, and a ciphertext, C, to recover the original message, M.

A sixth requirement can be added that, although useful, is not necessary
for all public-key applications.

4 (vi) The encryption and decryption functions can be applied in eithef
order -

M= Egy, [DKRb(M)] = DKU,,[EKR.,(M)J

These are the formidable requirements, as evidenced by the fact lhatf)nly

two such algorithms (RSA and Elliptic curve cryptography) have recei
widespread acceptance,

Unit-11 77

How does asymmetric key encryption ensure “Non-repudiation” ?
15"71: an example. (R.GPV, Dec. 2007)
Lct us assume that the public-kgy e“‘{r}fption and decryption
Ans ave the property lhat'E(D(P)) =Pin jaddmon to the usual property
_ p.Assuming that .lhls is the case, Alice can send a signed plaintext
. p. to Bob by transmitting Eg(DA(P)). Note carefully that Alice knows

! vale) decryption key, Dy, as well as Bob’s public key, E, so
P s message is something Alice can do.

ﬂ\‘h.’ﬂi nv

{uCtj“g thi . . . .
consl\'\"h'3n Bob receives the message, he transforms it using his private key, as

yielding Da(P), as shown in fig. 2.5. He stores this text in a safe place

" hen decrypts it using E to get the original plaintext.
n
2 Transmission Line

Alice’s Computer ! Bob’s Computer

Bob’s Bob’s Alice’s
Public Key, Private Key, Public Key, [~ p

1 Ep l Dp I Ep

T T
Dy (P) Eg(D,(P)) Dy (P)

Alice’s
private Key,
DA

Fig. 2.5 Digital Sigr;atztres Using Public-key Cryptography
To see how the signature property works, suppose that Alice subsequently
denies having sent the message P to Bob. When the case comes up in court,
Bob can produce both P and D,(P). The judge can easily verify that Bob
indeed has a valid message encrypted by D, by simply applying E 4 to it. Since
Bob does not know what Alice’s private key is, the only way Bob could have
acquired a message encrypted by it is if Alice did indeed sent it.

0.16. What are six components of public key infrastructure (PKI) ?
(R.GPY,, June 2011)
Ans. Following are the components of public key infrastructure —

_ (1) Certification Authority — The certification authority (CA) takes
responsibility for identifying the correctness of the identity of the person asking

[}t:r a ceritiﬁcate to be issued, and ensures that the information contained within
€ certificate is correct and digitally signs it.

certif (ii) Revocation — In revocation, system depends upon publishing
'¢ates so that people are able to communicate with each other, there has

to be . .
a system for letting people know when certificates are no longer valid.

Wthority ((’;.{'{G\Regisrm”"" Authority — A CA may use a third-party registration

) to perform the necessary checks on the person on company

fequestj :
Mg the certificate to ensure that they are who they say they are. That
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RA may appear to the certificate requestor as a CA, byt

they do
. . no
sign the certificate that is issued. t aclu““y

(iv) Certificate Publishing Methods — One of (e funda,
PKI systems is the need to publish certificates so that users can fing lhe
can be performed in two ways. One is to publish certificates in th e
of an electronic telephone directory. The other is (o send your ceryj

those people you think might need it by one means or another,

M. Thi

. N
c CqL]IVZ“c],]l
ﬁcalc OUlnr

(v) Certificate Management System — This term refers (o
management system by which certificates are published, temporari| th
permanently suspended, renewed or revoked. Certificate managemeny g
do not normally delete certificates because it may be necessary to proy, thes
status at a point in time, perhaps for legal reasons. A CA wil| run cerj eir
management systems to be able to keep track of their responsibj
liabilities.

Ystemg

) ﬁcatc
I|lies and

(vi) PKI Aware Applications — This term usually refers to a
that have had a particular CA software supplier’s toolkit added to ¢
they are able to use the suppliers CA and certificates to implement PK]
functions. The term does not mean that the applications have any kNOWIedge
built into them about what the security requirements really are, or which PK]
services are relevant to delivering them. These issues are quite separate from
having PKI services available.

ppl iCﬂﬁOns
hem so thy

Q.17. What drawbacks to symmetric and asymmetric encryption are
resolved by using a hybrid method like Diffie-Hellman ? (R.GPV, June 2011)

Ans. Problems with Symmetric Encryption — The bi ggest problem with
symmetric encryption is that a single key must be shared in pairs of each sender
and receiver. In a distributed environment with large numbers of combination
pairs involved in many-to-one communication topology, it is hard for the one
recipient to keep so many keys in order to support all communication.

Besides the key distribution problem above, the size of the communication
space creates problems. The secret-key cryptography, if strictly used, needs
billions of secret keys pairs to be created, shared, and stored because of the
massive potential number of individuals who can carry on communication ina
many-lo-one, one-to-many, and many-to-many topologies supported by the
Internet for example. Large numbers of potential correspondents in the many-
to-one, one-to-many, and many-to-many communication topologies may causé
symmetric encryption to fail due to its requirement of prior relationships with
the parties to establish the communication protocols such as the setting up of
and acquisition of the secret key.

)

Unit-11 79

following additional problems are also observable besides the
0

The discussed above and a result of them —
Problcms(i) The secret kay may not be changed frequently enough to ensure

ality- . .
cnnﬁdcnllj’. The integrity of data can be compromised becayse the receiver
(ii hat the message has not been changed before receipt,

The method does not provide a way to ensure secrecy even if
process is compromised.

ot vcri fy
(iii)
he €0¢ _t‘l;n“ is possible for the sender to repudiate the message because
(;:o mechanisms for the receiver to make sure that the_message has

there al’ﬁt by the claimed sender.

been Senblems with Public Key Encryption (Asymmetric Encryption) -
pro st problem with public key encryption is speed. Public key algorithms

The bigge than symmetric algorithms. This is because public key calculations

are slowefer than symmetric key calculations since they involve the use of

ake rl;?fiation of very large numbers.

expoBesides speed, public key encryption algorithms have a potential to suffer

m the man-in-the-middle attack.

0.18. Briefly explain public-key cryptanalysis. ‘

Ans. As with symmetric encryption, a public-key encryption scheme is
vulnerable to a brute-force attack. The counte.rmeasure 1s .the same i.e., use large
keys. However, there is a tradeoi?f to be c0n51de:red. Public-key systems depend
on the use of some sort of invertible mathematical function. The complexity of
calculating these functions may not scale linearly with the number of bits in the
key but grow more rapidly than that. Thus, the key size must be large enough to
make brute-force attack impractical but small enough for practical encryption
and decryption. In practice, the key sizes that have been proposed do make
brute-force attack impractical but result in encryption/decryption speeds that are
too slow for general purpose use. Instead, the public-key encryption is currently
confined to key management and signature applications.

Another form of attack is to find some way to compute the private key
given the public key. It has not been proven that this form of attack is infeasible
fo_ra particular public key algorithm. Thus, any given algorithm including the
Widely used RSA algorithm, is suspect.

Finally, there is a form of attack that is peculiar to public-key systems. In
nce, this is a probable message attack. For example, that a message were to
Sent that consisted solely of a 56-bit DES key. An opponent could encrypt all
&(:Silt::le ke:ys usipg the public key and could decipher any message by matchi_ng
&y appi?m;d Ciphertext, Thus no matter how large the key size Of.the public-
ke ach, the attack is reduced to a brute-force attack on a-56—b1t key. This
an be thwarteq by appending some random bits to such simple messages.

fro

€sse
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r Iman public key technique ? Briefly

. . 3 se of Diffie-Hel
Q.19. Discuss about the discrete logarithm problem, yhat is the purpe (R.GRV, June 2008, Dec. 2000)
Or

pe 1S algorirhm.

Ans. There is a famous problem in mathematics known gg the dis ;
logarithm problem (DLP) which has.been very well used in (e “‘Or;;fvtc Jescr - Heliman ey exchange algorithm. (R.GRV., June 2010)
cryptography. The DLP has the potential of being a very difficy]; P f ,pm,'n Diffie- or

0
g P .t Problep, Ex
solve and so cryptographers have created ciphers in which cracking g S)'slc:n lain Diffie-Hellman key exchange.

griefly exp (R.GPV., Dec. 2003, June 2004)

would require solving the DLP.

Given a positive integer modulus n, and two positive integers g and Or
s™_ both reduced modulo n, find m. We call the smallest positive imeger‘* - Diffi Hellman key exchange algorithm using flowchart and
such that t = s™ (mod n) the discrete logarithm base s of t modulo p, o Explait (R.GPV, Dec. 2011)

an examp Ie. or

ite short note on Diffie Hellman key exchange. (R.GPV, June 2017)
Write

piffie-Hellman key exchange is a public-key algorithm. The purpose
e +hm is to enable two users to exchange a key securely that can
of the algm; for subsequent encryption of messages. The algorithm is limited
then be us:hanoe of keys. The Diffie-Hellman algorithm depends for its
'(gétclgv:less c:l the difficulty of computing discrete logarithms.
€

We can define the Diffie-Hellman key exchange algorithm as follows —

Example — Find the discrete logarithm base 5 of 2 modulo 7. Thy is,
want to find the smallest integer m so that 5™ =2 (mod 7). With a smg]] am;u:l
of trial and error we can find that 5* =2 (mod 7) som = 4.

When working in the standard real numbers, solving logarithms jg ave
well understood problem. We can use series to accurately solve for of give
good approximations for real valued logarithms, and so for a computer gy
would be considered an “easy” problem. When working in the finite group of
(Z/p2)* for an odd prime p. the discrete log problem (DLP) can be a very
difficult problem to solve. In particular if we choose s = g where g is a primijy, ) . -
root modulo p then solving the DLP becomes extremely difficult, espSciaHyI: () Global- Public Elements — Fo'r this scheme l'here ar‘e tjv.v-o publicly
p becomes very large. The intuition behind why this particular problemiss; | known numbers a prnme number q and an integer a that is a primitive root of
hard is that since g is primitive root modulo p then, by its definition, every | qanda<q.

integer a which is relatively prime to p can be expressed as g = a (mod p) for Suppose users A and B wish to exchange a key.
some positive integer k € (1, ¢(p)) where ¢(p) =p — 1. Since p is a large prime . . '
then all integers 1, ..., p — 1 are relatively prime to p. Thus for a random (i) User A Key Generation — User A selects a random integer

exponentk & (1,p—1), g* has an equal probability of being equivalent modulo | XA <93 his private key and calculate his public key Y 5 where Y= o Xa mod .

ptoanya€(l.p—1).Aspthen becomes very large, the probability of choosing (iti) User B Key Generation — User B also independently selects a

1 random integer X < q as his private key and computes public key Yy where
the correct exponent, k, for which gk = t (mod p) for a given integer t is E;[ Yy = a8 mod q.

which is extremely small. Now both A and B exchange their public keys and each compute the

To date, there are no known “fast™ algorithms which can solve this DLP common secret key.
Because of this difficulty, cryptographers have developed ciphers which ar¢
based upon the DLP. That is, they have developed systems in which, in order
to crack the system, one would need to be able to solve the DLP.

(iv) Generation of Secret Key by User A—User A computes the key
SK= (Yg)*A mod q.

Q.20. Describe Diffie-Hellman key exchange algorithm. K= Y( : XGeneralion of Secret Key by User B - User B computes e
RGPV, Dec. 2004, June 2019 | g, (Ya)"® mod q. The two calculations (in step (iv) and (v)) produce the
or - Dec. g Mical results a5 —
Briefly discuss Diffie-Hellman key exchange scheme, m K= (YB)XA modq (pecTERRYITA)
(R.GPV,, May/June 2006, May 20 " Xa
o = (u 8 modq) modq
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= (a*8)A modq
= a*B¥Amod q
= (ax" )¥Bmod q
= (@A mod q)XB mod q
= (Yy )8 modq . (secret key ofy,
Thus two sides have exchanged the secret key.

The security of the Diffie-Hellman key exchange lies in the f,
while it is relatively easy to calculate exponentials modulo prime, it
difficult to calculate discrete logarithms.

St tha
15 Very

Fig. 2.6 shows a simple protocol that makes use of the Dime‘Hellman
calculation.

User A User B
Generate y, | Generate
random X < q; \ random Xg < q;
Calculate Calculate

Ya=aXAmodq; |y |Yp=0aXBmodg;

Calculate /B Calculate
K=(Yp/*A modq; K =(YA)XB mod g;

Fig. 2.6
Example —

(i) Take prime number q = 353
and its primitive root o, = 3
(i) SelectX, =97

A computes Y, = 3% mod 353 = 40
(iii) Select X5 = 233

B computes Yg = 3233 mod 353 = 248
Afer they exchange public key, each can compute the common secret key~

A computes K = (Yp)*A mod 353
=248 mod 353 = 160
B computes K = (Y, )*B mod 353

=403 mod 353 = 160
As a result, the two sides have exchanged the secret key.

Y

¥ Unit-11 83
rt note on meet-in-the-middle attacks.
(R.GPRV, June 2012)

. protocol has a weakness. Eve does not have to find the value of
5. This L prol0C°|- She can fool Alice and Bob by creating two keys

T H"" sho
0.2k

p e herself and Alice, and another between herself and Bob. Fig.
d en
. petwe : .
" ;ows this situation. N
21 : Alice
= ==

l Ry =gZmeod p l
——lR_2|_"

I R3y=gYmodp l

lKI =(Rp)Xmod p l Kz = (R3)Zmod p ‘ K= (RI.WT“E

Alice-Eve Key l Eve-Bob Key

b

Ki=g¥2 mod p
Fig. 2.7 Man-in-the-middle Attack
The following can happen —
(i) Alice chooses x, calculates R, = g* mod p, and sends R, to Bob.
(i) Eve the intruder, intercepts R,. She chooses z, calculates
R,=gmod p, and sends R, to both Alice and Bob.
. (iii) Bob chooses y, calculates R, = g mod p, and sends R to Alice.
318 ntercepted by Eve and never reaches Alice.
(iv) Alice and Eve calculate K, = g mod p, which becomes a shared

t"'y between Alice and Eve. Alice, however, thinks that it is a key shared
“tween Bob ang herself.

R3l

Kj=(Rp)Zmod p

Kj = gZ¥ mod p

(V) Eve and Bob calculate K, = g mod p, which becomes a shared

tWWeen Eve and Bob. Bob, however, thinks that it isa key shared between

key be
lice and himself.

other Words, two keys, instead of one, are created —one between Alic;
¥ and another between Eve and Bob. When Alice sends data to Bo
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encrypted with K, (shared by Alice and Eve), it can be deciphereg A
Eve. We can send the message to Bob encrypted by K, (shareg ke

Eve and Bob); or she can even change the message or senq 4 ot
message. Bob is fooled into believing that the message hag come frq I ey,
A similar scenario can happen to Alice in the other direction, M f\lice.

This situation is known as a man-in-the-middle attack becayg, Eve
in between the intercepts Ry, sent by Alice to Bob, and Ry, sent by go’“Cs
Alice. It is also known as a bucket brigade attack since it resembleg aob ty
line of volunteers passing a bucket of water from person to person,

Q.22. Explain Diffie-Hellman key exchange algoritim, Caleuy

afe s
shared key ifh=17,g=13,x = 3andy = 7. Also explain ma.-:-iu.,,:,?;;;’l
attack, (RGRV, Dec, 2009;

Ans. Diffic-Hellman Key Exchange Algorithm — Refer to Q.20.
Problem — The steps are as follows —
(i) A chooses x =3 and calculates = 13* mod 17 = 4
(if) B choosesy =7 and calculates = 137 mod 17 = 4.
(iii) A sends the number 4 to B.
(iv) B sends the number 4 to A.
(v) A calculates the symmetric key k =43 mod 17 = 13
(vi) B calculates the symmetric key k =4"mod 17 = 13
The value of k is the same for both A and B.Thus, the symmetric (shared)
key is 13.
Man-in-middle Attack — Refer the ans. of Q.21.

Q.23. Why is Diffie-Hellman not resilient to a man-in-the middle
attack ? (R.GPV,, June 2007)
Ans. A weakness of Diffie-Hellman is that although two individuals can

agr_ee og a shared secret key, there is no authentication, which means thal
Alice might be establishing a secret key with a bad guy.

0.24. Discuss the variations of computational Diffie-Hellman problem.

Ans. LCE p be a large prime number such that the discrete logarithm problem
defined in Z pishard LetG Z'p be a cyclic group of prime order q and 8
assumed to be a generator of G. We assume that G is prime order, and securt)
Paramelers p. q are defined as the fixed form p = 2q + 1 and ord(g) = -
remarkable computational problem has been defined on this kind of set %
Diffie a_nd Hellman. More precisely, Diffie-Hellman assumption (CD
assumption) is referred to as the following statement —

Computational Diffie-

\}
_ Hellman problem (CDH) — On input g 8% &'
computing g*Y.

Unit-1I 85

. that solves the computational Di.fﬁe—ﬂellman problem is a
n nlgomamnomial time Turing machine, on input g, g*, g¥, outputs g*
babi“stic po ‘ble probability. Computational Diffie-Hellman assumption
pr'oh non_ncghgl < no such a probabilistic polynomial time Turing machine.
w::lans that thf:rﬁ |is believed to be true for many cyclic groups, such as the
?his BSS%H;;:’.:EP of the multiplicative group of finite fields.
ime SUY” .
nmwc are €ONS!
um[jol‘lﬂl an.
d decisional Di
problem~

0.25. Write short note on the square computational Diffie-Hellman problem.

uare computational Diffie-Hellman problem (SCDH), on input g,
Ans. Squarc

dering useful variations of Diffie-Hellman problem like square
d decisional Diffie-Hellman problem, inverse computational
ffie-Hellman problem and divisible computational Diffie-
an

. X
o, comptlltmrifm that solves the square computational Diffie-Hellman problem
, Anbaa]%?listic polynomial time Turing machine, on i“PUt g _gx, outputs g"z
is a pro egligible probability. Square computational Diffie-Hellman
it n(t).r:)’; m%:ans that there is no such a probabilistic polynomial time Turing
as:;r]rilﬁel. Fortunately, we are able to argue that the SCDH assumption and
EDH assumption are equivalent.

SCDH <« CDH

Proof — Given an oracle A}, on input g, g¥, g%, outputs g*¥, we want to
show that there exists an algorithm A,, on input g%, outputs g‘z. Given arandom
value u := g, we choose t, t, € Z at random, and compute u; = u'l =9g“1, apd
u?=u2 = g2, Therefore we are able to compute v = A (uy, up) = g"'1'2 with
non-negligible probability. It follows that g can be computed from v, t;, t,
immediately with same advantage.

CDH <« SCDH

; . 2

Proof — Given an oracle A,, on input g, g%, outputs g*°, we want to
show that there exists an algorithm A, on input g, g¥, g, outputs g"¥. Now
gven gf, we choose sy, s,, ), t; € Z, at random and compute v, =+A2(g“')
=E1% vy = Ay((g)2) = (527 Finally, we compute vy := Ay(g*1'l *¥°2'2) =
(%s1t] + ysote)2 -
URSTTY

Since s, 55, t}, 1, are known already, it follows that g can be computed

mvy, v,, V3, 81, 8y, t), t, immediately with same advantage.

Q.26. Discuss about the inverse computational Diffie-Hellman problem.

Ans. Inverse computational Diffie-Hellman problem (InvCDH), on input
&g » Outputg gx‘l‘

A : . g
pTOble:] Algorithm that solves the inverse computational Diffie-Hellman

1S a probabilistic polynomial time Turing machine, on input g, g%
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outputs g* ! with non-negligible probability, Inverse computatioy b

Hellman assumption means that there is no such a probabiliggje pol m:[],u‘

time Turing machine. Fortunately, we are able to argue thay the S(':""ll

assumption and lnvCDI assumption are also equivalent, l)|l
InvCDI <= SCDN

. : X « X2
Proof = Given an oracle Ay, on input g, g¥, outputs gt

; o We wang g

that there exists an algorithm A, on input g, outputs g, Givey, ¢ I-\
value g, we set hy « g'and hy g.’FinnHy. we vww.(_ll"’ hy) as an inpuy l;um
oracle Aj to obtain Ay(hy, hy) = ™= Tt follows that g™ can be Comp“ledr o
Ay immediately with same advantage. - rop,
SCDH <= InvCDH

Proof - Given an oracle Ay, on input g, g¥, oulputs g“"'. We wang N
that there exists an algorithm A,, on input g, g¥, outputs g¥°, Now given 10\:.
We sethy « ghand b¥ < g Finally, we view (h,, ha) as an input 1o the gy ]'
Ay to obtain Az(hy, hy) = A2 (2D, It follows that g™ can be CO“‘Dl‘LlCc:
from Ay with the same advantage,

Q.27. Discuss on the divisible computational Diffie-

Ans. Divisible computation Diffie-Hellman problem (DCDH Proble
on random input g, g¥, gv, computing g¥*, We refer this oracle to as divisi()nai
computation Diffie-Hellman problem.

An algorithm that solv
problem is a probabilistic po

Hellman Probley,

es the divisible computational DifTie-Hellmg,
lynomial time Turing machine, on input gg. g
outputs gV with non-negligible probability. Divisible computation Diffe.
Hellman assumption means that there is no such a probabilistic polynomial
time Turing machine. As desired, we are able to show that divisible
computational Diffie-Hellman assumption is equivalent to computational
Diffie-Hellman assumption —

CDH < DCDH

Proof — Suppose we are given an divisible computation Diffie-Hellman

oracle denoted by A,, on input g, g¥, gV, outputs g¥’*. We want to show tha
there exists an algorithm A,

oninput g, g¥, ¥, outputs g*. Given g, g*, g, W
choose s, s,, t),t, € Z_ at random, and compute v =Ay(g, (291, g2)=g“IR
Vo =Ay(g, g1, (2)2 = gh'bt), Finally, we compute v := As(vy, vp) =g 1)),
Since sy, s,, t,, t; are known a

Iready, it follows that g*¥ can be computed from
Vv, Sy, Sy, 1}, t; immediately with same advantage,

DCDH < CDH

Proof — Suppose we are given an computational Diffie-Hellman _orac:l
A|, on input g, g¥, gY, it outputs g%, We want to show that there exl.st-? :
algorithm A4, on input g, g*, g, outputs g'x, Suppose we are given a tripic®

k

Unit-n1 g7

al DifTie-| leliman oracle
H oracle A,

umption, We are given a computation
We ByuTS we are able o fonstrucl an InvCD Viewing g
iy, , = oY i . ] v
»ue = . a IRTE
onsE R A3 10 obtain v:=g¥ . Finally, one views g, px o Inputto A, to

' he fact that if the underlying group with
arOvVe :1:ptllﬂli°']“1 DifTic-Hellman problem are eq
° | CDI & DCDIL

prime order q, all
uivalent, i.e.,, CDH
ions
& C:’ [} .
5Cl)l[ pplain the variation of decisional Diffie-Hellman proble
oy :
0.28. .lisiol‘lfﬂ Diffie-Hellman assumption (DDH) - Let G be o large
s Dr:.(c)r prime order defined in Q.24. We consider the following two
clic grOU
' hutions =
gistibutio” Given a Diffic-Hellman quadruple g, g¥, g¥ and g%, where x, ye
E:?lom strings chosen uniformly at random,
ra

N G random quadruple g, g, g¥ and g, where x, y,teZ, arc
(i) Given a o q
a ﬁ strings chosen uniformly at random.
m[\ 0!

m,

Z,

algorithm that solves the Decisional Diffie-Hellman problem is a

; A‘n 1 igst that can efficiently distinguish these two distributions. Decisional

su}mml: 1‘l:man assumption means that there is no such a polynomial statistical

Dlm?r-hi: assumption is believed to be true for many cyclic groups, such as the
l::i;xe sub-group of the multiplicative group of finite fields.

Square decisional Diflie-Hellman assumption (SDDH) - Let G be a large

eyclic group of prime order q defined in Q.24. We consider the following two
distributions —

.(i) Given a square Diffie-Hellman triple g, g* and

g"z, where x € Z,
isa random string chosen uniformly at random.

(i1) Given a random triple g, g* and g, where x, r e Zq, are two
random strings chosen uniformly at random.

An algorithm that solves the square decisional Diffie-Hellman problem
(SDDH for short) is a statistical test that can efficiently distinguish these two
distributions. Square decisional Diffie-Hellman assumption means that there
10 such a polynomial statistical test.

Inverse decisional Diffie-Hellman assumption (InvDDH) - Let G be a
large cyclic

- eroup of prime order q defined in Q.24. We consider the following
™o distributigng

. ) Given a inverse p
Liisar,

1
iffie-Hellman triple g, g* and g* ', where x €
Mdom string chosen

uniformly at random.

" (ii) Gi\ren a random triple g, gx and gr’ where x, r € Zq' are random
8 chosen uniformly at random.
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An algorithm that solves the inverse dccisinnn‘lv l?il]ic-l lelimyy,
(InvDDI for short) is a statistical test lh-nl can efliciently distingy;
two distributions. Inverse decisional Diffic-Hellman assumption
there is no such a polynomial statistical test,

p") ) oy
wh IK' \'
Meay, thy,

Divisible decision Diffic-Hellman assumption (DDDH) - | ¢ O be
cyclic group of prime order q defined in Q.24, We consider the fulIuWingnlrw:
distributions - Wy

(i) Given a divisible Diffie-Hellman quadruple g, p*,

¢ and
where x, y € Z,, are random strings chosen uniformly at random, &,

(ii) Given a random quadruple g, g* and g¥

and g", where %Yrey
are random strings chosen uniformly at random. ¢

An algorithm that solves the divisible decision Diffie-Hellmap Probje
(DDDH for short) is a statistical test that can efficiently distinguish these (y,
distributions. Divisive decision Diffie-Hellman assumption means (4 1hcr2
is no such a polynomial statistical test.

Prob.1. For a Diffie-Hellman scheme with a common prime g = 1] and
a primitive root a=2 —

(i) Show that 2 is a primitive root of 11. _
(ii) If user A has public key Y, =9, what is A’s private keyX,?
(iii) If user B has public key Yg = 3, what is shared secret key K,
shared with A ? (R.GPV, Jmig 2010)
Sol. (i) We know that, a primitive root of a prime number p is one whose
powers generate all the integers from 1 to P— 1. That is if 2 (a) is primitive root
of prime number 11 (p), then the numbers 2 mod 11, 22 mod 11,
mod 11 are distinct and consist of the integers from 1 through 10.

(i1) Here g=1landa =2
YA = 9, XA = ?
According to Diffie-Hellman scheme,

T

Y= a*A mod q
9= 2%A mod 11
Solving the above equation, we get
9= 2mod 11
XA =6

Thus A’s private key X, = 6.

T

Unit=J1 74
g g1l and =2,
i ! vy~ 3 k=7, %p=0 (from above)

Jing 10 piffie-Hellman scheme.
ACC()Y I k = (Y”)XA modq

= (3)* mod 11
= (729)ymod 11 =3

Thus the ghared secret key k =3, Ans.

2 Consider @ Diffie-Hellman scheme with a common prime
m,,;I;l primitr've root &= 2. o
) Ifuser A has public key Y 4 =9, what is A’s private key X ;?
(,-)- If user B has public key Yy =3, what is the shared secret key?
@ . (R.GPV., June 2005)

= 1"
=114

Sol. Refer to Prob.1 (ii) and (iii).

prob.3. Briefly explain Diffie-Hellman {cey exchange. The Diffie-

' key exchange is being used to eslablts'h a secret key between ‘A’

Helh‘n a’n «’sends B (719, 3, 191), B responds with (543). A’s secret number,

;ni fa.' What is the secret key ? (R.GPYV., Dec. 2006)
’ §ol. Diffie-Hellman Key Exchange Algorithm — Refer to Q.20.

In the given problem,

a=3,q=191
X, = 16 Xp = Not known
Y, =719 Yg =543

A can calculate the secret key as below,
k= (Yg)*A mod q = (543)!® mod 191
Now, according to modular arithmetic we can proceed as follows —
k=1[(543)® mod 191 x (543)® mod 191] mod 191
Now (543)8 mod 191 = [(543)* mod 191 x (543)* mod 191] mod 191
Now (543)* mod 191 = [(543)2 mod 191 x (543)2 mod 191] mod 191
Now (543) mod 191 = (294849) mod 191 = 136
Thus (543)* mod 191 = (136 * 136) mod 191
= (18496) mod 191 = 160
(543) mod 191 = (160 x 160) mod 191
= (25600) mod 191=6

(543)!6 mod 191 = (6 x 6) mod 191 = 36 mod 191 =36
U, the secret key k=36 o Ans.

Now

. Now

P
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Prob.4. Users A and B use the Diffie-Ilelliman key exchang
a common prime q = 71 and a primitive root = '7
(i) If user A has private key X, =5, what is A’s pubiic keyy |
) v private key Xy = 12, what is B’ a?
(1) If user B has private key Xy - S public 1.,

Y
RGPy, June 21305;

(4 rech,,;""
|

Sol. Given that, g = 71, a =7, X, =5, X; = 12,

0
(i) A computes Y, = 75 mod 71
(A's public key) Y, = §1 A
(i) B computes Yy = 7'2 mad 71 ny,
(B's public key) Y; = 3 -

RSA ASSUMPTIONS & CRYPTOSYSTEM, RSA SIGN '

ATUREg o |
SCHNORR IDENTIFICATION SCHEMES, PRIMALITY TES’I’ING

.29, Explain the RSA algorithm with an example,

Or
Write short note on RSA encryption algorithm,

RGPV, June 2006, May 2014)
Or
Write down RSA algorithm. Explain with the help of an example,
(R.GPLV,, Dec, 200y
Or
Write short note on RSA algorithm,

(R.GLYV, June 2008
Or .

Write a short note on RSA. (R.GLY,, June 2015
Ans. RSA, named afier its three creators - Rivest, Shamir and Adieman,
was the first effective public key alyorithm and for years have withstood intense
scrutingy by cryptanalysis all over the world,

RSA selies on the fact that it is eas
together, but extremely hasd (ie, time
the result,

Y o multiply two large prime numbers
consuming) to factor them back from
The BSA seheme is a blogk cipher in which the plaintext and cipheried
are mtegers between 0 and n - 1 for some n, whose typical size is 1024 bits
The BSA algorithm is as follows -
() Key Generatlon -

fa) Belod two very large prime numbers, normally of equd

Jength, 141 them be dented by p and g respectively but p # g.
(h) Caleulate, o~ Py

Unit-11 91
Calculate, the Euler totient function $(n
p-H@-1H
() gelect integer e such that
ged (¢(n), e)=1
| <e<d(n)

(c) ) where ¢(n) =

of () Calculate d, such that
d = ¢ mod (¢(n))
ed =1 mod ¢(n)
of

() Now, the public key, KU = {e, n}
and, the private key, KR = {d, n}
"G Encryption — Let the plaintext be M such that M < n then,
' Ciphertext, C =M°®mod n
. (iii) Decryption — Given, ciphertext C then,
Plaintext, M = C4 mod n
gxample — Key generation —
(a) Select two prime numbers
p=17andq=11
(Usually large values must be selected)
(b) Calculaten=pg=17 % 11 =187
(c) Calculate ¢(n)=(p-1)(q-1)=16 % 10 = 160,

(d) Select e, such that e is relatively prime to &(n) = 160 and

less than ¢(n), we choose e =7,
(e) Determine d such that

de =1 mod 160 and d < 160,
The correct value is d = 23

(f) The resulting keys are —
Public key, KU = {e, n} = {7, 187}

and Private key, KR = {d, n} = {23, 187}
Encrymi(m -

Let plaintext, M = 88 then

Ciphertext, C =887 mod 187 = 11
D“37)‘mion -

To decrypt calcutate, M = 113 mod 187 = 88

P -
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Q.30. Discuss about the security of RSA.

Ans. Three possible approaches to attacking the RSA algorit
follows — hm ary
(i) Brute Force — This involves trying all possible Privay

e

kEys.

(i) Mathematical Attacks — There are severg| approagy,
e
> 4|

equivalent in effect to factoring the product of two primes,

(iii) Timing Attacks —

These depend on the running ime
decryption algorithm. of i,

The defence against the brute force attack is the same for
other cryptosystems i.e., use a large key space. Thus, the larger
bits in e and d, the better. But, the problem is larger the size of
slower the system will run.

RSA 4 fy
€ I’ll.lm[]e“Jr
the key, u\t

The Factoring Problem — We can identify the three 3
attacking RSA mathematically —
(i) Factor n into its two prime factors. This enables calcula
&(n), which in turn enables determination of d = ™! mod ¢(n).
(ii) Determine ¢ (n) directly, without first determining p and q. Agi
this enables determination of d = e™! mod ¢(n). il f
(iii) Determine d directly, without first determining ¢(n).

PPTOaChes to

tion of

Thus, it is clear that the security of RSA depends on the ability of g
hacker to factorize numbers. ’

In August 1999, a specific assessment of the security of 512-bit RSA
showed that one may be factored for less than $ 1,000,000 in cost and eicht
months of effort. Thus, we need to be careful in choosing key size for RSA
For near future, a key size in the range of 1024 to 2048 bits seems reasonable,
For instance an Intel Paragon, which can achieve 50,000 MIPS would take
million years to factor a 2048-bit key using current techniques.

Timing Attacks — Paul Kocher, a cryptographic consultant, demonstrated
that 2 snooper can determine a private key by keeping track of how long?
computer takes to decipher messages. Timing attacks are applicable notjqulD
RSA, but to other public-key cryptography systems. This attack is alam_mi-’
for two reasons — It comes from a completely unexpected direction and it is?
ciphertext only attack.

A timing attack is somewhat analogous to a burglar guessing N
combination of a safe by observing how long it takes for someone to tum
dial from number to number.

Although the timing attack is a serious threat, there are some countd
measures that can be used —°

Y s ¥ Y

fant Expanenﬁmion Time — Ensure that al| exponentiations

(i Cagfmt of time before returning a result. This is a simple fix but
am
sa ance.
ke € de perfor™ f i
s de adom Delay — Better. performance could be achieved by
(i) Ra elay 10 the exponentiation algorithm to confuse the timing
dom

oints out that if defenders don’t add enough noise, attackers
collecting additional measurements to compensate for

. plinding - Multiply the ciphertext by a random number before
(iii) B ,nentiﬂtion‘ This process prevents the attacker from knowing
c:xptobits are being processed inside the computer and therefore
b

performing . .
t-by-bit analysis essential to the timing attack.

what ciphgﬁ;i

ts the . st . .

reven Data Security incorporates a blinding feature into some of its products
ADa

ith'2 to 10% performance penalty.
tw .
bul 031 Explain factoring problem in RSA.

Ans. Refer to Q.30.

Explain why the security of RSA depends on the difficulty of
(R.GPV.,, Dec. 2008)

(R.GERYV.,, June 2016)

0.32. !
ﬁwmring large numbers :

Ans. Refer to Q.30.
Q33 What are the performance factor of RSA algorithm ?
Ans. The performance factor of RSA algorithm are —

() Time Complexity — Both encryption and decryption involve
repeated multiplications of b-bit numbers. Unoptimized multiplication of two
b-bit numbers and reduction modulo n, both take O(b?) time. The encryption
keyis usually a small integer. So encryption involves a small, constant number
ofmodulo n multiplications. Hence, the time complexity of encryption is O(b?).

Decryption, on the other hand, involves raising a b-bit number to the power
of_ d.A naive implementation of decryption thus involves d multiplications. Since
dis of the same order as n, the complexity of a decryption operation is O(ab?).

_ (i) Speeding Up RSA — Decryption of ciphertext ¢ is speed up by
::: Puting ¢, ¢, ¢4, 8 etc., up to a maximum of b terms. Each element in t}_le
lhise:e:ethe square or.” _lhe preceding element. Then we multiply elemgnts in
the dec St}vhose positions correspond to 1’s in the binary representation of
50 the lrytp lonkey d. Of course, each multiplication is a modulon multiplication
~emediate products are never more than b bits wide. This approach,

Which firg
t com - [
and Multiply» Putes squares followed by products, is referred to as “square
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In general. decryption involves b-1 square operations g
multiplications. Also. each square operation and multiplicatioy
a reduction modulo n. Hence the time for decryption
considerably slower than O(b?) time necessary for encrypt

nd at
on s foy)
18 O(h-‘)
10n,

The choice of key size represents a trade-off between o
performance. A large key size provides greater security, by the “mc:rf"y g
encryption and decryption increase. The asymptotic complexities lcHor 8
doubling the key size increases the time for encryption by, us
4, while the time for decryption increases by a factor of 8,

081 h‘l
O“fedb
~ thig ii

(iii) Software Performance — The Java programming |ap,
a number of APIs of relevance to cryptography. These include Ap
generation and encryption/decryption, message digests and digita]
These are contained in the Java security package and its various sub
Java also permits the import of classes created by various third Partics ¢,
implement cryptographic algorithms. An example of third party is Boyy a1l
Castle. Bouncy Castle cryptographic APIs are available for use i both Ja::
and C++ programs. An example of the use of the Java APIs for key generatiop,
encryption and decryption is shown in fig. 2.8. '

Buage hg
Is for

ignatum‘
Packageg

KeyPairGenerator kpg = KeyPairGenerator.get/nstance("RSA", "BC");
kpg.initialize(1024);

KeyPair kp = kpg.generateKeyPair( );

Cipher C = Cipher.getInstance ("RSA/ECB/PKCS1Padding", "BC"); '

String plainText = "'Hello World";
c.init(Cipher.ENCRYPT_MODE, kp.getPublic( ));
byte] | encryptedText = c.doFiral(plainText.getBytes( ));

c.init(Cipher.DECRYPT _MODE, kp.getPrivate( ));
byte| | decryptedText = c.doFinal(encryptedText);
String recoveredText = new String (decryptedText);

Fig. 2.8 Illustrating Java APIs for RSA Encryption/Decryption
Q.34. Write short note on RSA signatures.
Ans. A signature system is obtained from RSA by defining -
k; =(n, b) and k, = (n, a),
s, (W) = (w,(w®, mod n)) and vy (W, u)

_ {CORRECT, if w=u® modn

and

FALSE otherwise

h 4

roughly, a fagy,, ;

umi-1ii 99

‘ (aking this signature in one way or another js equivalent to

,\ppﬂrC“ AN outside party can however choose a signature u by taking w
DinE s a‘q the message. SUC}.‘ amessage does not contain any information,
H; ,mo o tixiS does not work if an one-way hash function h is used. In that

g~ 4 h)an
i‘:c K, = (™ : )= (w,(h(w)P, mod n)) and Vi (W, u)

s (W
CORRECT, if h(w)=u® mod n
- {FALSE otherwise
so be used to geta so-called blind signature. If A wishes to sign
RSA Cﬂ: 2fB’ without knowing its content, the procedure is the following—
amcsf"g';; chooses @ random number / such that ged(/, n) = 1, computes the
numbﬂf("t: (Pw, mod n) and sends it to A.

(iHA computes the signature u' = (t°, mod n) as if the message would

bet, and sends it to B. .
(iii) B computes the number u= (/"'u’, mod n).

Because A does not know the number 1 he/she does not getany information
sbout the message w. On the other hand, u is the correct signature of the message
W, since Flu'= Flite = FIPbwb = FUwP = wP mod n.

0.35. Define the RSA digital signature scheme and compare it to the
RSA cryptosystem. . Ky

Ans. When the concept of RSA is used for signing and verifying a message
itiscalled RSA digital signature scheme. The digital signature scheme changes
the roles of the private and public keys. The private and public keys of the
sender are used. The sender uses her own private key to sign'the document,
the receiver uses the sender’s public key to venfy it. If we compare the scheme
withthe conventional way of signing, we see that the private key plays the role
of the sender’s own signature; the sender’s public key plays the role of the
topy of the signature that is available to public. Obviously John cannot use

] ;lohu's Joﬁﬁ‘s '
John  Frivate Key Private Key rilli
' ‘ William -
(Signer)  (d,n) (e,n) (\;erill'l:)

Verifying

IR X
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96 Cryptography & Information Security { Schnorr is an honest-verifier zero-know

wn tha : ledge proof

William’s public key to sign the message because then any other Person (i Wc” kr;fO , the discrete Iogarl%}’l_m o;y. The protocol jg only honest.

do the same. The signing and verifying sites use the same function by Couly [ wwdgc 0 . 38 ifa dishonest verifier chooses the challenge ¢ i 4 i

difTerent parameters. The verifier compares the message and the ()mpu; Wigy ﬂmor 7Ks pecd fculﬂrly dependent on the first message X) We are not able o
function for congruence. The message is accepted, if the resyl( is try OF th, aiﬁc (part (ion.

RSA digital signature scheme is shown in fig. 2.9. "~ Th ﬂ”dOTc the iﬂlcmfthc gchnorr scheme is secure againstimpcrsonation, under

Key Generation — Key generation is exactly the same as iy the ks ;Erﬂ"::i " sholv:'ﬂ’:: :(Tunder the assumption that discrete logarithm is secure under

cryplosystem. John selects two primes p and q and calculates n = P x the underlying group.

ptdver
Johy coﬂcurrrcc iaversion 11
0

calculates ¢(n) = (p — 1) (q = 1). Then, he selects ¢ the public ¢ ' . P i 4
calculates (d; lh)c priI:'alc exponent such that e x d = I mod ¢(n). J::l?[l}::.‘ ang ancm Exlil“i” the patching Schnorr identification scheme,
he publicly announces n and e. Psd, 37 naive generalization of Schnorr’s scheme would be to do the
Signing — John creates a signature out of the message using her priv A’,s;ous %thentication of d ldent‘;lles bydcompos'mg d rounds in para‘llel,
exponent, 5 = MY mod n and sends the message and the signature (o Wiu,'aa!c si"'”[wnwords the prover would sen o'ver .commnments zﬁand the verifier
Verifying — William receives M and S. William applies Joh: m. o other 1y with d challenges — one per Idel.ltlty. I.‘Iote that this scheme has a
'S publig | _ould reP :/t on and computation cost that is d times the cost of Schnorr’s

exponent to the signature to create a copy of the message M' = ge mod unic
William compares the value of M' with the value of M. William accepts thé col . | schemme.
message if the two values are congurent. a

A possible improvement would be to use the same challenge
(| rounds and apply batch verification techniques to the last verification

2 ; . r all OV . .. )

Q.36. Explain the term Schnorr’s identification scheme, p Even with these 1mpr0ver'nents, t'he communication and computation cost

P heme would still be higher by a factor of d (the prover would

- _ - hole sC .
Ans. Letp and q be two primes such thatq [p—T'and |q| =n. Let g # | be | of the ¥ 4 and compute-d commitments).

stll bave tO SEQ ] ‘
We propose a more efficient scheme where the prover sends one '

. commitment and the verifier sends one challenge across all identities. The
An identity C.O ns.l sts of a private/public key.p ar The private key wisa prover’s response is generalized from a degree one polynomial to a degree d
random non-negative integer less than q. The public key is computed asy = g po]ynomjal formed from the d secret keys. We are able to show that the resulting

an element of order g in Z;. Let Gq be the subgroup generated by g. The
integers p, g, g are known and can be common to a group of users.

30dip-The pratocol 8 descrbedinifg. 2.10. scheme is sound and further that it is secure against impersonation under
Schnorr concurrent attacks. We present two theorems that demonstrate that the new
Common Input - p, q, g, y. A security parameter t. stheme is an honest-verifier zero knowledge pl'OOf of knowledge and also a
- =W N . . . & ol
S"(:;g:r::i::;‘b:’;:::er.'";::f’:;‘;:‘;’;i z:;n:::.:.; < grmod p o the verir | | identification against impersonation under concurrent attacks.
t=gr The parameters are very similar to Schnorr. Let p and q be two primes
Prover Verifier

uchthatq|p - 1. Let g# | be an element of order q in Z;,. The integers p, q,

(ii) Challenge from Verifier. Verifier picks a pumber e g [1...2'] and sends it to the Prover .
$are public and can be common to a group of users.

e
o el verinee | | i Thihaye d identities, each consisting of a private/public key pair indexed
(iff) Response from Prover. Prover computes s =r +w.¢ mod q and sends it to the Verllt® -The private ke HNE :
rang ¥s W, are non-negative integers less than g, chosen uniformly

el om. The public keys are computed as y;, = g™i mod p.

Prover Verifier The p
rover i{nit . : .
The Verifier checks that x = g*.y® mod p and accepts If and only If equality hoIdI-J for whic I Initiates the protocol by sending over the list of public keys y;

it claj Y
described inalg: golplossess the corresponding private keys w;. The protocol

i

24, Fig.'2.10 Schnorr’s Protocol
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Batch-Schnorr \ NUMERICAL PROBLEMS
Commen Inp]ﬂ bl U B350 D ¥a- A -‘““n‘ly paramettr t =
Secret Inpat for the Prover — wj € Zg such thatyy = g™ mod p. | form encryption and decryption using the RSA algorit}
() Commitment by Prover. Prover picks r € Zq and sends x = g% mod p 1, the, [’ﬂ’b'5' (4 data - sorithm
_ erify, wf"g 5
Prover yest_ Verifier ' o lhff 0” =11 (P a”d q are prime ""mbers)
i p =31 -5 (- encryption key, m — message)
s 1=
(i) Challenge from verifier. Verifier picks a numbere ep [1..2(t+log ) and seng, . |Z 7, n (R.GP [{, Dec. 2005)
the Prover. o ep=3,q:]l’e=1=7’m=5’d=?
er
Prover - Verifier Sﬂ[l H =pX q= Ix1l= 33
n=
Here dm)=(-D(@-1)=2x10=20
() Response fram Prover, Praver computes s+ Zv ! mod o sends e firstofall find &
erifier. Y ! . ed= 1 mod ¢(n)
Prover = Verifier : 7xd= 1mod20
_ _ d=3
o — oV i s . . .o
The Verifier checks that x = g¥. ”i’? mod p and accepts if and only if equality holgs, T 'ncrypt the message m = 5
Nay 0t
' C = m® (mod n) =57 mod 33

—
o 2 orel, ) .
Fig. 2.11 Batch Version of Schnorr’s Protocol we use — 78125 mod 33 = 14

After encryption m =5 becomes C = 14.

Q.38. Write short note on primality testing.
Now performing the decryption we get

Ans. A primality test is simply an algorithm that tests, eithe, C= 14
probabilistically or deterministically, whether or not a given input numberj; : ; e
: S . . : s To get back the plain text M, we use
pnime. A general primality test does not provide us with a prime factorizatiog nr M= Cd (mod n) = 143 mod 33
of a number not found to be prime, but simply labels it as composite. In = 2744 mod 33 = § =

cryptography, for example, we often need the generation of large primes and which is same as the given M
one technique for this is to pick a random number of requisite size and determine Hence, the process is cor-re 5t
if it’s prime. The larger the number, the greater will be the time required to test . )

this and this is what prompts us to search for efficient primality t'est‘s_'_l'hm w| Prob.6.In RSA encryption method, if the prime numbers p and q are 3

wd 7 respectively, the encryption exponent e is 11, find the JSollowing —

polynomial in complexity. Note that the desired compi_ég(ity is logarithmic s 60 Thor P !
the number itself and hence polynomial in its bit-size as a number.n requirs v rhe least positive decryption exponent d
O(log n) bits for its binary representation T : (".). Public and private key

j 4 by Lo (iii) Ciphertext when the Plaintext P is encrypted using the public key.

There are some primality tests which conclusively determine whether? , . (R.GEV, Dec. 2007)
number is prime or composite and are therefore deterministic, while othe® Sol. Given, tyo prime numbers p =3 g=7ande=11
such as the Fermat and the Miller-Rabin tests, despite correctly classifying : Then, n=pq=3x7 o 21
prime numbers, may allow some some composites to filter through, incore® B dm)=(p-1) (@-1)=2x6=12
labelling them as primes or probably primes, and this makes these ¢ ) de mod §(n) = | ;

probabilistic. There are usually four criteria which we look for in an eﬂ_’lfi‘ : The - dxqy mod 12 = 1 and d < 12
primality testing algorithm, it must be general, unconditional, determi? ecltl‘fﬂlu'e ofd is
' ThUs,d=11x“=121=10x12+1

and polynomial in complexity. ‘"

P
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(ii) Public key KU = {e, n} = {I1, 21}

Private key KR = {d, n} = {11, 21}

(iii) CiphertextC = p®(mod n) = p'!(mod 21)

Prob.7. Explain the RSA algorithm. Using the RSA publi
cryptography with z=1,y=2,x=3..,a=26andp=35,q=7, ang d.—_; hey
e and encrypt ‘fedcba’. RGPV, June 2;;"‘
Sol. RSA Algorithm — Refer to Q.29. )
Given,p=5,q=7,andd=35
Then

(i) n=pq=5x7=35

(i) ¢(m)=(p-1)(@-1=4x6=24

(iii) Determine e such that d x e = 1 mod ¢(n)

Sxe=1mod24ande <24
The correct value of e is 5.
The resulting keys are public key KU = {5, 35} and private key,

€.,

KR = {5, 35}.
Fig. 2.12 shows the encryption of the plaintext ‘fedcba’.
Plaintext (P) Ciphertext (C) After Decryption
Symbolic Numeric P35 P5(mod 35) C5 CS5(mod35)  Symbalic
f 6 7776 6 7776 6 f
e 5 3125 10 100000 5 e
d 4 1024 9 59049 4 d
¢ 3 243 33 39135393 3 [
b 2 32 32 33554432 2 b
2 1 1 1, 1 1 a
v N
Sender’s Computation "
Receiver’s Computation

Fig. 2.12

Prob.8. What are the main features of RSA algorithms ? If p="7 an
then calculate value of e and d and also encrypt SIR. (R.GF. V., Dec. 2009)

Sol RSA Algorithm — Refer to Q.29.

Given,p=7and q=17
n=pxq=7x17=119

¢pm)=(p-1)(g-1)=6x16=96
Now we select e such that e is relatively prime to ¢(n) = 96 and
$(n). We choose e =3
Now

q=11

Jess that

de =1 mod 96
5d = 1 mod 96

Thend=77since$X77=385=4X96+1~ o

: Unit-11 101

Aext, s for a plaintext message, P, is given by e < ps el 1
1it S dccl'YPted by the receiver according to the rule p = é?n
2 =

hows the encryption of the plaintext “SIR”,
) Ciphertext (C)

Pplaintex? After Decryption

cn?

6677

2577
8677

PS5 (mod 119)

66
25
86

wumeric P>
19 2476099
59049

C77 (mod 119)  Symbolic

19 s
9 1
18 R

75 computation ]
Receiver’s computation

Fig. 2.13 An Example of RSA Algorithn

Sender

probd. What do you mean by RSA algorithms ? In a public-key system
s intercept the ciphertext C = 11 sent to a user whose public-

,,_;ingRSA’J’”" s s the plai 9
ise 7,n=33. What is the plaintext M ? (R.GEV,, June 2009)

sol RSA Algorithm — Refer to Q.29.
11,e=7,andn=33.
n=pq
33 = pq then p and q are 3 and 11
dm)=(p-1(Qq-1)=2x10=20
de = 1 mod ¢(n)
d7 =1 mod 20
d=3
Now the plaintext M for the ciphertext C = 11 is
M =C9modn =113 mod 33
M=1331mod 33 =11

0 !Iai ;:;J 0. Explain RSA algorithm and using this algorithm encrypt the

O p=3q=1l,e=7,M=5 (i)p=7,q=11,e=17,M=8

Given, C =
AS we ]ﬂ]ow that

Ans.

(R.GPV.,, June 2012)
Sol, RSA Algorithm — Refer to Q.29.
(l) Refer to Prob.5.
(u)Herep=7,q= 11,e=17,M=8.
; M=pxq=7x11=77
The, M=(p-1)x(q-1)=6x10=60
I €d =1 moq ¢(n)
*d =1 mod 60
4 =17 mod 60
d=s3 :
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| =B jion M= 7 becomes C = 106
g t the ssage M = . )
RO, cncrypc =“I:\1lz‘]::1:odgn Afler ‘:“Crg;mi"g the decryption to get back the plaintext m, we yse
' 817 mod 77 Now per m = CY(mod n) = (106)"" mod 143
= 0 B 4 4
= ((8* mod 77) x (8% mod 77) X (8% x mod 77 m= 1[4(1!‘5 e Or(:‘]";’m'd“f 4+ (06" mad 143 x (1062 mog
(8* mod 77) (8! mod 77)) mod 77 ~
=(15x 15X 15 x 15 x 8) mod 77 m:gS x 3 x 82 x 106] mod 143
= 405000 mod 77 = 57 m= Ans,
Ang i ¢ the given m.
Prob.11. Perform encryption and decryption using the RS4 | hich 18 same @
for the following — ° ""Sorirhm y . 2, Perform the encryptl_on ar.x.d decryption using RSA algorithm —
() p=17,q=3Le=7,m=2 (i) p=1L,q=13,e=1y . pp=ha=ibe=Tm=3 @p=Il,q=13e=17,m=4
(R.GRV,, Dec. 207,; (R.GPV.,, May 2019)
Sol. (i) Herep=17,q=3l,e=7,m=2 Y sol. (i) Refer to Prob.5.
Heren=p xq=17 x31=1527 , (ij)Herep=ll,q=13,e=l7,m=8
We know that ¢(n) = (p—1) (q— 1) =16 x 30 =480 n=pxq=11x13=143
Then, ed =1 mod ¢(n) o) =(p-1)*x(@-1)=10x12=120
7xd=1mod 480 J Then ed= 1 mod (b(n)
Then 7d must be 481, 961, 1441, 1921, etc. 17 x d =1 mod 120
Dividing each of these in turn by 7 to see which is divisible by 7, we get Then 17d must be 12 1,241, 361, 481, etc.
240 .43 _ Dividing each of these in turn by 17 to see which is divisible by 17, we get
d 1921 | D~
Thus, d=343 ) 7:1]3
Now, B
Supertext C=mmodn Thus, d=113
=27 od 527 Now, encrypt the message m = 8
=128 mod 527 = 128 C=m°modn
And, 343 =8!"mod 143
Plaintext m =128 mod 527 =2 Ans, = [(8* mod 143) x (8% mod 143) x (8% mod 143)
(ii) Herep=11,g=13,e=11,m=7 x (8% mod 143) x (8" mod 143)] mod 143
1=p*q =(92 % 92 x 92 x 92 x 8) mod 143
e T 11x13 =143 ‘ = 573114368 mod 143 = 112 Ans.
d(m)=(p-1)(q-1 ELLIp g
e =0 | MODUp CURVE OVER THE REALS, ELLIPTIC CURVE
Then di= { i) S | RIME, CHINESE REMAINDER THEOREM |
11d =1 mod 120 : Q39 What ic opivs: -
d=11 . ; Ve thay Iig :,,l; e”'l’flc‘ curve ? What is sum of three points on an elliptic
To encrypt the message m = 7. Straight line ? (R.GRV,, Dec. 2003, June 2004)
We use following formula What is ellipt; O
C = m%(mod n) = (7)!! mod 143 = 106 € curve and what is zero point on elliptic curve ?
S v .. . (RGPV,June2013

2
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Ans. Anellipti

cquation of the form
" )’2+axy+b}’=x3+cxz+d"‘+c

here a, b, ¢, d and e arc real numbers, and X and yllakc on values iy the .
wh , C . m d > | a
. flicient to limit ourselves to cquation of,
ors. For our purpose, 1115 sU "
numb: y=x> +ax +b :n
1 . BN
on is said to be cubic, or of degree 3. Also includeq . th)
definition of an elliptic curve is a single clement denoted by O ang callog [h:
point at infinity or the zero point. To plot such a curve, we have to compy,

yz-dx3+ax+b

For given values of a and b, the plot consis'ls of posi[ive and negagy,
values of y for each value of x. Thus, each curve is symmetric about y =
Now, consider the set of points E (a, b) consisting o_f all of.lhe points (x, 9
that satisfy equation (i) together with the element O. Using a different valyg o
the pair (a, b) results in a different set E (a, b). _
A group can be defined based on the setE (a, b) prlo.wded that x3 + ax +4
has no repeated factors. This is equivalent to the condition
423+ 276220 i)
Now we define an operation, called addition and denoted by +, for the se
E(a, b) where a and b satisfy equation (ii). The rules for addition can be state
as follows — if three points on an elliptic curve lie on a straight line, their sum
is O. By this definition, the rules of addition can be defined over an elliptic
curve as follows - .
(i) O serves as the additive identity, Thus 0O =-0. For any point?
on the elliptic curve, P+ O =P. In what follows, we assume P#0andQ#0.
(ii) The negative of a point P is the point with the same x coordinate
but the negative of the y coordinate [i.e., if P = (x, y), then—P = (x,—y)). 1t
noted thatP+(-P)=P-P=0.
(iii) To add two points P and Q with different x coordinates, draw?
straight line between them and find the third point of intersection R i€, ?
unique point of intersection (unless the line is tangent to the curve at either P
or Q, in which case we consider R = P or R = Q, respectively). To form a grov?
structure, we need to define addition on these three points as folloVs”
P+Q=-R. i.e., wedefine P+ Q to be the mirror image (with respect to the¥
axis) of the third point of intersection. .
(iv) The geometric interpretation of the preceding item also }lel‘ef
1o two points, P and — P, with the same x coordinate. The points ar jowne 2
a vertical line, which can be viewed as also intersecting the curve al the infio"
point. Therefore, we bave P + (- P) = O, consistant with rule (ii).

¢ curve isasct of points on the coordinate plane satgp
U

Such equati

k4

Jnit-1l 105

ouble a point Q, draw the tangent line and find the other

d
w T:tion 5. Then Q +Q=2Q=-S5.
o inul:rs‘;ist of these rules it can be shown that the set E (a, b) is an
P ith the
ion gOUP" o tograph
gpelio” 1 elliptic curve crypiograpay.
o A0 Explatt (R.GP.V,, Dec. 2005, June 2007)
Or
.o oof elliptical curve cryptography. (R.GPV, June 2006)
piscuss i brief € or
e curve cryptography. (R.GPV., Dec. 2004)
pescribe elliptic <* or
. chort note on elliptic curve cryptography. (R.GPYV.,, Dec. 2007)
Write § Or
What s an elliptic curve cryptog;)raphy ? (R.GPV, Dec. 2006, 2008)
r
T gy ith suitable example
n elliptic curve cryptography wit Ipie.
Explat (R.GPV., June 2016)

+ To form a cryptographic system using elliptic curves, we need to

n ) : .
A m” corresponding to factoring the product of two primes or

find 2 “hard proble :
king the discrete logarithm.

Consider the equation Q = KP, where Q, P € E, (2, b) and K <P. It is
re!an'vel'y easy to calculate Q given K and P, but it is relatively hard to determine
KgivenQand P. This is called the discrete logarithm problem for elliptic curves.

ECC Key Exchange — Key exchange using elliptic curve can be done in

the following manner. First pick a large integer q, which is either a prime number
poran integer of the form 2™ and elliptic curve parameters a and b for equation
' y>mod p= (x3+ax + b) mod p
o yY+xy=x3+ax?+b
e This deﬂnes the elliptic group of points Eq (a, b). Next, pick a base point
Poim(g,o};:z,m EP (2, b) whose order is a very large value n. The order n ofa
E, (o b andn é a:pt:c curve is the smallest positive integer n such that. n_G =0.
A 2 re parameters of the cryptosystem known to all participants.
(g 2,14), XChange between user A and user B can be accomplished as follows
(;)pu{b\l iS:l;:lS Iiln i_nteger ny less thaq n. Thi_s is A’s' pri.vate key. A then
i) B Sim'ly l AT Dy X% G;Ithc public key is a point in Eg («Ia, b).
(i) A tarly selects a private key ng and computes public key Pg.
Eenerates the secret key K = n A % Pp. .
Eenerates the secret key K = ng X Py.

Bnerates
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Globa) Publie Elements

on mn Integer of the form 2M

g () Elliptic Curve with Parameters ny bonnd g, whore o In 3 Primg

G Polnt on Eliptic Curve whose Order In Large Valye n

—

—

User A Koy Generatlon
Sclect Private np nA<n

Caleulte Public PA PoA=mpyxG

—

User B Koy Generntlon
Seleet Private ng nA<n

Calenlate Tublic 'y Pp=np*G

|

Jeneration of Seeret Key by User A

K=mp xPp

Generation of Secret Key by User B

Ke=ng x Py

Fig. 2.14 ECC Key Exchange

The two calculations in step (iii) produce the same result because

nAxPB=ﬂAx(HBXG)=DBX(HAXG)=HBXPA.

To break this scheme, an attacker would need to be able to compute K

given G and KG which is assumed hard.

Example —
Take p =211.

E, (0, - 4), which is equivalent to the curve y?=x3-4,and G=(2.2)

One can calculate 240 G = 0
A’s private key, n, = 121

So A’s public key, Py = 121(2,2)
= (115, 48)
B’s private key, ng = 203

So B’s public key, Pg= 203 (2, 2) = (130, 203)
The shared secret key is,
121 (130, 203) = 203 (115, 48) = (161, 69).

L

Y bl R N A V.

e Hiptic curve cryplography and ity applications,
(R.GP.V., June 201 7)
curve Cryptography - Refer to Q.40,

4 - There ar¢ scveral applications of clliptic curve

ceplait

/. xp
¢!
, piptle
;Pllc"”"'

L;;gurlllnn on I:C = Modular cxpc.mcnlialion ~computing
o ded the prime p, 4 generator, g 'f)pr and k) was relatively
ml oflog K) multiplications/squarings using the “Square and
gmplé: n.cj:ngiquc, On the ”lhcf hand‘, 'cnm’p'uling; k provided g, p, and gk
Wltil”}’_ lf’fqihlc for large p (1007 of digits). The discrete logarithm problem
'hf-ul"c;|sil’lc for a group of points on carefully scicc.lcd clliptic curves,
Wwise nlo computing mudulaﬁr ‘cxponcnllano’n in Z,r" computing kG,
nteger K, and the L:'C, pzlrzfmclcrs is relatively simple. The
Jude the coefficients in the EC equation and the value of a point
tor ol points on the EC. The operation,
KG=G+G+.. G ktimes

_ o as scalar multiplication. Analogous to the “Square and Multiply”
is know « employed for modular exponentiation, scalar multiplication may be
lccl"zl'qduu by using a “Double and Add” technique. This involves computing
50|‘7c2c0,04.G)p"m and then adding the suitable terms from the series.

(i) Diﬂ'ic—llcilman Key Exchange on EC Groups — For an EC
specified over F(p), a six-tuple is used to identify (a) the EC and (b) the subgroup
of points on the EC over which the discrete logarithm difficulty is infeasible.

(p,a, b, G, n, h)

(a) p represents a prime number. p is the order of the field F(p).
aand b are the coefficients of the EC equation.

S
¢

gnod P (p

¢
nalogous .
covided 40 I
nelers nc

aramet e
G, that is o generd

(b) G represents a generator of a large subgroup of the points on the
EC. The order of G is a prime number, n. The last parameter, h, in the six-tuple is
#EC(F,)

be “cofactor” equal to —'n—v# EC(F;) is the number of points on the EC.

Using the group of points on an i
p of point EC, the Diffie-Hellman key exchange
Protocol is described. ’ = )

Consid .
that both A :;(;h ; tAand B require to agree on a fresh session key. Also consider

8,b,Gn, by have already agreed to employ the same EC with parameters,

Then, A 5
»Aand
( )B Proceed to complete the following steps as given below —
i a
tis g B, A selects a random integer x, computes xG and transmits
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(b) B selects a random integer ¥, computes yG and ¢,
thisto A. Ty
(c) B computes y(xG) = xyG on receipt of message of A
(d) A computes x(yG) = xyG on receipt of message of
Now, both A and B share a common secret XyG xyG is a poip, i
provided EC. Notz that an eavesdropper who sces the “partial secrers~ ,_;:,""
¥G will not be capable to deduce x. y, 07 xyG due to the infcaaibim-j ”’:‘4
discretz logarithm difficulty on well selected elliptic curves and more specip, -
the intractability of the computational Diffie-Hellman difficulty on Ecs, 7
(iii) Encryption on EC Groups — El Gamal encryption over 7+,
encryption over 2 group of points on the elliptic curve, is defined as r"”rnp:
2 large subgroup of prime order is selected, n of the points on the EC, L4 ;(}'
show this subgroup. '
(2) Let the integer, a be private key of A.
(b) Then the public key of Ais a = aG.
To encrypt a message to A, B performs the tasks as given below -
(2) B selects 2 random number, 1, | £r<n—1and calculate ;
(b) B calculates M + ra.. Note that the message has been shos;
like 2 point, M., in (G).
(c) The encrypted text is the pair (rG, M + ro) which is transmitizf

to A.
To decrypt the message received from B, A performs the tasks as giva

below—
(2) A extracts rG, the first part of the encrypted message and

uses her private key, a, to compute a(rG) = r(aG) = ra.
(b) Then A extracts M + ro. from the encrypted message and
subtracts out ru to achieve M + ra. —ra. = M.

Modified El Gamal Encryption —

Step (i) of E] Gamal encryption remains the same. Although, step @
involves the following computation given below —

[ro], * mmod p
where [ra], represents the x-coordinate of ra..

The ciphertext is the pair (rG, [ra], * m mod p).

To decrypt the ciphertext, A uses her private key, a as before to Cﬂ'“"::;
a(rG) = r(aG) = ra. The x-coordinate of the point rct is extracted by her
then performs the following computation with the second part of the cipherte®
are given below —

([ra],)™" mod p) x ([ra], * m mod p) mod p
=m mod p

h 4

A

iwd =N 302

, pased Digital Signatures ~Thissigiatuse algntitmis kogun

i E€
EC—D5~"~ st (- b, G, n, h) show 2n EC. G represents 2 generator of
# Aﬁ'ﬁe oup of the EC.
> p,‘,,g su B e, 2 be private key of A znd 0. =2G be her public key.
$F ) sidet fh;'ng ok i performed by A to sign a message, m
1ee follo™ ;seleds arandom number, r, | <r<n-—1and czlculztes 1
::) She calculates the hash of the message, h(m).

he calculates the pair (S, S;) where
S, = [rG], mod n and
Sz=r"(h(m)+a #Sy)modn

we next derive the expression to verify A’s signature, (S;, S,), on a

) . By deﬁnition,
ﬂgﬂ’mzr’(h(m)‘*az S;)mod n

(c) Then, 3

5
ence, = SE'h(m)-FSEl S, a + kn (where k is an integer)
U;ing poth sides of the above equation like scalar multipliers of point G,
w2 obtzil

1G = S3°h(m) G +55'S;(aG) + k(nG)

Now,aG = and nG = O since the order of G is n.

Hence, 1G = S3'h(m) G +(S7' Sy )

Taking the x-coordinate of the points on the R.H.S. and L.H.S., equation
is achieved which is used to verify the digital signature with the support of
public key of signer’s, .

"
S; = [S2'h(m)G +(S7'Spaly

0.42. Give the main differences between RSA algorithm and elliptic
turve cryptography (ECC). (R.GPY.,, June 2014)

Ans. Refer to Q.29 and Q.40.

qﬂmQ-fJ. Explain elliptic curve encryption/decryption with the help of an
ple. Also, discuss the security of ECC.
Or

Bri ; T )
mmp”:;ﬂy explain elliptic curve encryption/decryption using suitable
' (R.GPV, Dec. 2009)

Ans, Th .
0be sen asear?m task in this approach is to encode the plaintext message m
“Phertexy and Squ; ~ Y point P . It is the point P that will be encrypted as a
S¢quently decrypted. It is noted that we cannot simply encode

mESSage
' as A .
e in E[| (a, b)lhe Xory coordinate of a point, because not all such coordinates
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As with the key exchange system, an CnCr)’plion/decrym
lon

requires a point G and an elliptic group Eq (a, b) as parameters, E S,
ach Uge h
"

selects a private key n, and gencrates a public key Py =n, x G
To encrypt and send a message P, to B, A chooscs a rando

¢ m Pos;

]

integer k and produces the ciphertext Cy, consisting of the pair of
C.. ={kG P, +kPp}

m

oS,
Poinyg W

Note that A has used B’s public key Py. To decrypt the Ciphe
“C)(l i

multiplies the first point in the pair by B’s secret key and subtracys g,
he re

from the second point —
P +kPy —np(kG) =Py +k(np Q)= np(kG ) =P

A has masked the message P, by adding kPg to it. Only A ky,
is a public key, no one can remove lhe“:;u
ask

value of k, so even though P
s a “clue,” which is enough to remove the
if one knows the private key ng. For an attacker to recover the mesSagem“Sk
‘ould have to compute k given G and kG, which is assumeg ha;dlhc
For example, take P = 751 and E, = (=1, 188) which is equivalent .
(0, 376). Suppose that A wishes 1o seng.

kPj. However, A also include
attacker w

curve y2 = x3 —x + 188, and G

sends the ciphertext {(676, 558), (385, 328)}.

Security of Elliptic Curve Cryptography — The security of ECC depends
ult it is to determine k given kP and P. This is referred to as the
The fastest known technique for taking the
elliptic curve logarithm is known as the pollard rho method. It is clear tha

can be used for ECC compared to RSA
tational efforts required for ECC
tational advantage to using

on how diffic
elliptic curve logarithm problem.

considerably a smaller key size
Furthermore, for equal key lengths, the compu

and RSA is comparable. Thus, there is a compu
RSA.

ECC with a shorter key length than a comparably secure
ements ? Classify then

(R.GPV.,, June 2013)
There are two clear

Q.44. What are the hardware and software requir

into various cryptographic services.

Ans. Hardware and Software Requirements —
portions of the application — the client-side and the server-side.
side requirements include |

(i) Client-side Requirements — The client-
a browser-based workstation that has Internet Explore
specific browser is required due to use of the services of Microsoft’s Ms
cryptographic toolkit on the client-side. Because MS-CAPI is in8
automatically as a part of Internet Explorer, we will need that the use
it installed. Thus, the user can use another browser for

That is, the user’s workstation should still have Internet Explorer installed-

r browser installed.
.CAP
talled

r must hav
ctual surfing ransact

)

g

message to B that is encoded in the elliptic point P (562, 201) and thy 4
selects the random number k = 386. B’s public key is Pg = (201, 5). We hay,
386 (0, 376) = (676, 558), and (562, 201) + 386 (201, 5) = (385, 328). Thus 4

=ree=anooo07g

alde chuirt'mt"'“ — They include the presence of a
ei; Even though JCA/JCE, MS-CAPI etc. can suffice, a
o one from RSA, entrust or baltimore is prcl’crrcd,lo

ot ('f‘
i stoc kit
' it tike th . ,
0F" " polkIt T . ments exist on the server-side.
¢0pin“5[ {0 . cClﬂ] require
"PCCN" olh¢ p o of uirements — These requirements are classified into
08 {10 i ,
# sl afl ics as depicted in fig. 2. 15.
it
ropl‘l
ol
" Transaction Amount
Dependent
|
Cryptography
Services
tificate-based -
C,::tlhcntication Message Digest
Certificate Vali- Encryption
dation Services
Authorization Services '
_Digital Signature
Fig. 215 Requirements Classified into Different Cryptographic Services
e elliptic curve over the reals.

045, Discuss th

Ans. As in the case ©
(i) The elements of the group

. (i) The group operation
(iii) The group identity
(iv) The inverse of each group element.
The elements of bur groups of interest are poin

are real numbers satisfying.
yr=x3+ax+b
~ Here a, b are real numbers to ensure that the curve does not intersect
]T';Tslf, the rests of the RHS polynomial in the above equation should be distil?ct.
EC(aC(anmt translates into the inequality, 42> +27b% # 0. We use the notation
) b) to refer to an elliptic curve where a and b are the coefficients In

Huation (),

E . J g wd
'f“ﬂc;iae:]pfl.e ~ Fig. 2.16 () shows the elliptic curve, EC(=5, 8), which 1s1na
Fig. 2,16 Fc)]gl 2.16 (b) shows EC(=5, 3), which comprises tW0 disjoint pieces.
“ndifion 443 ih;;;;g fg(—l 2), which is self-intersecting and violates the

f any group, we need to define —

ts whose (x, y) coordinates

()
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Fis. 216 Elliptic Curve Over Reals

O.2& Descride the elliptic carve modulo a prime.
Arms Tks egz=mor of liiplhic cunve EC over F(p), where p is prime, 5
ademtes! 1o B oue for ECs over rezls. Nots that the coordinates of the pos
2= o coefficiemts o the eguetion are elements of F(p). The algebrex
expressions for poimt negation. pemt zddition and point doubling are ea
ademnical to those dernved for ECs over reals except that all operations =%
performed modulo p. However, imlike inthe czse for reals, there is no obvios
SomeTice! msrpretztion {or point 2ddition or doubling.

Example - Letthe EC, v = X + 2x + S over Fy;.

Th= 17 points on the elliptic cunve (EC) including the point at infinity ®
folows —

(7.6) 7.7
(8, 5) (8, 8)
9, 6) 9,7
(10, 6) (10,7)
(12, 1) (12, 12)

‘,“innship between p and the .num.her of points on an EC defined
The "“ ;m" out that the number of points is O(p). In fact, Hasse's theorem
s

of |1,~1 ::d (ight pounds on, #EC(Fp) the number of points on the EC,
abISEET

p+l_gﬁs#EC(Fp)Sp+l+2J5

¢ the Chinese remainder theorem.

o

sl

047 Defin . .
If factors of the modulus m are known, i.e. we can write
I.‘"S. ‘

uences X=Y mod my(i = 1, 2, .....,K) naturally follow from x = y mod
0031; nodulus is @ large number, it may often be easier to compute using
o I - moduli. This can be done very generally, if the factors m,, m,,

= smalle . . . A
mﬂn; gre pairwise coprime, 10 other words, if ged(m;, m) = 1 wheni#j -

Theorem (Chinese remainder theorem) — If the number y|, y,, ..., y,
o and the moduli m,, my, ....., My are pairwise coprime then there is a

gve .
Ziﬂe integer x modulo mym,.....My that satisfies the k congruences.

x=y;modm; (i=1,2, ..., k).

Proof — Denote M = mym,.....m; and M; = M/m; (1= 1, 2, ....., k). Since
gems are pairwise coprime, 2cd(M;, My, -...., My) = 1 and ged(m;, M;) = 1(i
=1,2, ... k). The following procedure produces a solution x(if there is one!),

md also shows that the solution is unique modulo M.

NUMERICAL PROBLEMS

—————— e —— s

Prob.13. On the elliptic curve over the real numbers y* = x> — 36x, let
P=(-3.5,9.5) and Q = (- 2.5, 8.5). Find P+ Q and 2P.
(R.GPV.,, June 2008)

SoL The sum R = P + Q can be expressed as follows —
Xp=A2—xp—Xq

a4
YR=—Yp + Alxp—Xg)

there g =
©.2) 0 (0,11 ;:us (Yo~ yp)(xq - xp)
@4 2,9 - P=(-35,9.5)
(5.3) (5. 10) Q=(-25,85)
-
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and

yp # 0 the expression are

and

TR s WM - F S

R A B

e 8.5‘9_5 2
xR—[\
_25+35} \(\35)\

(~1.0 2

1.0 +35+25
=1+3_5+2.5=7

IR= _(9.5)+(

85~ 95

~254 35)(‘ 35,

=-09.5)~ (- 10.5 )
=-95+105
=1

We also need to be able to add a point to itsel

( 2
= 3X12: +a

2yp

(
3X% +a

=
2yp

2
J & =xm)-y,

_ (335 +(-3
e —;Lﬂ}ﬂ(ﬂs)

x -_
= \ 2X95
_ (3x(1225)-36
2%05 +7
_ 36.75—36)+70_
\ 2x95 -
_[3(=35) +(-36)
RT 2%95
=(0.039) (- 10.54)— 9.5
=-0.41-95=-9.91

0.75
2x95

(\23)

f’ i'e') P+P=2P\R
. = ‘th

+ 7.0 :"N

}(— 35-7.04)-95

A
o

E

/ TICATION, DIGITAL SIGNATURE,
WESSAGE ‘”I‘;::E':.F'Th,l KEY EXCHANGE, HASH Fu;vucl:é?;qén
KeY MA AGET NG, CRYPTOGRAPHIC HASH FUNCTIOR
NIVERSAL HURE HASH ALGORITHM (SHA), DI

U™ M, SEC! ] GNATURE STANDARD (DSS)

: authentication ? Give the name of two levels of
1 What i mesSﬂg;e a message authentication or digital signature
unctionah‘ry that compr
,,,echanism.
Ans. Mes
messages Cf’m"' f;o "
i :1 e);uthentication or digital signature mechanism can be viewed
An:' mfiilsdagmentally two levels. At the lower level, there must be some
. hawf function that produces an authenticator — a value to be used to
Z(:x:;eiticate 2 message. This lower-level function is then used as primi'tive in
a higher-level authentication protocol that enables a receiver to verify the
authenticity of a message.

age authentication is a procedure to verify that received
s m the alleged source and have not been altered. Message
1so verify sequencing and timeliness.

_ There are many types of functions that may be used to produce an
authenticator. These may be grouped into three catagories as follows —

(i) Message Encryption — The ciphertext of the entire message
serves as its authenticator,

(i) Message Authentication Code (MAC) — A public function of

th
" messag(? and a secret key that produces a fixed-length value that serves as
the authenticator,

(ii)) Hash Function —

lengh into g fixeq. A public function that maps a message of any

length hash value, which serves as the authenticator.
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Q.2. Why are message authentication codes r{eri;:rd from a CTYptog,
hash function being prcfcrrcd over authentication code de riveq P,
symmetric cipher b fr%

Ans. A message authentication code (MAC) based on the use of, Sym
block cipher is known as Data Authentication Algorithm. This hag tra ditimd i
been the most common approach to constructing a MAC. In recent y%mona“
has been increased interest in developing a MAC derived from g crypto g;;:h%
hash function. The motivations for this interest are as follows — Phi

(i) Cryptographic hash functions such as MDS5 or SHA-| gencr
execute faster in software than symmetric block ciphers such as DES. ally

(i) Library code for cryptographic hash functions is Widely ay,j;

(iii) There are no export restrictions from the U.S. or other ¢,
for cryptographic hash functions, whereas symmetric block ciphers, eye
used for MACs are restricted.

Q.3. Explain the message authentication codes.

Ans. An alternative technique of authentication involves the use of 5 secret
key to generate a small fixed-size block of data, known as a Cryptographic
checksum or message authentication code (MAC) that is appended to the
message. Consider two communicating parties, say A and B, share a commop
secret key K. When A has a message to send to B, it calculates the MAC g5 ,
function of the message and the key —

MAC = Ci(M)
where M= Input message
C = MAC function
K = Shared secret key
MAC = Message authentication code.

The message plus MAC are transmitted to the intended recipient. The
recipient performs the same calculation on the received message, using the
same secret key, to generate a new MAC. The received MAC is compared to
the calculated MAC as shown in fig. 3.1 (a). If we suppose that only the receiver
and the sender know the identity of the secret key, and if the received MAC
matches the calculated MAC, then

(1) The receiver is assured that the message has not been altered. If
an attacker alters the message but does not alter the MAC, then the receiver’s
calculation of the MAC will differ from the received MAC. Because the attacker
is assumed not to know the secret key, the attacker cannot alter the MAC [0
correspond to the alterations in the message.

(ii) The receiver is assured that the message is from the alleged
sender. Because no one else knows the secret key, no one else could prepare?
message with a proper MAC.

able,
un tﬁeS
N Whep

-

SHe=aro 117
[fthe message mclude:f asequence number (such a j used with
nd TCP), then the receiver can be assured of the Proper sequenc
e X2 ’:]ack cr cannot successfully alter the sequence number. e
0> on 0!

pec ) ¢ function is similar to encryption. One difference is that the MaC

MAS ot be reversible, as it must for decryption, In general, the
then ncf; is a many-10-0n¢ function. The domain of the function cor;sists
M’\C l'unc“‘;f_son,lc arbitrary length, 'whereas. the range consists of al] possible
off“cSSBgcs 1l POSSible keys. Ifan rf-blt MACis useq, then there are 27 possible
MACS an 3reas there are N pos§1ble messages with N >> 27 Furthermore
' ¢ are 2X possible keys. g

(iil)

a]gol'i

v
MACS’k “bit ke ther

gith 8k sinted that b(_acause of the malher'natica] properties of the
It tion function, it 1S less vulnerable to being broken than encryption,
ca
aulhentl Source A — <— Destination B ——e

Compare

Eg,IM|| Cx,(M)]
2 Ky

o

C, M)

(b) Message Authentication and Confidentiality;
Authentication Tied to Plaintext

EKz[M]

C [Ex,IOM)]
(c) Message Authentication and Confidentiality;
Authentication Tied to Ciphertext
Fig. 3.1 Basic Uses of Message Authentication Code (MAC)
Conr;ghe Process illustrated in fig. 3.1(a) provic!es authefxticat.ion butlnot
entiality, because the message as a whole is transmitted in the clear.

4
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- i SocrtlY 4
ity & lprTEio” kﬁﬂwmdwcm:g_epmmmatthemgajss‘mon
be necessary to conceal the SNMP waffic.

-0‘: :'—‘ .
ity q-k.:-,-v.v.:s:.:l-?'-’fi‘f—g SSIEE COCTYPUON it ,, o 0T
ey SR REFTE T A algonsn [o both these o T3, A ay 0O%
- s e S CETEE ST . . i - 3oy - - . icati fi -
voar betioem B T L chered by the sender and the :‘1‘ t, ;a.,-.ff"b‘ sration of authentication and confidentiality functions affords
& S, . 0 ity Forexample. it may be desired to perform authentication

semarEE ks T el ERE et T
i C s ECeEss - e
e MAL & 21 but to provide confidentiality at a lower level. such as

ke Ox s

CONMCHETTESC &

= C ! l;;'e -
T g% rp 12T ’ )
e cipher=xto formthe tran - ™ | # o A sermay wish 0 prolong the period of protection beyond the time
hep Ta;-:q ] ‘i)nd et allow processing of message contents. With message encryption,
ey d?:_‘r:cﬂ_ is‘bé! hen the message is decrypted, so the message is protected
ot provide a digital ;.. . pv@ﬂ"“ + modifications only in transit but not within the target systemn.
- S *_,:eqﬁf‘-"‘d;ﬂeu
¢ Uses of Message Authentication Code C
A—B: M| CM)
« Provides Authentication

the szme key. P .
.. - .1 Basl

- and authentication impljcyy; Table 3
\-6.‘(‘.:,:.‘

o B oo will provide authenticati
Bocamse sysmmeris enerypeon will promIce B SRCER D B0 becainey _ Only Aand B share K

i za:,,:cz';-_:_—:-_:_-_}:ﬁ.-.: 22 procacis. Y Y USE 1S st s . v
; : somarane CESSETE zmemmcztion codz? [DAVI 89] sugzests three simqa;;: (a) Message g
= Wbk 3 messzoz assemication cods is used — ) — — B: Eg | M]Ck, (M)
14 e s < i 3 A Kz 1

(it Therzze2 ::7.’:62_' 0'-"2??51-’—230“5 in which ‘!13 Same messag: « Provides authentication
is broadcass © 2 number of destin 1Z1OTS. Etzlﬁpl-‘?_s‘: are _nO!lﬁCfn_lon to users — Only A and B share K
that the nemmork is now cozvailzble or zn alamm signal in a military contrg) « Provides confidentiality
cemtar | is chezper 2nd more relizble to have only one destination responsibz Only A and B share K
for orme eothenticity. Thus, the sage must be br i i B 2 -
Y FT T_: H essee ¢ oad‘f‘m in plaintext (b) Message Authentication and Confidentiality
with zm assocized messzge zuthentication codz. The responsible system has : Authentication Tied to Plaintext
the secret key znd performs zuthentication. If a violation occurs, the.other =
destinztion systems zre zlerted by a general alarm. A - B:Eg [M]|C, (Eg,[M])

(i) Another possible scenario is an exchange in which one side has = Provides authentication
2 hezvy load and cannot 2fford the time to decrypt all incoming messages. - Using K
Authentication ;s_amicd out on 2 selective basis, message being chosen at _ « Provides confidentiality
random for checking. — Using K,

i (iti) Authentication of 2 computer program in plaintext is an attractive (c) Message Authentication and Confidentiality :
BERFICE: The Cl;‘::hml’-tr program can be executed without having to decrypt !t Authentication Tied to Ciphertext
every time, which would be ifa - .
wasteful of processor resources. However, b Finally, note that the MAC does not provide a digital signature because
oth sender and receiver share the same key.

message zuthentication code were attached to the program, it could be checked
whenever assurance was required of the integrity of the program.
There other rationales may be added, as follows — Q4. What types of attacks are addressed by message authentication ?
(“f) .Fo.'r some applications, it may not be of concemn to keep messages p (R.GPV,, June 2017)
;eau, but it is important to authenticate messages. An example is the simple |4 Ans. In communication across a network the following attacks can be
etwork Managmm Protocol version 3 (SNMP v3). which the ﬁJﬂCﬁOﬂs Cntified —
of confidentiality and st oo _ V. '), w_ Ic .se'paratﬁs L 0 D
for a managed system on. For this application, it is usually 1mp jyif | Process isclosure — Release of message contents to any person of
to authenticate incoming SNMP messages, particular y N0t possessing the appropriate cryptographic key.
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(i) Traffic Analysis — Discovery of the patte
parties. In a connection-oriented application, the frequ
connections could be determined. In either a cop
connectionless environment, the number and length
parties could be determined.

er:c;falramc Etwc
nec:tio:},(_1 d!"alien Zr;
of messy e 0
ges bel\vecr
(iiij) Masquerade — Insertion of messages intq the n
fraudulent source. This includes the creation of messages by a"etwork frg
are purported to come from an authorized entity. Also inc]ude:il :flfnﬂnenl lh:l
OW]edgc‘

ments of message recipient.

(iv) Content Modification — Changes to the contents 0

including insertion, deletion, transposition and modification, fa messag{,y

(v) Sequence Modification — Any modification to a se

messages between parties including insertion, deletion and reorden’q Uence of
. . = . ng.

(vi) Timing Modification — Delay or replay of message :
connection-oriented application, an entire session or sequence of ng‘es ina
could be a replay of some previous valid session, or individual messageess_sages
sequence could be delayed or replayed. In a connectionless ﬂppliCatiol]:I the
individual message, such as datagram could be delayed or replayed A

(vii) Source Repudiation—Denial of transmission of message by source

(viii) Destination Repudiation — Denial of receipt of message by
destination.
Thus, some counter-measures are required to deal with these at‘rack.é Which
are generally regarded as message authentication.

0.5. Explain digital signature with the help of an example. Give i

properties and requirement in brief. (R.GPV,, June 200)
Or
Explain digital signature. , (R.GPRYV,, Dec. 2004, 2005)
Or
Write short note on digital signatures. (R.GPV,, June 2000
who exchange messages

Ans. Message authentication protects two parties
from any third party. However, it does not protect the two parties agains
other. Several forms of dispute between the two are possible.

For example, suppose that Vishal sends an authenticat
Gourav, using one of the schemes of message authentication ¢
following disputes can arise — ¢

. ; it cam
(i) Gourav may forge a different message and claim that ! c; an
from Vishal. Gourav would simply have to create a message and appe”
authentication code using the key that Vishal and Gourav share.

t each

ed message 1
ode. Then the

ey = in

rel

| can deny send'ing the message. Because it is possible for
e, there is no way to prove that Vishal did in fact

Goufﬂv cssagc. . 3
he ™ n example of the first scenario. An electronic funds transfer
o the receiver mcreas'es the amount of funds transferred and
s placl ’thc Jarger amount had afrlved' from the sender._An example of the
JaimS tha do i that an electronic mail message contains instructions to a
d Cenafor a transaction that subsequently turns out badly. The sender
rOk;;t he message was never sent.
re:ends t ere is not complete trust between sender and receiver, something
vhen't 1;enti cation is needed. The most attractive solution to this problem
: [!::]’ signature. Then it must have the following properties —
is the dlE’(i) It must verify the author and the date and time of the signature.
(ii) 1t must authenticate the cqntents z.xt the time of the signature.
(iif) It must be verifiable by third parties, to resolve disputes.
Thus the digital signature ﬁ.lnctl().n includes the authentication function.
on the basis Of.thes.e properties, we can formulate the following
(equirements for @ digital signature =
(i) The signature must be a bit pattern that depends on the message

being signed.

(i) The signature
to prevent both forgery and denial.

(iii) It must be relatively easy to produce the digital signature.

(iv) Itmustbe relatively easy to recognize and verify the digital signature.

(v) Itmustbe computationally infeasible to forge a digital signature,
either by constructing a new message for an existing digital signature or by
constructing a fraudulent digital signature for a given message.

(vi) Itmustbe practical to retain a copy of the digital signature in storage.

more tha

must use some information unique to the sender,

Q6. What is the important aspect that establishes trust in digital
Signatures ? (R.GPV., June 2014)

Ans, Refer to Q.s.

ot ?Q' 7 What property does a digital signature provide that an HMAC does
Discuss, (R.GPY,, June 2007, Dec. 2007)

for n':: > HMAC does not provide nonrepudiation. Digital signature .provides
Correg mpl%d'a“on. If the sender denies sending the message, her private key
Ponding to her public key can be tested on the original plaintext. If the

esult o .
sent th f decryption matches the original message then we know the sender
® Message, ‘

A
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in arbitrated and direct a .
Q.8. Explai pproach for digitay

function. R.G g
Or B Dec. 0(:1;'
What are some threats associated with a direct digital signary,
Describe in detail. RGpy, Jre “ehen,
Or s Jline 2005)

Explain direct digital signature. What are some threays associ
Clated ,,,
ith

a direct digital signature scheme ? R.GPV
Or *" Dec, 209y,
Explain digital signature with arbitrated and direct approache
s,
(R-GRY, May 29y

Ans. Direct Digital Signature — The direct digital signatyre ity
only the communicating parties (source, destination). Assume tha(:lves
destination knows the public key of the source. A digital signature mg l:e
formed by encrypting the entire message with the sender’s private key o{ b°
encrypting a hash code of the message with the sender’s private key, y

Confidentiality can be provideq by funher.encrypt'mg the entire message
plus signature with either the receiver’s public key or a shared secret key
(symmetric encryption). It is noted that it is important to perform the signature
function first and then an outer confidentiality function. In case of any dispute,
some third party must view the message and its signature. If the signature is
calculated on an encrypted message, then the third party also needs access to
the decryption key to read the original message. However, if the signature is
the inner operation, then the recipient can store, the plaintext message and its
signature for later use in dispute resolution. vl
All direct schemes share a common weakness. The validity of the scheme
depends on the security of the sender’s private key. If a sender later wishes 1o
deny sending a particular message, the sender can claim that the private key was
lost or stolen and that someone else forget his or her signature. Administrative
controls relating to the security of private keys can be employed to thwart of at
least weaken this ploy, but the thwart is still there, at least to some degree. On
example is to require every signed message to include a timestamp (date “‘_”d
time) and to require prompt reporting of compromised keys to a central author

t

Another threat js that some private key might actually be 5“"?" e )::
time T. The opponent can then send a message signed with X’s signature

stamped with a time before or equal to T. -

Arbitrated Digital Signature — The problem associated wi
signature can be addressed by using an arbiter. As with direct signa
there are various arbitrated signature schemes. Generally, they a
follows. Every signed message from a sender.X,to a recgjver Y goes.firs

th direct digital

Il operate ¥
 to

A

Unit- 1 123

subjects the message and its signature to a number of egs to
wh? and content. The message is then dated and sent 1o Y with an
i n verified to the satisfaction of the arbiter. The presence

rbilcr, e n
o orlg : has bee - .
blem faced by direct signature scheme —that X might disown

¢ the pro
0 (2 - . C

8 ays a sensitive and crucial role in this sort of scheme, and al]
great deal of trust that the arbitration mechanism is working
f a trusted system might satisfy this requirement. Table 3.2

amples of arbitrated digital signatures.

Table 3.2 Arbitrated Digital Signature Techniques
(a) cgnventional Encryption, Arbiter Sees Message
(1) X = AMI[Exc, [DXIHOM)]
2) A= Y:Eg, [IDxIM[Ex, [IDx|[HM)]T]
L«/’Ib')zo‘n;‘;;ﬂmal Encryption, Arbiter Does Not See Message
(1) X > A:IDx||Eg, [MIIEk,, [IDx[IH(Ex, [M])]

() A Y:Ex [IDx|IEx, [M]|Ex,, [DxIH(E, MDIT]

""‘—E)iPublic-key Encryption, Arbiter Does Not See Message
" (1) X > AIDx]|Exg, [IDxIEku, (Exr, [MD]
2) A - Y:Egg, [IDx|IExu, (Bxr, [MIIT]

M = Message
T = Timestamp

Notan'on — X = Sender
Y = Recipient
A = Arbiter
Inthe first scenario, both parties must have a high degree of trust in A—
) ' (i) X must trust A not to reveal K, and not to generate false
Signatures of the form Eg [IDx|IH(M)].
_ (i) 'Y must trust A to send Eg [IDXHMIIEK“[[DXHH(M)]HT]ODIY
ifthe hash value is correct and the signaﬂtﬁrc was generated by X.
(iii) Both sides must trust A to resolve disputes fairly.

issi[“he arbiter live up to this trust, then X is assured that no
Shature and Y is assured that X cannot disavow his signature.

4 S0 ) . X .
€ Mplies that A is able to read messages from X to ¥ and, in
Yesdropper, i

one can forge
This scenario
deed that any

Tabl : . otion as before but
dy gy o2 (b) shows a scenario that provides the arbitration 2 ;;; i

asty) g ey
*Ues confidéntiality. Although' dnable to read the messese:

_—
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is still in a position to prevent fraud on the part of cither x 5
problem, one shared with the first scenario, is that the arb;
alliance with the sender to deny a signed message or with th
the sender’s signature.

All the problems just discussed can be resolved by £0ing 10 4 1
scheme, which is shown in table 3.2 (c). This scheme hog A nPuhhck
advantages over the preceding two schemes. First, no informationu-mbcr of
among the parties before communication, preventing alliances loiz Shar
Second, no incorrectly dated message can be sent, even if KR, is compy cr(aud_
assuming that KR, is not compromised. Finally, the content of the n?’"mcd'
from X to Y is secret from A and anyone else. However, this f; C55ays

. ) j Ina]
involves encryption of the message twice with a public-key zllgorilhmschc

Q.9. Differentiate between direct digital signature and arbitrateq

. Igita]
signature. (R-GEY,, June 295y
Or )

Compare direct digital signature vs arbitrated digital signatyre,

(R.GPV, Dec. 2008

Ans. A direct digital signature involves only the communication Parties

i.e., source and destination. A digital signature is formed by encrypting the

entire message with the sender’s private key. Confidentiality is provided by

further encrypting the entire message plus signature with either the receivers
public key or a shared secret key.

& rcmﬂi ‘
ter coy|y for Miny
@ feceiver, l'an:

On the other hand in arbitrated digital signature, each signed message
from a sender X to a receiver Y goes first to an arbiter A, who subjects the
message and its signature to a number of tests to check its origin and content.
The message 1s then dated and sent to Y with an indication that it has been
varified to the satisfaction of the arbiter.

Q.10. “Digital envelopes combine the best features of symmelric and
asymmetric key cryptography.” Explain it. Why ?  (R.GP.V, June 2014)
Ans. Symmetric key cryptography and asymmetric key cryptography a%
combined to have a very efficient security solution. The way it works 15 8
follows —
(i) Suppose A is the sender of a message then A's computer en.cr)’P'S
the original plain text message with the help of a standard symmetric key
cryptography algorithm and generates cipher text message (CT). 17 (his

i . . p itis
operation, the key used (K1) is called one time symmetric key becausé L
used only once,

. o d
(i) A now takes the one time symmetric key of step (i) 1.6 K lﬂ::,
encrypts K1 with B’s public key K2. This process is called as key wrapp!
the symmetric key. B is the receiver of a message. b '

il S LU I 4

. A puts the cipher text (CT1) and the encrypted symmetric
i N o,
f’:hc <ends the digital cnvelope to B.
B receives the digital cnvc?fope ’lhat 'contains cipher text and the
gion key (K1) encrypted using B’s private key (K2).
e im® sc':S B uses the same asymmetric key algorithm as used by A and
(vi) NOWKJ) to decrypt the logical box that has the symmetric key
s encrypted with B’s public key (K2).
|ast, B applies the same symmetric key algorithm as was used
etric key K1 to decrypt the cipher text. Thus, generates the

vate ke
rlzrl)}jrwhiCh wa
(vii) At
and the symm
ofiginal plain text

0.1 Dpiscuss the digital signature process.

Fig. 3.2 shows the digital signature process. The sender uses a signing
A’;:m to'sign the message. The message and the signature are sent to the
algor® he receiver receives the message and the signature and applies the

iver. T . . ;
eceiver. gorithm 10 the combination. If the result is true, the message is

verifying @ .
accepted; otherwise, it is rejected.
Alice ast
M — Message
S — Signature
(M, S)

Fig. 3.2 Digital Signature Process
I_ila digital signature, the signer uses her private key, applied to a signing
algorithm, to sign the document. The verifier, on the other hand, uses the public
key of the signer, applied to the verifying algorithm, to verify the document.
" Alice '

M — Message
S - Signature

M, S)
Fig. 3.3 Adding Key to the Digital Signature Process

A
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We can add the private and public keys to fig. 3.2 1o give 4 more ¢
concept of digital signature (sce fig. 3.3). Note that when a documen, j“m?'f"ctc
anyone, including Bob, can verify it because cveryone hag access ch) Hllr' e,

public key. Alice must not use her public key to sign the documen, b Ieg'y
then anyone could forge her signature, Ceayg,

Q.12. Describe how digital signature can be used for ensyy;,, 2 e
integrity in distributed system ? RGPV, Dec, ;gﬂ"gﬁ

Ans. Message integrity oflen goes beyond the actual trangfer throy ¢
secure channel, Consider the situation in which Bob has jus sold Ah" a
collector’s item of some phonograph record for $500. The whole deg) was dcc ;
through c-mail. In the end, Alice sends Bob a message confirming (hy s};c :,-l
buy the record for $500. In addition to authentication, there are g leagt l“jl
issues that need to be taken care of regarding the integrity of the message, 0

(i) Alice nceds to be assured that Bob will not maliciously chap g
the $500 mentioned in her message into something higher, and claimeg s}g,c
promised more than $500.

(ii) Bob nceds to be assured that Alice cannot deny ever having
sent the message, for example, because she had second thoughts,

These two issues can be dealt with if Alice digitally signs the message in
such a way that her signature is uniquely tied to its content. The unique
association between a message and its signature prevents that modifications to
the message will go unnoticed. In addition, il Alice’s signature can be verified
to be genuine, she cannot later repudiate the fact that she signed the message.

There are several ways to place digital signatures. One popular form is to
use a public-key cryptosystem such as RSA, as shown in fig. 3.4. When Alice
sends a message m to Bob, she encrypts it with her private key K, and sends
it ofT to Bob. If she also wants to keep the message content a secret, she can
usc Bob's public key and send K[ (m, Kz (m)), which combines m and the

version signed by Alice.

Alice’s Computer Bob’s Computer

'
13 ! e m
L Alice*s Bob' i ; Bob’s Allce's
més|Private Key, l’rlvul_‘c_' Key, ':-— Private Key, Prlvul:_- Key,
K; K r K3 9
K3 (m) Kptm, K3(m)) KA (m)

Fig. 3.4 Digital Signing a Message Using Public-key Cryptography '
When the message arrives at Bob, he can decrypt it using Alice’s publc

key. If he can be assured that the public key is indeed owned by Alice, th°"
decrypting the signed ‘version'of m and successfully comparing it to M can

i

kL Sl /Y 4

{ came from Alice. Alice is'protected against any malicious
m by Bob, because Bob w_lll always have to prove that the
¢ m was also signed by Alice. In other words, the decrypted
sscnlially never counts as p‘roof. Itis also in Bob's own interest
ne ec J version of m to protect himself against repudiation by Alice.
n Jmber of problems wit}? this s_cheme, although the protocol
! cct. First the validity of Alice’s signature holds only as long as
ls'col'r o remains a secret. If Alice wants to bail out of the deal even
ice’s pr[‘val‘;obyher confirmation, she could claim that her private key was
message was sent.
roblem occurs when Alice decides to change her private key, as
Another pﬁom time to time helps against intrusion. However, once Alice
ing kzy}fer key, her statement sent to Bob becomes worthless. What may
ange,n such cases is a central authority that keeps track of when keys are
g dde irli addition to using timestamps when signing messages.
change ,1he" problem with this scheme is that Alice encrypts the entire message
‘ :::)private key. Such an encryption may be costly in terms of processing
wnsi.rcmcnls and is actually unnecessary. A cheaper and elegent scheme is to
;csg a message digest.. o
"' A message digest is a fixed-length bit string h that has been computed
froman arbitrary-length message m by means of a cryptographic hash function
H.1fm is changed to m', its hash H(m') will be different from h = H(m) so that
it can easily be detected that a modification has taken place,
To digitally sign a message, Alice can first compute a message digest and
subécqucnlly encrypt the digest with her private key, as shown in fig. 3.5. The
cnérygt¢d digest is sent along with the message to Bob.. ‘

ersion ©

the SIg
rearedn

er €
a:ﬂcﬂ pefore the
s

be nee

- Alice’s Computer I m Bob’s Computer
m Hash
Function,

o ! H
- Hagli - - Alice’s || Alice’s " - ,
' Function, Private Keyg=—1——*{ Public Kcy, Compare [=+0K
SR TELLE PN I ' | ' Ky
e ——— .

H(m) K3 (H(m)) H(m)

Fj P i , g
. 3.5 Digitatty Signing a Message Using a Message Digest

W .
('Cwypth [T]n l‘?b Teceives the message and its encrypted digest, he needs merely
Ciges, If 1e h '8est with Alice’s public key, and separately calculate the message
Hges mﬂlphe. digest calulated from the received message and the decrypted

»50b kngws the message have,heen signed by Alice.
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Q.13. Whay do you mean by key managemey, »

Ans. Key Management is the hard

€st par
Mmanagement of cryptographic keys ip 5 c ptos:y(s)lre,: Taphy, It
related to the generation, storage, distribution and bacl: . m"]"“ﬂ"efnlcS 0
Cryptographic protoco] design, key servers user proccdut:» keys, j incl:l \
protocols, Key management concerng keys at the user 'cs Chd Other r, \/dcs
USErs or systems Successful key Management jg Critica] { ! Cither bey :nt
cryptosystem., ne se Uity 0::

0.14. List JSour general categories of schemes
Public-keys. Descripe each of them briefiy.

Or
Define various methods for key management.

Ans. Various techniques have been Proposed fo
keys. All these proposals can be grouped into four

(i) Public announcement
(iii) Public-key authority

Jor the distrip,,,

rthe dislribulion
catagories —

(ii) Publicly available gy,
(iv) Public-key Certificates,

(©)  Public Announcement of Public-keys — The point of the p
key encryption is that the public-key is public, Thus, if there js some p
key algorithm, such as RSA, any

of p

participant can send his or her e
public-key to any other participant KU,

or broadcast the key to the com- kv~
munity at large as shown in fig. - .
3.6. For example, many PGP \K'U
(pretty good privacy) users, have S
adopted the practice of appending KUy .

AN

their public-key to messages that
they send to public forums, such
as USENET newsgroups and
Internet mailing lists.

Distribution

On ﬂf

ublic.

ectory

ublic.
ublic.

Fig. 3.6 Uncontrolled Public-key

Although this approach is convenient, it has a major weakne;st.o /;:):Jf:f:
can forge such a public announcement i.e, some user could pre;era] ok
A and send a public key to another participant or broadcast su}:: r zrticipanfsl
Until such time as user A discovers the forgery' and alerts o‘; :n gcan e
the forger is able to read all encrypted messages intended for

forged keys for authentication.

. f

(i Publicly Available Directory - A higher degree of 7

be achieved by maintaining a publicly available f’ynamlcwould haveto
keys maintenance and distribution of the public directory

security C.ﬂ !
fpubllC'

be the

ted entity or organjzar: o =
1y of some truste fBanization a5 shown j
onsibllll);;Z following elements — " U837 Such
rﬂilzmc has ! @ The authority maintaing g ;
{4

ith a {name, public-key} entry for
w
’recw ici ﬂt. . .
:I;ch pamclpa(b) Each participant registers a
with the directory authority. Regjs-
ublic—key |d have to be in person or b'y some
lmlioﬂf‘.”o:ure authenticated communication,
of s€

&

b

KUb

form (c) A participant may replace Fig. 3.7 Pub{ic-key
isting key with a new key at any time, Publicgtion
5 . . .

{he ¢X! (d) Periodically, the authority publisheg the entire directory or

directory.
(e) Participant could also access the dire
. qurpose secure authenticated communication
lhlS.piur:nt is mandatory.
pml;-ﬁis scheme is more secure then individual public announcements byt stjf|
jas vulnerabilities. Ifan opponent succeeds in obtaining Or computing the private
keyofthe directory autt-lonty, the opponent cplfld authomatwely pass out public--
keys and subsequently impersonate any pa-rtlc1pant. Another way to achieve the
same end is for the opponent to tamper with the records kept by the authority,
(iii) Public-key Authority — Stronger security for public-key
distribution can be achieved by providin g tighter control over the distribution
of public-keys from the directory. A typical scenario is illustrated in fig. 3.8,
The scenario assumes that a central authority maintains a dynamic directory of
public-keys of all participants. In addition, each participant reliably knows a
public-key for the authority, with only the authority knowing the corresponding
private key, The following steps oceur in the scenario —

ypdates 10 the
ctory electronical]y. For
from the authority to the

Public-key

Authority (4) Request || Time,

(1) Request 1] Time,

! [KUb]l Request || Time]|

5 Exr \th [KU, |l Request | Time,]

au
Responder
B

b (M Exy, Ny ' .
Fig. 3.8 Public-key Distribution Scenario

T

]
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(a) Message I - A sends a timestamped message
key authority containing a request for the current public key 0”1;’ the .
(b) Message 2 — The authority responds wig, Sy . M,
encrypted using the authority’s private key, KR, Thus, A ia ahelssagc thy,
the message using the authority’s public key. Therefore, A jg agguc lo oo
message originated with the authority. The message includes 11.1;: fre' "‘al,}!‘
(1) B's public key KU,, which A can use 1o e 0 ]"Wing‘
destined for B. mt 'h(!ssﬂg\
(2) The original request, to enable A to magc}, this
with the corresponding carlier request and to verify that the on-gin'a;cs O
was not altered before reception by the authority. feg
(3) The original tjmc stamp, so A can determine that y:
not an old message from the authority containing a key other thap, B clhlsi‘
public-key. Urrey
(c) Message 3 — A stores B’s public-key and algq uses j
encrypt a message to B containing an identifier of A (/D,) and a Name &’!a
which is used to identify this transaction uniquely. )
(d) Message 4,5 - Bretrieves A’s public-key from the ay
in the same manner as A retrieved B’s public-key.
At this point public-keys have been securely delivered to A ang B, ang
they may begin their protected exchange. However, two additional steps an

desirable -

hOrilj

(e) Message 6 — B sends a message to A encrypted with ki
and containing A’s nonce (N|) as well as a new nonce generated b'y B (Nz)‘_
Because only B could have decrypted message (3), the presence of N, in
message (6) assures A that the correspondent is B.

(f) Message 7— A returns N,, encrypted using B’s public-key,
Lo assure B that its correspondent is A.

Thus, a total of 7 messages are required. However, the initial four messag
need be used only infrequently because both A and B can save the other’s publi
key for future use, a technique known as caching. Periodically, a user should
request fresh copies of the public-keys of its correspondents to ensure cureic

(iv) Public-key Certificates — The scenario described above has som .

drawbacks. The public-key authority could be somewhat of a bottleneck in
system, for a user must appeal to the authority for a public-key for every ""!:
user that it wishes to contact. As before, the directory of names ar)d publ
keys maintained by the authority is vulnerable to tampering.

An alternative approach is to use certificates that can
participants to exchange keys without contacting a public-key aut
way, i.e., as reliable as if the keys were obtained directly from 2

be uSCd_ by
hority, '
fjubli?m

v e

v

l’yp.(‘c

ic-key
8 ,qu“bhc (b)

4
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certfic2/e conlaigs a_pubhc_key and other informg
ty, and is given to the participant with the maqey;

b ey e cqnvcys By '.“formatlon to another by transminigg

‘ ’ e other partimpanls e \{enfy lh‘ft the certificate Wwas created bg

F'”‘cr!iﬁc‘flle-Thig scheme has following requirements — :
a) AnY participant can read a certificate to determine the na

1 (orlhc certificate’s owner. .

Any participant can verify that the certificate originated from

te authority and is not counterfeit.
ca , :
fi (c) Only the certificate authority can create and update certificates,

(d) In addition, any participant can verify the currency of the

Certificate
Authority

tion, is createq

v [8 )

(s aulhor g

gecett

ctf“'ﬁcatc';ﬁcate scheme is illustrated
AcanaCh participant applies to
infig- }ﬁ'cate atithority, supplying a
¢ ;cf;cy and requesting a certificate.
puble jon must be in person or by
APPI'ca,-m of secure authenticated

so’ﬂg; urzjcalion- For participantA, the

hoity provides a certificate of the ik

4o Fig. 3.9 Exchange of Public-key
Certificates

Ci= Exg,, [T IDA, KUa]

shere KR, is the private key used by the authority. Then A may pass this
crificate on to any other participant, who reads and verifies the certificate as

follows —
DKU‘””" [CA] 5 DK Usurh [EKRamh [I: IDA ' KUA ]]

= (T, ID4, KU ,)

The recipient uses the authority’s public key, KU, ., to decrypt the
wificale. The elements /D, and KU, provide the recipient with the name and
Mblic key of the certificate’s holder. The timestamp 7 validates the currency of
becetiicate. The timestamp counters the following scenario. A’s private key is

cd.by anopponent. A generaltes a new private/public key pair and applies to
e:;; Iﬁcql_e authority for a new certificate. Meanwhile, the opponent replays
Mblc kc:”mmtﬁ to B. If B then encrypts messages using the compromised old

In lh)i(; ¢ opponent can read those messages.

tmedjy can:a.sre’ the compromise of a private key is compara!)le to the loss o:'
ible com. he. Owner cancels the credit card number'but is a risk untlltzl

‘ lamp :1 Unicants are aware that the old credit card is obsolete. Thus, 1e
wﬂiciemly OI;Ve-S As something like an expiration date. If 2 certificate is

+1tis assumed to be expired.

M
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Q.15. Wrife short note "
, protocols enable seeure communicat
Ans. Key exchange pro ation

untrusted network by sclling up Shﬂer‘ kF?fS bf:l\\’(llf:n l:(v‘o or more py ﬂiq.cr W
example, SSLand TLS provide symmetrie ?:lw ytl-)qll(i)ln Lyis for seeure 1,
wransactions, 1PSec Droton.:(ﬂs provide Lf)jlll Ltl :.l ] ); “:". ||'I.lcgr|‘[y g My
layer, IEEE g02.11i provides data prolu.mzn _.u'u 1(:1 cgrity in wircleg, |

arca networks, and Kerberos provides mllhl,nlICdlC‘ client-server inlcracl.cf']
in local arca networks. While some of these protocols have been proyeg o r] )
in the simplificd symbolic Dolev-Yao model, most key exchange Protocy, t

; ¢ «d sccure in the complexity-theoreti iy
use foday have not been proved plexity-thcorctic mogy
modern cryplogmphy.

Q.16. Define Jash function.

on key exchange.

of

(R.GPLV,, Dec, 200y

or

Write short note on hash functions. (R.GRV, Dec. 2004, 3 0
Or '

Write short note on hash value. (R.GPV, June 0y

Or
Explain hash function in detail. (RGP, June 2015
Ans. A hash function is a function, mathematical or otherwise, (hat {ake

a variable-length input string (called
length (generally smaller) output string
function would be a function that takes pre-image
of the XOR of all the input by!tcs.

A hash value h is generated by a function H of the form

h=HM)

where M is a variable-length message and H(M) is the fixed-length hash value,
The hash.vuluc is appended 1o the message at the source at a time when the
message is assumed or known to be correct. The receiver authenticates thal
mcssagc'by recomputing the hash value. Because the hash function itsell s
not considered fo be secret, some means is required to protect the hash value.

a pre-image) and converts it 10 a fixed.
(called a frash value). A simple hagh
and returns a byte consisting

Q.17. What is hash function and what can it be used for ?

(R.GPV, June 200)
Or
What is hash function ? Give the basic uses of hash ﬁlm'ﬂm:.
' (R.GP.V, May 2018
Ans. Hash Function - Refer to Q.16.
Uses of Hash Functlon -
¢8S0ge P'“’]’

(i) The symmetric encryption is used to encrypt the I

0 J 0 e :
concatenated hash code. This is similar in structure to the internal error o

'
Unit- i1 133

inc of reasoning applies — the message must ha
n changed because only X and Y share the chc come
structure or redundancy needed to get aUlhcncum Ifcy.

ne
y. he S0 ( bee
smﬂcﬂ od has 10
(o a ﬁ‘crsthc
f

metric encryption, qnly the hash code is encrypted. Thi

S esing purden for those applications that do not nced conﬁdcniia]ilyS
g public-key cncryption'nnd using the sender’s private kcyl
) oo s encrypted. This provides authentication as shown in fi ,
¢ has y the sender could have produced the encrypted hasi.

¢ccausce onl | .
gnaturc 1S also provided.

age plus the public-key-encrypted hash code can be
etric sccret key to achieve confidentiality as well as a

pizest!
iii)

o ad ital st
w7 i) The mess

using a symm
ure. This is a common technique.

digita (V)Ahash function is used in this technique but there is no encryption
sentication. In this technique, it is assumed that the two

communic‘“i"g parties sh.are a common sccret value S. X computes the hash

o cover the concalcni_ﬂm" of M and S and appends the resulting hash value

o, Since y keeps S, it can recompute the hash valuc to verify,

(vi) Confidentiality can be added to the approach of (v) by encrypting

ge plus the hash code.

| signat

¢ message autl

{he entirc messa

—_—
o Source X <+ Source Y ——————

: Compare
() K ExMuM) g
: M)
(a)
Compare
Eg[H(M)]
(®)
KU, Compare

y |
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EgIM || Ekr,
[H(MY]

(d)

ExIM|| g HM]|S)

HM || 9)]

1
Fig. 3.10 Basic Uses of Hash Function

Q.18. What is the role of a compression function in a hash function)
(R.GRYV, Dec. 2005)

Ans. Damgard and Merkle greatly influenced cryptographic hash functigy
design by defining a hash function in terms of what is called a compression
Junction. A compression function takes a fixed-length input and returns a shorter,
fixed-length output. Given a compression function, a hash function can be defined
by repeated applications of the compression function until the entire message
has been processed. In this process, a message of arbitrary length is broken into
blocks whose length is broken into blocks whose length depends on the
compression function, and “padded” (for security reasons) so the size of the
message is a multiple of the block size. The blocks are then processed sequentially
taking as input the result of the hash so far and the current message block, with
the final output being the hash value for the message (see fig. 3.11).

Last g

Message Message a )
Block 1 Block 2 M;;S:ge E:
(L]

Initial

Value Hash

~ Fig. 3.11 Iterative Structure for Hash Functions;
F is a Compression Function

N Unit- 11 135
iivation for lhis_ iterative structpre stems fro

The m:d Markle that if the compression function is collisjon Fesista.
Dﬂmgﬂr-d ilhe resultant iterated hash function. Therefore, the structure cap rllate,
(hen $° Iioducc a secure hash function to Operate on a message of any lengrh
used 19 em of designing a secure hash function reduces to that o designing

The ﬁrgion_rcsismnt compression function that operate on inputs of some fixed
is
geol

m the observation by

siz Vhat are the various requirements for a hash Junction to pe used

es.
L} .
0 15 tication ?

e authen
for messaE Or

What are various requirements must be fulfilled by a hash Sunction ?

(R.GPY., Dec. 2011)
Or

What characteristics are needed in a secure hash Sunction ?
(R.GPV,, June 2012)
Ans. The purpose of a hash function is to produce a “fingerprint”of a file
message, or other block of data. A hash fun_u:tif)n H must have the following
roperties to be useful for message authentication —
(i) H can be applied to a block of data of any size.
(ii) H produces a fixed-length output.
(iti) H (x) is relatively easy to compute for any given x, making both
hardware and software implementations practical.

(iv) For any given value h, it is computationally infeasible to find x
such that H(x) = h. This is sometimes referred to in the literature as the one-
way property.

. .(v) For any given block x, it is computationally infeasible to find
y#xwith H(y) = H(x). This is sometimes referred to as weak collision resistance.

© (vi) Ttis computationally infeasible to find any pair (x, y) such that
H(x) =H(y), this is sometimes referred to as strong collision resistance,

X hThe ﬁ'rst three properties are requirements for the practical application of
ash function to message authentication.

The fourth Property is the one-way property. It is easy to generate a code

ls“pi'ol::;sa.ge.but virtually impossible to generate a message given a code.

ase Cretf, 'S[ Important when the agthent}catlon technique 1nvo[yes the use

Netion is 11();i ue. The secret value itself is not sent. However, if the hash
One way, an attacker can easily discover the secret value,

The f .
“ime Valuleﬂh prol?elTy guarantees that an alternative message hashing to the
y e"“%tegsha 8Iven message cannot be found. This prevents forgery whfen
"S5age an t 2sh code is used. For these cases, the opponent can read t

erefore generate its hash code. However, because the oppone”
. el 5 Ve ¥

give
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does not have the sceret key, the opponent should not be ay, lo g
message without detection. Ifthis property were nottrue, an attac W ler l
capable of the following sequence, 1.c., lirst, intercept o Message
encrypted hash code, sccond, generate an unencrypled hash cogg rm"* il
message, third, generatc an alternate message with the same hagl, code M lhy
The sixth property refers to how resistant the hash function ig to nci
attack known as the birthday attack. s o
Q.20. Discuss the werking principles of hash function,
Oor
Define simple hash functions using bitwise XOR. (R.GRY,, Dec, 20y
Ans. All hash functions operate using the following genera] pri"Cim )
The input (message, file etc.) is viewed as a sequence of n-bit blocks s,
input is processed one block at a time in an iterative fashion to prodyce ann,
bit hash function.
One of the simplest hash functions is the bit-by-bit exclusive-OR (XOR)
of every block. This can be expressed as follows —
Ci= bil ® biZ @..® bim
where, C, =ith bitof the hash code, ] <i<n
m = Number of n-bit blocks in the input
bjj = ith bit in jth block
@ = XOR operation.
Fig. 3.12 shows this operation; it produces a simple parity for each bi

position and is known as a longitudinal redundancy check. It is reasonably |

effective for random data as a data integrity check. Each n-bit hash value s
equally likely. Thus, the probability that a data error will result in an unchanged
hash value is 2. With more predictably formatted data, the function is les
effective. For example, in most normal text files, the high-order bit of ¢
octet is always zero. So if a 128-bit hash value is used, instead of an effectivenes
of 27128, the hash function on this type of data has an effectiveness of 7,

Bit 1 Bit 2 Bitn
Block 1 by byy bat
Block 2 bya bz2 b2
- : : :
Block m bim bam bom
Hash Code C, C, - Cy

Fig. 3.12 Simple Hash Function Using Bitwise XOR

A simple way to improve matters is to perform a one-bit circula n
rotation, on the hash value after each block is processed. The procedure ¢

r shins Or

-summarized as follows —

} 4 MH=1n 137

nitially sel the n-bit has value to zcro,
s cach successive n-bit block of data as follows —
(i) Procl‘gnmlc the current hash value to the left by one bjt,
(;) XOR the block into the hash value,
])c effect of “randomizing” the input more completely and

This thnl)l' regularitics that appear in the input.
ng .
ovcrcol'ﬂ' 1o short note on birthday attack. (R.GP.V,, June 2008, June 20] 2)
0.2 Write: Or
pat 4o jmﬂ mean by birthday attack ? (R.GPV., June 2009)
Wwha

¢ that a 64-bit hash code is used. One might think that this is
"For instance, if an encrypted hash code C is transmitted with the
ding unencrypled message M, lf'len an opponent would need to find
» cuch that H(M’) = H(M) to substitute another message and fool the
M3 On average, the opponent would have to try about 2% messages to
recexvez that matches the hash code of the intercepted message.
ﬁnd:;;weveh a different type of attack is possible based on the birthday
aradox. Yuval proposed the following strategy —
(i) The source, A, is prepared 'to “sign” a message by appending the
appropriate m-bit hash code and encrypting that hash code with A’s private key.
(ii) The opponent generates 2™2 variations on the message, all of
which convey essentially the same meaning. The opponent prepares an equal
number of messages, all of which are variations on the fraudulent message to
be substituted for the real one.

"+ (iii) Thetwo sets of messages are compared to find a pair of messages
that produces the same hash code. The probability of success, by the birthday
paradox, is greater than 0.5. If no match is found, additional valid and fraudulent
messages are generated until a match is made.

Signatﬁxr'(iV) The opponent offers the valid variatiop to A for signatgre: This
e inte:dzzn th_en_ be att‘ached to the fra_ud'ulent variation for transmission to
il prbducer:lilplent. Su_1ce the two variations ha\_fe the same hash code, they
tough the o ¢ same signature. The opponent is assured of success even

Thus B CfYPthn key is not known.

113 64-bit hash code is used, the level of effort required is only on

e order o932

The :
. ene - - =
diffiy -g ration of many variations that convey the same meaning is not

ackspace’?é CXample, the opponent could insert a number of “space-sp{lCE-
0Ud ey, 1 ACHET pairs between words throughout the document. Variations
Mstanceg : Eenerated by substituting “space-backspace-space” in selected
i e m tematwe]y, the opponent could simply reword the message but

eani H
Bing. Fig. 3.13 shows an example.

-
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Dear Anthony,

i i , you to| [Mr. P,
{H:ﬁi‘fﬁgﬁé} to introduce {loynu} {-. Alfred {_!

new chief ) ! our
Barton, the {nmlr .ppoimed] {senior} jewellery buyer for {lllc

European area will take ) the

Northern { Eurﬂpe } {division}'"E {has taken| OVer | ._.
all . i watches and Jewellery
responsibility for {¢he whole of [ OUF interests in Jewellery and watchas

afford| . every may need
in the {,-:g:n}-”““ { give } him {ll the} help he { needs }
modern | . top
o {su;_!;gul} the most {up to datu} lines for the {high} end of the

empowered . samples
market. He is {au&nrized} to receive on our behalf {Specimens} of the

latest | [watch and jewellery up limit
{newcst} {jewtllerylndwatch products, subject to;a maximum

. car| . . lette
of ten thousand dollars, He will { hol'::]y} a signed copy of this {dncumrem}

... Ja d
as proof of identity. An order with his signature, which is {al:tlf::mfid}

above }

} you to charge the cost to this company at the {head office

authorizes
allows

level
address. We {ﬁjl_ly} expect that our {vo[‘:lme} of orders will increase in

following trust . ; be
e\ pext year and hope that the new appointment will prove

dvanta
{:n\;adn“l%zgn:} to both our companies.

Fig. 3.13 A Letter in 2%7 Variations

Q.22. Write short note on universal hashing.

Ans. Definition — A randomized algorithm H for constructing hash
functions h : U — {1, ....., M} is universal if for all x # y in U, we have

hng[h(x)=h(y)]s$

We also say that a set H of hash functions is a universal hash functio
family if the procedure “choose h € H at random” is universal. (Here we "
identifying the set of functions with the uniform distribution over the sét

Theorem — If H is universal, then for any set S = U of size N, for any ¥ E:j
(e.g., that we might want to lookup), if we construct h at random accordinB (

o in S1is8
H, the expected number of collisions between x and other elements in Si
most N/M.

Unit- 111 139
_pachy € S (y ;tl)i) Isms at most a 1/M chance of‘colliding with x
ro ition of “universal . 0,
by (1€ dcﬁ_')’ el | if x and y collide and 0 otherwise,
E!,) Let Cy denote the total number of collisiong for x, So
11 . ]
- x Xy’ _ .
¢, ,Eyes(.ixifi’) We know E|('jxy| = Pr(x and_ y collide) < I/M.,
(iv) S0 by lincarity of expectation, E(C,) = ZyE(ny) <N/M.
23 write short note on cryptographic hash function,

term hash function has been used in computer science from

¢ time and it refers to a function that compresses a string of arbitrary
om string of fixed length. However if it satisfics some additional
s, then it can be used for cryptographic applications and then known
hic hash functions.

'

of

Ans. The
quileS
input 10 2
requiremer’

as cryptograp . .
Cryptographic hash functions are one of the most important tool in the

eld ofcrypmgmphy and are used 1o achieve a number of security goals like
;jlhenti‘?ity’ digital signatures, pseudo number generation, digital
steganogfaphy’ digital time stamping etc.

0.24. What is message digest (MD) ? Explain.

Ans. Amessage digest (MD) is a fingerprint or the summary of a message.
tis similar to the concepts of Longitudinal Redundancy Check (LRC) or Cyclic
Redundancy Check (CRC). That is, it is used to verify the infegrity of the data
(ie., to ensure that a message has not been tampered with after it leaves the
sender but before it reaches the receiver). Let us understand this with the help
of an LRC example.

Fig. 3.14 shows an example of LRC calculation at the sender’s end, As
shown, a block of bits is organized in the form of a list (as rows) in the
Longitudinal Redundancy Check (LRC). Here, for instance, if we want to send
32 bits, we arrange them into a list of four (horizontal) rows. Then we count
hnw many 1 bits occur in each of the 8 (vertical) columns. [Ifthe number of 1s
;"llf;?ttjolumn is 0dd, then we say that the column has odd parity (indicated by
oven it:;lshaded LRC row); otherwise if the number of Is in the column is

or i’nstance il:latievfc_?n parity (indicated by a 0 bit in tbe s.haded LRC rou_/)].
a“dtherefom’ | e first c.:olumn, we have two s, indicating an even p_anty.
O the Jag; o ’IWC have a 0 in the shaded LRC row for the first golumn. Similarly,
thaveq | i(r)1 :It:nn, we have three 1s, indicating an odd parity, and t'here_forc.
tach colump ; ?Shaded LRC row for the last column. Th’us,‘the parity bit fc?r
becq, 'S calculated and a new row of eight parity bits is created. These

e o )
ﬁ"gerp,.;-mzt{)am)’ bits for the whole block. Thus, the LRC is actually a

the original message.
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Original Data
[11100100 11011101 00111001 00101001 |
mehior |, Oriinal Data
00111001 | Arranged as Rows
00101001 of a List

| 11100100 11011101 00111001 00101001 l 00101001 |
Original Data and LRC

LRC

Fig. 3.14 Longitudinal Redundancy Check (LRC)

The data along with the LRC is then sent to the receiver. The re
separates the data block from the LRC block (shown shaded). It Performs |
own LRC on the data block alone. It then compares its LRC values vy, ‘th
ones received from the sender. If the two LRC values match, then the receiv:r
has a reasonable confidence that the message sent by the
sender has not been changed, while in transit.

Ceive;

101010101
010101010
We perform a hashing operation (or a message digest ‘
algorithm) over a block of data to produce its hash or
? Messape
Digest
Algorithm
Actually, the message digests are not so small and

message digest, which is smaller in size than the original
straightforward to compute. Message digests usually ‘

Origina|
Data

message. This concept is shown in fig. 3.15.

consist of 128 or more bits. This means that the chance : 'J’l‘]‘:}‘_v -V:;I”:,%e
of any two message digests being the same is anything L ‘
between 0 to at least 2'2%, The message digest length is  Fig. 3.15 Messuge

chosen to be so long with a purpose. This ensures that
the scope for two message digests being the same.

Digést Concept

Q.25. Explain Secure Hash Algorithm.

Ans. The Secure Hash Algorithm (SHA) was developed by the Nationd
Institute of Standards and Technology (NIST) and published as 2 federd
information processing standard (FIPS 180) in 1993, A revised version W&
issued as FIPS 180-1 in 1995 and is referred to as SHA-1, The actua) Sw"dards
document is entitled Secure Hash Standard,

This standard specifies a SHA, which is necessary to ensure the securty
Ofth? Digital Signature Algorithm (DSA). When a message of any I"”{;lh
2% bits is input, the SHA produces a 160-bit output called a message dig .
The message digest is then input to the DSA, which computes the SIg"°

o ic fief
for the message. Signing the message digest rather than the message ¢

g b UL 7 )

iciency of the process, because the message dj

o the message: The same message digest shoy

tha the signature when the received version of the message

crifier © HA. The SHA is called secure because it js designed g%, [::
to infeasible to recover a message corresponding to a given
or 10 find two different mc'ssagcs which produce the same
change to a message in transit will, with a very high
og" T esult in @ diﬂ'crcnt.mc'ssagc'dlgcst, and the signature will fail to
ob«"b”’w'SrHA is based on principles similar to those used by Rivest when
(il thD4 and is closely modelled after the algorithm. SHA produces
0 'nlfash, Jonger than MD>.

2. Explain secure hash algorithm (SHA-I).

’ .The SHA-1 algorithm takes as input a message with a maximum
g,’:,ns}‘less than 284 bits and produces as output a 160-bit message digest.

Jen

input IS processed in 512-bit blocks.
The The processing of a message consists of the following steps —

gest is usually
Id be obtained

(i) Append Padding Bits — The message is padded so that its length
s congruent t0 448 modulo 512 (length = 448 fnod 512). Padding is always
added, even if the message is already of the desired length. Thus, the number
of padding bits is in the range of 1 to 512. The padding consists of a single 1-
bit followed by the necessary number of 0-bits.

(i) Append Length — A block of 64 bits is appended to the message.
This block is treated as an unsigned 64-bit integer (MSB first) and contains
the length of the original message (before the padding).

(iii) Initialize MD Buffer — A 160-bit buffer is used to hold
itermediate and final results of the hash function. The buffer can be represented
% five 32-bit registers (A, B, C, D, E). These registers are initialized to the
following 32-bit integers (hexadecimal values) —

A =67452301
B = EFCDAB89
C =98BADCFE
D =10325476

E=C3D2EIF0Q
Itis

'Owcvcrni(:] tet;l that the first four values are the same as those usgd in MD5.

Which l'hc M; case of SHA-1, these values are stored in blg—end:a{l fon:mat.

¢ inilialiul' B of a word in the low-address byte position. As 32-bit strings,
'on values, in hexadecimal, appear as follows =

d
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word A: 67452301

word B:EFCDAB89

word C:98 BADCFE
word D: 10325476
word E: C3 D2 E1 FO

(iv) Process Message in
§12-bit (16-word) Blocks - The heart
of the algorithm is a module that
consists of four rounds of processing
of 20 steps cach. The logic is shown
in fig. 3.16. The four rounds has a
similar structure, but cach uses a
different primitive logical function,
which we refer 10 as f;, [y /f;» and
fe
Each round takes as input the
current 512-bit block being processed
(Y ) and the 160-bit buffer value
ABCDE and updates the contents of
the buffer. Each round also makes use
of an additive constant K, where 0 </
<79 indicates one of the 80 steps across
five rounds. In fact, only four distinct
constants are used. The values, in

hexadecimal and decimal, are as
follows —

Yq cv,

& Information Securily

b 512 Fie

A B C n

I K, Wio....19)
20 steps

A B C

f, K, W[20...39
20 stepy

D

A B C D
f3, K, W[40...59)
20 steps

_.[
{
_{

A B C D E

T4 K, W[60...79]
20 steps

)

4 160

Note : Additlon(})
is mod 2%
Fig. 3.16 SHA-1 Processing of t
Single 512-bit Block (SHA-I
Compression Function)

CVq4)

Step Number Hexadecimal Take Integer Par of
0<1<19 K, = 5A827999 [230x42] .
201539 K, = 6ED9EBAI [230 X ﬁ]
40<1<59 K, = 8FIBBCDC [23°xx/§]
60<r<79 K,= CA62CID6 [230 X \ﬁa]

The output of the fourth round (80Y step) i i
step) is added to the inpu
round e . for ¢é¢
‘Sul?w (ﬁScVzg l(:jpltoducc ngﬂ‘ The addition is done mdcgcndcnlly f?; l:ﬂy /
ords in the buffer with each of the corresponding words

using addition modulo 232,

() Output - Afier all L 512-bi e
512-bit blocks have been pro¢
output from the L* stage is the 160-bit message digest.

1 to the ¥

y unit- il 143
o HA-1 can be summarized as follows —
Thcb havie CVy = v
CVq-H = SUM;y, (CVq, ABCDEq)
Mp =CV,
_ pitial value of the ABCDE buffer, defined in step (iii).

Jher® v _ The output of the last round of the g message block.

ABCPZ_ rpe number of blocks in the message (including padding and

]eng[h ﬁelds )
_ addition modulo 232 performed separately on each word of the
SUM32 pair of inputs.

MD = Final message digest value.

27, What do you understand by DSS ? With DSS because the value of
' 0 ne'fﬂte J for each signature, even if the message is signed twice the
K is g€ < will differ. This is not true with RSA signatures what is the practical
signatur ; £ f,his difference ? What are some threats associated with DSS ?

nlicall
implica (R.GPV,, Dec. 2003, June 2004)
Or
Write short note on digital signature standard. (R.GPV., Dec. 2007)
Or

Explain digital signature standards in brief. (R.GPYV., June 2013)

Ans. The National Institute of Standards and Technology (NIST) has
published Federal Information Processing Standard FIPS 186, known as the
Digital Signature Standard (DSS). The DSS makes use of the Secure Hash
Algorithm (SHA) and presents a new digital signature technique the Digital
Signature Algorithm (DSA). The DSS was originally proposed in 1991 and
rvised in 1993 in response to public feedback concerning the security of the
SCh'eme. Anexpanded version of the standard was issued as FIP 186-2 in 2000.
This latest version also incorporates digital signature algorithms based on RSA
ad on elliptic curve cryptography.

!ign;::eDfSS uses an algorithm which is designed to provide onlx the digital
bichangs Tillnctlon. Un-lll'(e RSA, it cannot be used for encryption or key

Thg - Neverthless it is a public-key technique.
is show:. iDnS[S'| ap3pr0ach for generating digital signatures to that uged wi.th .RSA
0 hyg func%{ 17. In the RSA approach, the message to be signed is input
e is the, on that produces a secure hash code of fixed length. This hash
Bogp me encrypted using the sender’s private key to form the signature.
. lhc_m Stage 5$age and the signature are then transmitted. The recipient takes

ing the and produces a hash code. The recipient also decrypts the signature

ender’s public-key,

4
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]

KUG ky,

Coml‘lu

]

(b) DSS Approach
Fig. 3.17 Two Approaches to Digital Signatures

If the calculated hash code matches the decrypted signature, the signan,
. . re
is accepted as valid. Because only the sender knows the private key, only (e
sender could have produced a valid signature.
The DSS approach also makes use of a hash function. The hash coge g
provided as input to a signature function along with random number k generateg
for this particular signature. The signature function also depends on the sendes
private key (KRa) and a set of parameters known to a group of communicating
principles. We can consider this set to constitute a global public key (KUg).
The result is a signature consisting of two components, labeled s and r.
At the receiving end, the hash code of the incoming message is generated.
This plus the signature is input to a verification function. The verification
function also depends on the global public key as well as the sender’s publi
key (KVa), which is paired with the sender’s private key. The output of the
verification function is a value that is equal to the signature component rifht
signature is valid. The signature function is such that only the sender wilh
knowledge of the private key, could have produced the valid signature.
Threats associated with DSS is that it is criticized for being —
(i) Too secret
(ii) Too new (yet not thoroughly analyzed)
(iii) Too slow (10 to 40 times slower than RSA)
(iv) Too insecure (fixed 512-bit key). §
In a subsequent revision, the fourth point was rendered moot when k¥
upto 1024 bits were allowed,

4

ar
Siaﬂ(;;gﬁ 54

zfﬂ"rmil; prime number
e TS i
o A 160-bILPT

g - .
i mod P!

2 petwork of users. T

A L Y B Y

Ia"” I)S'A'
stitute of Standards and Technology ( NIST), proposed

274
('.\ 8T al I ; :
Q,,f.' chauf;f:c Algorithm (DSA) f({r use in their Digital Signature
[ Con Alglw signat ,enerate and verify a digital value called 2 signapyye,
-_L"é\‘h" e D pss) w':;t of the Schnorr and ElGamal signature algorithms, The
arl

following parameters —

uses the L bits Jong, when L ranges from 512 10 1024 and is a

me factor of p — 1.
q: p- 1Y mod p, where h is any number less than p — | such that
sg(catcl' than 1.

A number less than q.
% =

ysg" m"jfhr; also makes use of a one way hash function, H(m).

The a]goé ard specifies the secure has algorithm (SHA).

The swnthrec parameters p, q and g are public and can be common across
The first he private key is x, the public key is y.

To sign a message m —
(i) Alice generates a random number, k, less than q.

(ii) Alice generates —
r =(gk mod p) mod q.
s = (k™' (H (m) + xr)) mod q.
The parameters r and s are her signature, she sends these to Bob.
(iii) Bob verifies the signature by computing —
W=s5"modq
u; =(H (m) * W) mod q
u, =(rw) mod q
V= ((g" *y"2) mod p) mod q.
Ifv=r, then the signature is verified.
Table 3.3 provides a summary.

Table 3.3 DSA Signatures

Public Key —
P 512-bit to 1024-bit prime (can be shared among a group of users)
g 160(-b1t prime factor of p — 1 (can be shared among a group of users)
g "4 mod p, where h s less than p — L and =4 mod p>1

¢ shared among 5 group of users)

Y= gx
§ modp (a p-bit number)

¥ |
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A et~ Ay i A

Private Key -
x < q(n 160-bit number)

Signing -

k choose at random, less than

r o (signature) = (g mod p) mod q

s (signature) = (k! (H(m) + xr)) mod q

Verifying -

W =s"1modq

up = (H(m) * w) mod q
Uy = (rw)mod q

L]
v = ((g"' y"z)mod p) mod q
Il v =r, then the signature is verificd.

0.29. DSA specifies that if the signature generation Process resyy,
value of S = 0, a new value of K should be generated and the sion,

should be recalculated, why ?

: ing
Signatyy
(RGPEY, June 2005)

Ans. In DSA algorithm, at the signing end we compute
r=(g* mod p) mod q
s = [k"/(H(M) + xr)] mod q
signature = (r, s)
At the receiving end, for verification we compute
w = (s)"! mod q
u; = [HM)w] mod q
u; =(ry wmod q

v=[(g"y"2)mod p) mod q
TEST:v=r

If during the signing process, the value of s comes out to be zero, thenal
the receiving end, for verification. We compute w = (s')~' which resuls in
w = 1/0 = oo (infinite quantity) from which the computation of u,, u, and hence
v is not possible and the scheme fails. ‘

Thus, if the signature generation process results in a value of s =0, 1¢¥
value of k skould be generated, so that a new s results with a non-zeto valté
anc the computation of w, u; u; and v becomes possible.

0.30. What is the difference between digital signatures and d."yf;;‘)’
certificates ? (R.GPY., June 20

L Lanerales
Ans. In digital signature, a hash function such as SHA-I or MD5 l.;e"‘”z;a
a unique fingerprint of the portion of data to be signed. This fingerprint 5

P

“Hie=an 04y
iz than the message, it is irrc.vcrsiblc and any change 1o (he
gmaller p mismatch with the ﬁngcrr‘)rllnl (also called digesty wigh his
il cﬂusbwini"g what is called the digital signature, The signature is
e ke th nessagc, and both are sent to the recipient, The latter then
L ed 10 l=qqngc itsell and uses the same hash function 1o obtain hig or her
e the m,bi‘,'ngcrr’ri"l' The user extracts the encrypted digest and use the
apion ¢ ::;]‘Ic key to decrypt it Ilolh' results are cotn[?arccll, and the match
e i ln (hat the message was rch:vc(I as scnl’. ngltal signature provide
‘wl C()'!ﬁrl‘on privacy, non rcpudlalloq and ln?cgrlly in the virtual world, We
ihe 1|(’.‘ztl| ) ,’nalurcs for sccure messaging, online banking applications, online
e ..wl.‘-lbicalions’ e-tendering, supply chain management, ctc,
jificates arc digital documents attesting to the binding ofa public
dual or specific entity. They allow verification of the claim that
key i public key docs in fact belong to a specific individual. Digital
achCl Ki phclp prevent someone from using a phone key to impersonate
ccmﬁcaftslsc Digital certificates are the main structured piece commonly
somcon:-:an'd processed throughout a PKI. Using the digital signature, an
cxchan‘f‘:scrvcr will add its weight to the authenticity of an identity by signing
atlclhr‘::;;l);d information and the user’s pu.blic kc?y into a certificate. The result
i in cssence saying “I guarantee that this pamcu!ar public key is associated
with this particular user, trust me!” If that trust is not broken or weak, the
certificate will be the preferred way to make one’s public key available for
correspondents (and others) and have it irrefutably linked to the identity
information contained therein.

pigital cer
indivi
cyloan !

Q.31. What is idea behind certification authority hierarchy ?
(R.GPV., June 2014)

Ans. Suppose John has received Mike’s digital certificate and he wants to
verify it. It means that John needs to de-sign the certificate using the certification
authority public key. But how does John knows what’s the certification authority
public key. One possibility is that the certification authority of John and Mike is
ime. In such a case, there is no problem. However, this cannot always be
53;:2 Elec(;\, Insuch a case, how can John obtain the publict key_of the ce‘rtiﬁcation

miﬁct:’{i 0 fﬂSOlve-such problems, a certification authority hierarchy is created.
shows lha:ml:‘:lhomy. hleri.ll'Chy is also known as the t.:ham of t.rust. Fig. 3.18
ccnit'lcntiona - C_er“t?lCatlon authorities are grouped 1{\'[0 multlplc levels of a
¢ root cen-a [P th(f“ty hlerar_chy. The certification authority h!erarchy starts with

re SECOndl ||catmn authority. The root certification authority contains one or
Wihoritjes co:tv ¢l certification authorities. Each of the second level ce}-tlhﬁ.catlon

Ve low ainone Or.more third level certification authorities, which in tum
¢ level certification authorities and so on.
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I Root Certification Authority (CA) I

' " Fig. 3.18 CA Hierarchy

RYPTANALYSLS, SECURE CHANNe_ '

RENTIALC
DIFFEAUTHE NTICATION SYSTEM LIKE KERBERQS

0.32. Define the term cryptanalysis. Explain linear angd differem,'ﬂ

cryptanalysis. RGPV, May )

Ans. Cryptanalysis — Cryptanalysis is the technique of decoding Messg
from a non-readable format back to readable format without knowing ho;
they were initially converted from readable format to non-readable forma,
other words, it is like breaking a code. This is shown in fig. 3.19.

CRYPTANALYSIS — TIME-MEMORY TRADE-OFF ATTAq
|

R#45 %"~&™m,:p0- This is a Book on
$89'@ *%Sjhnl00 Cryptanalysis > Network and
-§557 Internet Security

Unreadable Message Readable Message

1

This process is

Trial-and-error
Based

Fig. 3.19 Cryptanalysis

(i) Linear Cryptanalysis - This attack is based on determining ine¥
approximations to define the transformations done in data encryption standa’ni
For differential cryptanalysis, this procedure may search a data encryp™
standard key provided 247 known plaintexts than 247 selected plaintexts
However, this is a minor improvement, because it can be more simple 0 ac.qllllf
known plaintext as compared to selected plaintext, it still |eaves hAneaf
cryp.tanalysis infeasible as an attack on data encryption standard. To validat
the linear cryptanalytic method, small task has been performed by other grov :

Tl_1e PTIHFJPIC on which linear cryptanalysis is based as follows — )
with n-bit plaintext and ciphertext blocks and an m-bit key, let the plaint®

_— A 3

) Q

e

kbc lﬂbCIclg[ ) Then spCley .
"'OC}([U' ----- . (] = Al @ AL ® ... ® ALK]
T Al in;---evar cryptanalysis is to search an effective linear equation of
The ! B
l‘m/ _____ ’ C‘-a] @ C[ﬁ]’ BZv """ 3 ﬁb] = K[Yls Yz, ..... "yc]

144, b<n,1<cs m, and wher:c Fhe o, P and y denotes fixed,
(e 0 Ort'c’ms which catchcs. with probability p # 0.5. The further p is
(%" " pit locd ! offective the equation. Once a proposed relation is determined,
5, the mgf‘zo calculate the results of the left-hand side of the preceding
i proce ”T;Sxargc number of Plaimext-ciphertext pairs. When. the result is
equa'ff’"s ban half the time, consider K[y, Vo e yc] =0. When it is one most
200 mgret | cider K[¥,» Y2 ¥J]=1. This provides us a linear equation on
ofthe fime. co to achieve more this type of relations so that we can solve for
he key bits- ¢ problem can be approached one rm_md pf the cipher at a time,
the key br]es'ulls combined because we are dealing with linear equations.
with the i pifferential Cryptanalysis — Diﬂ."en.antial cryptanalysis is one of
ost significant advances 1n cryptanalxsns in recent years. Until 1990,
the M lysis was not reported in the open literature. The first

) - tana
d,ﬁ’erentla[ o o have been the cryptanalysis of a block cipher known

; ffort appears t _
P“'i_léilf;y Murphy [MURP90]. This was followed by a multiple papers by
s

giham and Shamir, who demonstratcdl this forn? of attack on a var.iety 9f
encryption algorithms and hash fUI‘lCtIOI-’IS.. Their results are described in
BIHA93. For this method, the most publicized results have bCCI:l those that
have application to DES. Differential cryptanalysis is the first published attack
which is capable of decomposing DES in less than 255 complexity. The
technique, as reported in BIHA93 can successfully cryptanalyze DES with an
effort on the order of 247, requiring 247 selected plaintexts. However, 247 i
certainly significantly less than 233. The requirement to search 247 selected
plaintexts makes this attack of only theoretical interest. However, differential
eryptanalysis is a powerful tool. It does not do very well against data encryption
standard. According to a member of the IBM team that designed DES, the
wause is that differential cryptanalysis was known to the team as early as 1974.
n{ﬁ requirement to strengthen data encryption standard (DES) against attacks
::Idnfh differential cryptanalysis played a large part in the design of the S-boxes
b, Ce permutation P. As evidence of the impact of these changes, assume
aremq;ml;afabl_e result_s described in BIHA93. Only 256 selected plalqlexts
il red by differential cryptanalysis of an eight-round LUCIFER alggnlbm,
»anattack on an eight-round version of DES needs 24 selected plaintexts.

n[: '{fcremial Cryptanalysis Attack — The differential cryptanalysis attack
PIx. Start with 2 change in notation for data encryption standard. Assume

o,

|
y
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the real plaintext block m to consist of two halves My, m,. Eachy

maps the nght-hand input into the lefi-hand output, and sets the Il‘n nd of e
10 be a function of the left-hand input and the subkey for this Elt-hy &
one new 32-bit block is created at each round. When each n

rounq. He:d Oty

eW bloc Ce, Onjy

17) 1s labeled, then the intermediate message halves are related aq give?iu Sig
m._, =m_, © fim, K)), = bclo“,\
In differential cryptanalysis, begin with two messages m and’ g
known XOR difference Am = m & m', and assume the difference po,,’ ith,
intermediate message halves — Clweey the
Am; =m, ® m)
Then
Amg,, =m, &mjy,

=[m_, © fim,, K)le [m'i_l (o) f(mli’ K))

=Am, @ [flm;, K) & fim', K]
Now. assume that a severzl pairs of inputs to f with the same g;
provide the same output difference when the same subkey is employed. T .
this more precisely. let us say that X can cause Y with probability p, whe";;a
2 fraction p of the pairs in which the input XOR is X, the output XOR equai

: high Probabiliy

Ht‘.renca

Y. Suppose that, there are 2 number of values of X which have
of causing 2 specific output difference. Hence, when Am, | and Am; are knowy
with lugh probabiliny, then Am,_, is known with high probability. In addition
when 2 number of such differences are determined, it is feasible to determinz
the subkey emploved in the function f. The whole procedure of differentiz
crypianalysss is based on these considerations for a single round. The procedure
1s 10 start with two plaintext messages m and m' with a provided difference
and trace through a probable pattern of differences after each round to provide
2 probable difierence for the ciphertext. For two 32-bit halves (Am,, || Am,),
there are two probable differences. Next, m and m' are submitted for encryption
to determine the actual difference under the unknown key and compare the
result to the probzble difference. When there is a match,

Ex(m) © Ex(a) = (Amy, | Am, )
then suspected that all the probable patterns at all the intermediate rounds a®

correct. Some deductions about the key bits can be made with that HSSl‘lmpstwu
To determine all the key bits, this method must be repeated 2 lot of times.

Q.33. Discuss the various types of attacks.
Or

2 2019

Discuss the various types of cryptanalysis attacks. (R.GP.V, Jun® =

; hown
Ans. There are four common types of cryptanalysis attacks, és 5
fig. 3.20.
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Cryptanalysis
Attacks

I
l l
rmn-plaimeﬂ [Chosen-plainle:Tl IEhosen-ciphenTxtl

*[«Tig. 3.20 Cryptanalysis Attacks

Ciphert ext-only Atrack‘ — In a ciphertext-only a-ttack, Eve has

|y some ciphertext. She tries to find the corresponding key and the
only assumption is that Eve knows the algorithm and can intercept
pintext Thet The ciphertext-only attack is the most probable one because
ihe ciph xi the ciphertext for this attack. To thwart the decryption of a
fre nced;yoannyadversary, a cipher must be very resisting to this type of attack.

fi 3.21 shows the process.
e 3

Eve &

Bob

A
Ciphertext é

Alice

Ciphertext
Fig. 3.21 Ciphertext-only Attack

Various methods can be used in ciphertext-only attack. We mention some
common ones here.

(a) Brute-force Attack — In the brute-force method or
ethaustive-key-search method, Eve tries to use all possible keys. We assume
that Eve knows the algorithm and knows the key domain (the list of all possible
keys). Using the intercepted cipher, Eve decrypts the ciphertext with every
possible key until the plaintext makes sense. Using brute-force attack was a
ifficult task in the past; it is easier today using a computer. To prevent this
hpe of attack, the number of possible keys must be very large.

(b) Statistical Attack — The cryptanalyst can benefit from some

cteristics of the plaintext language to launch a statistical attack.

We know that the letter E is the most-frequently used letter in

The cryptanalyst finds the mostly-used character in the ciphertext

i, e that the comresponding plaintext character is E. After finding a few

o nalyst can find the key and use it to decrypt the message. To prevent
¢ Ofattack, the cipher should hide the characteristics of the language.

(¢) Pattern Attack — Some ciphers may hide the characteristics

b
angllage, but may create some patterns in the ciphel'text. A cryptanalyst

wherent charg
For example,
English text,
"‘f‘ a5sumeg

>
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may use a pattern attack to break the cipher. Therefore, j IS im
ciphers that make the ciphertext look as random as Possible r’(’ﬂamln
. ) 1
(i) Known-plaintext Attack — In a known :
access to some plaintext/ciphertext pairs in addition 1
that she wants to break, as shown in fig. 3.22.

; %
.plamrg\-, ar
. a
O the intercepieg v Buey
Clphcn Y
ty

Previays Pair

Alice

Ly
é Ciphertext

.

AN
% Ciphertext
)
I

Fig. 3.22 Known-plaintext Artack

The plaintext/ciphertext pairs have been collected earlier, For exam

has sent a secret message to Bob, but she has later made the conte
message public. Eve has kept both the ciphertext and the

break the next secret message from Alice to Bob, assy

changed her key. Eve uses the relationship between the

the current ciphertext. The same methods used in a ciph

applied here. This attack is easier to implement because

Lo use for analysis. However, it is less likely to happen because Alice

changed herkey or may have not disclosed the contents of any previgys

(@ii) Chosen-plaintext Attack — The chosen-plaintext attack is simjly,
to the known—plaintexl attack, but the plaintext/ciphertext pairs have been

chosen by the attacker herself. Fig. 3.23 shows the process,
Pair Created from
Chosen Plaintext

plea"\]ite
) nts of
Plaintext to use
ming that Alice
Previous pajr ¢ analyy,
ertext-only attge

k can b,
Eve has more inforrnatiun

may hay,
messages

It
thcm 1o
hag not

Eve
Eve

|

Alice’|

= |Ciphertext

1
Fig. 3.23 Chosen-plaintext Attack "
This can happen, for example, if Eve has access to Alice’s computer. s
can choose some plaintext and intercept the created ciphenext..OfCOUfs;:;vﬂm
does not have the key because the key is normally embedded in the S(b)ut i
used by the sender. This type of attack is much easier to implement,
much less likely to happen.

-‘W
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. hertext Attack — The chosen-ciphertext attack is
_ C[;ast”’"'_ «t attack, except that Eve chooses some ciphertext
() g lalnl_chcrtcxupmintext pair. This can happen if Eve has
ut?:: Igig. 3.24 shows the process.

Pair Created from
Chosen Plaintext

Rl

Bob

he ©
AU o
5]“1ch i s comp’
" 10 Bob 8
c )
400

Ev e-

Ciphertext

T

Fig. 3.24 Chosen-ciphertext Attack

i t note on brute-force attacks.
g.34. Write short T (R.GRV,, Dec. 2003, June 2004, May 2013)

Ans. Refer to Q.33 (i) (a).

35. List and briefly define types of cryptanalytic attacks based on
har%s k;mwn to the attacker. (R.GPV., May 2019)
W)

Ans. Refer to Q.33.

(.36. Brief overview of time-memory tradeoff (TMTO) attacks.

Ans. Time-memory Tradeoff (TMTOQ) attacks on stream' ciph_ers are a
serious security threat and the resistance to this class of attacks is an important
iterion in the design of a modern stream cipher. TMTO attacks are especially
effective against stream ciphers where a variant of the TMTO attack can {nake
weof multiple data to reduce the off-line and the on-line time complexities of
the attack (given a fixed amount of memory).

We start with the basic TMTO attack of Hellman. Let f: {0,1,...,N-1}
2{0,1,....,N =1} be the function the attacker tries to invert.

The pre-processing phase of the attack consists of constructing several
bles. To construct cach table, the attacker chooses m random starting points,
ind from each starting point x she computes the chain SP = x, f(x), f%(x) =
IIie: t)‘ = T(x)=EP, as shown in fig. 3.25 (where f'is the function the attacker
lsuchot“];‘llen)' The pairs (EP, SP) are stored in a table. The atjtacker cons@cls
modiﬂ:at'es Ty .. Tt,—lg each for a different function f, tha? is usually a sli _ght
phnseohl}?" of the original f (e.g., a permutation of the bits). In the m;il(l]nz
<t L, S;ea:lt-,a;lli(’ the attacker is given z = f(y) and has to find y. Forall 0 <

es f; Tepeatedly to fi(y) (that can be easily computed given

-
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1)) to e the SOGUENCE £ £ f(y). for cach ney valy
3 < whether the obtained value r Cthe,
CHDOLS WX ’ . = He———— )
thetable T Ifa i r ~_t
i i—-»._._.\
-

gmendpomimi
i3 l—r—cso f . \‘
Banad —-‘\

2s an end point m

acker takes the

she ta =
the tz =iz i f f
o ng point an X "—"r '—-r --__,_____\'\1
applies § seg mtlfiy)is e ._;_‘.““"\‘r\'
T i encountered g '——'——-o____\“\._

Fig. 3.25 Constructing He(lma\
omplexity of the antack is t° applications of ¢ and 12”J N

time compl
and the memory required for the attack is mt. Since the tap, 2,
< of the N possible states, we have N =mt2, and p, — VES Shog
= T - IN* =
5 curve obizined for this attack. The time complexj,
- oo ic N but 2s we not P ; i
preprocessimg phase is N, but as we noted before, this phase is usua"yn);
m the znzlysis of TMTO atiacks. '

0.37. What was Kerberos designed for ? Explain the archite
Eovberes (R.GRV., Dec. 2003, June 20y ,;:f“”ﬂf
or rHay 2y

What are Kerberos ? Write the working principle of K, erbergs,
(R- GP ,{1 Mﬂ_}‘/.lﬂne Zﬂﬂﬂ}

[4

¥, ‘.
lJf{.<

Or
What are Kerberos designed for ? Explain operation of Kerbergs,
(R‘ GP V; Dee, 20%
Or

Whatis Kerberos ? How does Kerberos work ? (R.GEVY., June 2013, 201y

. An'L An zuthenticztion service used by many real systems is Kerbergs
which 1s based on z variant of Needham-Schroeder. It is named for:
multiheaded dog in Greek Mythology that used to guard the entrance to Hads
(presumably w keep undesirables out). Kerberos was designed at M.LT v
a]_la'-v v.orks'.;zion USETS 10 20cess network resources in a secure way. Its bigges
difference with Needham-Schroeder is its assumption that all clocks are fairy
well synchronized. ’

. The proplcm that Kerberos addresses is — Assume an open distributed

environment in which users at workstations wish to access services on senes
distributed throughout the network. We would like for servers to be able o restit
access o authorized users and to be able to authenticate requests for service.!
this envire onment, vorkstation cannot be trusted to identif y its users correcly?
network services. In particular, the following three threats exist —

B (i) A user may gain access to a particular workstation and preten
another user operating from that workstation. . .
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alter the network address of a workstation so that

user d workstation appear to come from the

e
 from the alfes

(1)
<€ 8
1 Ork_qmllon-

eavesdrop on exchanges and use a replay attack to
¢ or to distupt operations.
s, an unauthorized user may be able to gain access to
pe t he 0;- she is not authorized to access. Rather than building
4 data ‘h,a tion prolocol at each server, Kerberos provides a centralized
eﬂnc‘:,»hose function is to authenticate users to servers and servers
S canon® “ authentication schemes, Kerberos relies exclusively
7% e most other 24% ) .
< Unll - \n. making no use of public key encryption.
oo - encryptions . i I .
Sﬁrﬂ)em - o of kerberos are in common use. Version-4 is still widely
" w0 version +s some of the security deficiencies of version-4 and has

) ‘03'5 correC .
=l Jasa Proposed Internet Standard (RFC 1510). Fig. 3.26 shows the

ués
¥ i,n:!f"d w
Zat)) A
0

nee

user
a 531’"5

e

o ) any Oflhe

TOS.
ViEW of Kerbe 2. AS verifies user's access right in
” database, creates ticket-granting ticket
and session key. Resnlts are enerypted
osing key derived from user's password.
Oaceper Kerberos
pser I?gﬂll . et
session p&qﬂ‘_“ “65‘“‘ o (\nthenticaﬁon
1, User logs ‘”;;° \ g«ﬂ“ || server (AS)
workstation 2 g
m.tmurﬂte
bost
" Ticket-
! granting
‘L~ server (TGS)
4. TGS decrypts ticket and
1. Workstation iuthenﬁcator: verifies request,
prompts user for then creates ticket for requested
password and server.

188 password to

deeypt incoming 6.Server verifies that

::;:I:jg:;(:?m ticket and authenticator
ind authenticator match, then grants access
tha conta g Once to service, If mutual .
er's pame, i per authentication is required,
Belwork ldér“ RErisEzesion server returns an

124 lime 1g TG;: authenticator.

5 “;I:rk!lll]ﬂl'l sends
and g
i uthenticator

Fig. 3.26  Overview vf Kerberos'

(%1 CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

156 Cryptography & Information Security

Kerberos involves three servers in addition 1o Alice .
as shown in fig. 3.27. (a clieny Wor

Mt

— <]

2 o~

—] KA(KS.KTGS(A.KST)H <
5 - ”

———— Kqgs (A KoL B, Ke) oo
4

——— KsB.Kyp) Ky (A Ky

5r— B =
] Ky (A K, ). K (0
—“L K,p(t+1) Da g,

‘uri

—

Log in

Allce

w
[&] Get A
Utkel

Fig. 3.27 The Operation of Kerberos vy4

(1) Authentication Server (AS) — The AS verifies userg during
Mg logi,

(@) Ticket-generating Server (TGS) — The TGS issyeg «

identity tickets™. Proof o

(i) Bob the Server — The server actually does the work that A
wants to perform. L

AS 1s similar to a KDC in that it shares a secret password with every,
The TGS’s job is to issue tickets that can convince the real serve =
bearer of a TGS ticket really is who he or she claims to be.

To start a session, Alice sits down at an arbitrary public workstation ang
types her name. The workstation sends her name to the AS in plaintext 5
shown in fig. 3.27. A session key and a ticket, KTGS (A,Ks ), comes back from
the AS, intended for the TGS. These items are packaged together and encrypted
using Alice’s secret key, so that only Alice can decrypt them. Only when
message 2 amives does the workstation asks for Alice’s password. The passwort
is then used to generate K, in order to decrypt message 2 and obtain the session
key and TGS ticket inside it. At this point, the workstation overwrites Alice’s
password to make sure that it is only inside the workstation for a fe¥
milliseconds at most. If Trudy tries logging in as Alice, the password she typs
will be wrong and the workstation will detect this because the standard partdl
message 2 will be incorrect.

After she logs in, Alice may tell the workstation that she wants 10 CO'L'::
Bob the file server. The workstation then sends message 3 to the TGS asK'-
for a ticket 1o use with Bob. The key element in this request is Krgs (F;mg
which is encrypted with the TGS’s secret key and used as proof that mfuice b
rezlly is Alice. The TGS responds by creating a session key, K,p for

TS that (he

4
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ns of it are sent back. The first is encrypted with only

510 : | A

vith pob- Twr(:,::rit. The second is encrypted with Bob’s key, K4, so Bob
u-"" lice can I+

K¢ oh i message 3 and try to use itagain, but she will be failed by

a0 1 .
an can €0 ramp, b, sent along with it. Trudy cannot replace the
g cd tlmcSrc recent one, because she does not know K, the session
np with 2 n"l?( {0 the TGS. Even if Trudy replays message 3 quickly, all

uses 1o li; er copy of message 4 which she could not decrypt the first
1 ool b:: able to decrypt the seco_nd time either.
" and will 1 d K, to Bob to establish a session with him. This
(imé ice can send hoap p : .
W, : estamped. The response is proofto Alice that she is actually

is anot

ries of exchange, Alice can communicate with Bob under
After this schhe Jater decides she needs to talk to another server, Carol,
Cm‘El’UfKAB I message 3 to the TGS, only now specifying C instead of B.
she just GC,cats mptly respond with a ticket encrypted with K_ that Alice can
The TGE:"_::]I 2;3 t‘r?at Carol will accept as proof that it came from Alice.

0 .
sf:nd;T Alice can access servers all over the network in a secure way and her
oW,

ord never has to go over the network. In_ fa}ct, it only had to be in her own

e n for a few milliseconds. However, it is noted that each server does its

work:ft;:zrizalion. When Alice presents her ticket to Bob, this merely proves to
;‘:; who sent it. Precisely What Alice is allowed to do is up to Bob.

Since the Kerberos designers did not expect the entire world to trust a single
authentication server, they made provision for having multiple realms, each with
isownAS and TGS. To get a ticket for a server in a distant realm, Alice would
ask her own TGS for a ticket accepted by the TGS in the distant realm. If the
distant TGS has registered with the local TGS, the local TGS will give Alice a
ticket valid at the distant TGS. She can then do business over there, such as
getting tickets for servers in that realm. However, it is also noted that for parties
intwo realms to do business, each one must trust the other’s TGS.

0.38. Explain the concept of Kerberos. How is it useful ?

; (R.GP.V,, May 2019)
Ans. Refer to Q.37.

0.39. What entities constitute a Jull Kerberos environment and what is
e ? (R.GPYV., June 2008, Dec. 2008)
What enyiy; ; " )
llies contitutes a full service Kerberos environments ?
(R.GPV,, Dec. 2011, June 2017)

"service Kerberos environment consisting of a Kerberos server,
ents, and a number of application servers requires the following -

Ans, A fy))
Rumber of oy
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(1) ‘The Kerberen server mmst have the ser ff,
passwerd of all patticipating tsees iny ifa Gatabase, Alf
the Kerheros server

(Ofty, .
ary afn””f'n Gt
ﬂ"ﬂ'ifr\r,‘,’ o
Wiy
(i) The Kerbaros server st shate 4 secpe

tkey wig
All servers are registered with the Kerboron servey, ! each g

Py

Such an envitontnent is teferred teor as a realm,

QA0 In the context of Ketheros, what | realm 70, ¢y /n
LALTY i,
Ans, Refer to (.39, e nyy,

Q.41. What do you mean by Kerberos 7 Compare iy witly dlgital ¢

(R.Ciry,, g,

r June 3400
Ans. Kerberos - Refer to (.37, iy

Comparison between Kerberos and Digital Signature _

S.No. Digi ml—m\

Itis also an authenticy
We cannot use a secret ( Symmetric)
key to both sign and verifya Signature,
Its operation is as follows The
sender uses a signing algorithm o
sign the message. The message and
the signature are sent to the receiver,
The receiver receives the message
and the signature and applies the
verifying algorithm to the -
combination.

Kerberos

(1) |1tis an authentication protocol,
(i1) [Itis based on symmetric
cryptography.

(iii) [Its operation is as follows — A
client requests a ticket for a
ticket-granting service from
Kerberos. This ticket is sent to
the client, encrypted in the client’s
secret key. To use a particular server,
the client requests a ticket for that
server from the ticket-granting
service. The client then presents
this ticket to the server along with
an authenticator. If there is nothing
wrong with the client’s credentials,
the server lets the client have access
to the service,

tion methog,

Q.42. Briefly describe the motivation Jor Kerberos scheme.
Or ; :
Justify suitability of Kerberos Jor online real time applications. ;
(R.GPV,, Dec. 200
. ey . that
Ans. 1f a set of users is provided with dedicated personal comPU‘c:SEclc
have no network connections, then a user’s resources and files can bff Pf"ﬂd pol
by physically securing each personal computer. When these users |'nstt; en
served by a centralized time sharing system, the time-sharing operating $¥

(i -1 144

vity. The OPAIATG SYWA ot snlentn jorm ot
~ L7/

yide anp identity w0 v (o Lo gressfiors to, indansic sy

{0
il P el 01 1) iev 18 breicat, Miwe e i
A . WANATION 14 E s RS COTATAON 1% % A4t bnyad
*P chet O thers VA6 1

/ % . P
g of dedicated wasr weniatations (o) 1084 aid didteibanteg

it .
ﬂ T{,/{A'/ e aafifs v p
e SO [ (i exvoitOmaficnt, (Gren apurtaehon fe swrnri AN e

(it el eVt

;((wnrrzln
yisione!
(i
apr OF U '
dentification (1),

off el i o pequire that client systerns authenticate theraseleves to servers,
(in ,,'\'n t systern concerning the identity of its user,

fot trust !ﬁc ¢ ;:«c{ [',irc the user to prove identity for each service invoked. Alse
, (’: ':cr\vc:-‘; prove their identity to clients,

requite tha ‘,” Josed environment, in which all systerns are wned, and
fna S"’i" mb;mgﬂnimtion, the first or perhaps the second strategy may

operated !’% dms a more open environment, in which network connections tn

i ’bt; ines are supported, the third approach is needed to protect user

ofher oK and resources housed at the server, This third a pproach is supported

infr,én?ﬂt:::‘;gz Kerberos assumes a distributed clientserver architecture and

:,{,plg;s on;: or more Kerberos servers to provide an authentication service,

4 (y om eachs individual client workstation to ssurs the identity
¢ O ; '

’ V‘cr{ and rely on each server to enforcs & weciric 7 poticy baanad

ae

AL

Q.:Iﬂ. What are the requirements of Kerberos ?
' Or

What four requirements were defined Jor Kerberos ? Expluin.
) (R.GPV,, Dec. 2011)
Ans, The following are the requirements for Kerberos —

(i) Secure — A network eavesdropper should not be able to obtain
the necessary information to impersonate a user. More generally, Kerberos should
be strong enough that a potential opponent does not find it to be the weak link.

(i) Reliable - For all services that rely on Kerberos for access control,
lack of availability of the Kerberos service means lack of availability of the
sUpported services. Hence, Kerberos should be highly reliable and should employ
adistributed Server architecture, with one systemn able to back up another.

("'_'i) Transparent — Ideally, the user should not be aware that
alion s taking place, beyond the requirement to enter a password.

() Scalable — The sysem should be capable of supporting large

"mOers ofclients and servers. This suggests a modular distributed architecture.
“’“5[;[: ls}:]i?gom these requirements, the overall scheme of Kerberosis that of a
Propogeq "Party authentication service that uses a protocol based on that

by BEdham-SChroeder.l It is trusted in the sense that clients and

Kerberos lo mediate their mutua) authentication. ., -

uthentjc

Svers inygy
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Q.44. Differentiate between
are the shortcomings of Kerbero
KNerberos version 5 2

Kerberos version | g

. nd Yers:
s version 4 2 Hoy Sion

are . ]
e !he_; “"l‘?‘co," 7lq,
e

Or
What are the principal differences between version 4 and
p ) Vo me
Kerberos : (R.GPY, Dec, 2006 “,t'mon Sor
Or » Jiine 201 2}
Differentiate Kerberos version ¢ and 3,

Or
Give the differences between version 4 and version 5 of Ke
T,

RGPy,

Ans Differences between Versions 4 and 5 — Ve

address the limitations of version 4 in two
and technical deficiencies.

RGRY, Jyp, 200y,

be!‘os‘

- d
areas —environmenta] shoru:on?iljlln
%

Version 4 of Kerberos was developed for use within the Project A
environment and accordingly, did not fully address the need tq be of %Tem
=therg|

purpose. This lad to the following environmental shorrcomingg,

(i) Encryption System Dependence —
DES. Export restriction of DES as well as doubts about the strength of g
are thus of concem. In version 5, ciphertext is tagged with an encryption fy
identifier so that any encryption technique may be used. Encryption keys g,
tagged with a type and a length, allowing the same key to be used in differey
algonthms and allowing the specification of different variations op a given
algorithm.

(ii) Internet Protocol Dependence — Version 4 requires the use of
Internet Protocol (IP) addresses. Other address types, such as the 1SO netwok
address, are not accommodated. Version 5 network addresses are tagged with
type and length, allowing any network address type to be used.

(iti) Message Byte Ordering — In version 4, the sender of a messa
employs a byte ordering of its own choosing and tags the message to indica
least significant byte in lowest address or most significant byte in lowest addres:
This technique works but does not follow established conventions. In version
5, all message structures are defined using Abstract Syntax Notation O
(ASN.1) and Basic Encoding Rules (BER), which provide an unambiguos
byte ordering.

(iv) Ticket Lifetime — Lifetime values in version 4 are encoded lﬂ:
8-bit quantity in units of five minutes. Thus, the maximum lifetime t!wl can :
expressed is 2% x 5 = 1280 minutes, or a little over 21 hours. Tblsrn}:Y
inadequate for some applications. In version 5, tickets include an expli¢
time and end time, allowing tickets with arbitrary lifetimes.

Version 4 Tequires the use of

Unit-11 161

. ation Forwarding — Version 4 does not allow
mllu'ntu'a_ { to be forwarded to some other host and used by
(1) edtoone cie ity would enable a client to access a server and

ssue i . . ;
jals IS;::‘lﬂt This CﬂP“b:_lscn,er on behalfofthe client. Version 5 provides
client ¢

o access anoth

e pability

Im 4,,ﬂ,enricarian— In version 4, interopembillty among
. fcﬂ'fﬂ /
) In

(vi the order of N? Kcrberos-to-Kerb?ros relationships.
s requires on {hod that requires fewer relationships. . ‘
o support* * ™ i sental deficiencies, there are technical defici-
iepl:-\c:ltgz:':)rll itself. The deficiencies are listed as follows —

ic jon — tickets provided to clients are
cies 10 ncryption Often r
! .Dnubz ffith’:t‘he secret key of the target server and then again
aerypted twlf& (});20“’11 to the client. The second encryption 1s not necessary
g ret k&Y
wnh‘nsfin pumliona”y wasteful. o . .
aad 5 €0 . pCBC Encryption — Encryption in version 4 makes use of a
. }:)de of DES known as propagating block chamm.g (PCBC), It
- mnsu-ated that this mode is vulnerable to an attack mvo]_vmg t.he
has beet dem?ciphenext blocks. PCBC was intended to provide an integrity
intmhmg:noof the encryption operation. Version 5 provides explicit integrity
;:;;::ns allowing the standard CBC mode to be used for encryption.

ot from thes
- the yersion

(iii) Session Keys — Each ticket includes a se§sion key_that is l%sed by
e client to encrypt the authenticator sent to the service associated \\_nth that
ticket. In addition, the session key may subsequently be used by the client and
= server to protect messages passed during that session. However, because the
san ticket may be used repeatedly to gain service from a particular server, there
sthe risk that an opponent will replay messages from on old session to the client
or the server. In version 5, it is possible for a client and server to negotiate a
subsession key, which is to be used only for that one connection. A new access
by the client world results in the use of a new subsession key.

() Password Attacks — Both versions are vulnerable to a password
atack. The message from the AS to the client includes material encrypted
¥ithakey based on the client’s password. An opponent can capture this message
:ﬂ;l;ttfmpf o decrypt it by trying various passwords. If the result of a test
pm&:gna:dom‘e proper form, then_ the opponent has discovered thf: client’s
Kerberg Ve May Subsequenu}, use 1t to gain authentication credentials fl:om
g 100 5 does provide a mechanism known as preauthentication,

Password attacks more difficult, but it does not prevent them.

C Shﬂuld make
"y two difference between Kerberos 4 and Kerberos 5.

0.45, Write q
' . 16
Ans. Refer 14 Q4. (R.GPY., June 2016)
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0.46. What are the advantages of Kerberos »
Ans. The advantages of Kerberos

. (i) A user’s password is not
ciphertext) during session initiation,

are as rollo“,s —

sent on the wire (ei
Cither
N plajn

. > tcx‘
(ii) Kerberos provides cryptographic i

Each service access request is mediated by the
identity of the user/client is authenticated by the
the user/client request encrypted with the Clien
(iii) As each ticket has a lim
Cryptanalytic attacks cannot be launched.

(1v) Kerberos assumes that the clocks
servers are synchronized. A host responds back
have timestamp value close to the current time a

Protectiop agaj
ns

TGS, whicy, kno:vspw'"&

Kerberos AS ang

UTGS session ey,

ilcd Valldity perlod’ longl
~le

across all the ¢
only if the requ
t the host,

cation. The TGs a
on key and the (;
€ssages containin
ses this approach

ients an

d the
€St m

CSSagES

(v) Kerberos provides mutual authenti
respectively get access to the Client/TGS sess;
session key only after they can decrypt the m
with their appropriate secret keys. The client u
authenticate the servers.

nd §§ ¢,
ent/Sery,,
g these keys
to indirecny

0.47. What are the weaknesses of Kerberos ?
Ans. The weaknesses of Kerberos are as follows —

_ (i) Kerberos requires continuous availability of a trusted ticke,.

granting server for all access control and authentication checks.

(11) Authenticity of servers requires a trusted relationship between
the TGS and every service server.

(i11) Timely transactions are required to reduce chances of a use
with genuine ticket being denied service. .

(iv) Password guessing could still work to get the valid secret key
for a user. The whole system is still dependent on the user password.

(v) Kerberos does not scale well as the number of service sen{ers B
increased. The TGS has to maintain a trustworthy relationship and mainiai
the secret key for each SS. Adding backup service servers further complicals
the situation. . N

(vi) Network services cannot be accessed without obtaining K;r:’[fo
authentication. All applications run by the users in the network nee

through Kerberos authentication. "

N SECURITY — THREATS IN NETWORKS, '.

;’ INroRMATI?;m CONTROLS, ARCHITECTURE, WIRELESS |

U
Nﬂ‘";ggggsmsc " HONEY POTS, TRAFFIC FLOW SECURITY

K

e the critical characteristics of information. How are they

0.1. Describ (R.GPV., June 2017)

Sfd in Cmﬂplﬂél SECMHW ?
I

Or

i sic principles of information security.
Bl AR (R.GPV,, June 2008, 2015)
Or

What are the key principles of security ?
Or

(R.GPF.V,, Dec. 2008, 2009)

Explain the following — B
() Confidentiality (i) Integrity (iii) Availability.
(R.GPV,, June 2011)

Ans. Network security problems can be divided roughly into four closely
intertwined areas — secrecy, authentication, non-repudiation and integrity
control. Secrecy, also called confidentiality, has to do with keeping information
out of the hands of unauthorized users. Authentication deals with determining
whom you are talking to before revealing sensitive information or entering
nto a business deal. Non-repudiation deals with signatures — How do you
prove that your customer really placed an electronic order for ten million left-
:::ieggmhkkeys_at 89 cents each when he later cla'ims the price was 69
- ﬂ']at’ma)‘be he claims hc? never placed any order. Finally how can youlbe
that 5 ‘alé message you received was really the one sent and not something

T}T ¢1ous adversary modified in transit or concocted ?
- azzsa;re the four chief issues (principles) of security. There are two

> control and availability,

¢ different security principles are discussed below —

nly the Sggd Confidentiality — The prnciple of confidentiality specifies that
erand the intendeqd recipient(s) should be able to access the conte”
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of a message. Confidentiality gets compromised if ap Unautho

able to 2ccess 3 message. Example of compromising 1y cnnﬁr:jzw.
message is shown in fig. 4. 1. In this figure, the user of A sendsa cnha“‘) M!
B. Another user C gets access to this message, which is not dt‘simd_] Qgey, R
defeats the purpose of confidentiality. Example of this could by , u‘%f;f
emzil message sent by A to B, which is accessed by € Without the mn_ﬁdh‘.\

knowledoe of A and B. This type of attack is known as ime,n,p ﬁs:"‘hs%a:

Fig. 4.1 Loss of Confidentiality
Iz=rception czoses loss of message confidentiality.

() Aﬁaﬁmbn—Am‘;::ﬁmmnﬁchmﬁmsbe]pmegzbﬁﬁm
of idenmmies. The zuthentication process ensures that the origin of 2 51&"-‘-&
messzze or document 5 correctly identified. For instance, suppose tha we(
sends 2o sl=coonic document over the Internet to wser B However, the diffion,
& &= user C ks posad a5 user A when he sent this document to user B g,
would user B know thet the message has come from user C, who is POsing zs
A7 A rezl Efe example of this could be the case of a user C, posing s mser 4
sendng z fnds trznsfer request (from A's account to C's account) to bank B T
bank migz fzppily wrznsfer the funds from A’s zccount to C's account — zfierd]
2 would think thzt user A has requested for the funds transfer. This COTOER 5
siram @ fig 52 This type of 2ttzck is known as fabrication.

Fig 4.2 Absence of Authentication ;
Fabrication is possible in absence of proper authentication mech#”

v'
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.. _ When the data of a message are changed after the
il .l"“glﬂt‘»:'cfom it reaches the intended recipient, we say that the

ger 57 s it "’U“MC is lost. For example, suppose you write a check for
of "n’ of the mc“,,:)ods bought from the US. However, when you see your
ategn ° say for the =nL you are started to see that the check resulted in a
unt stnlcnzl‘fhis is the case for loss of message integrity. Conceptually,
02— 4.3. Here, user C tampers with a message originally sent
™ i< shown I ﬁ-f.;,c.mally destined for user B. User C somehow manages to
:;lu A “-m:: il; contents, and send the changed message to user B. User B
4SS it h?ﬁmo“'iﬂg that the contents of the message were changed after

pas 0 ¢t it. User A also does not know about this change. This type of

Ahad se? as modification.
* |
=

-gfk is Jnown
e @ Ideal route of the message

el Yy

Traeitic Actual route of the message Transfer
$1000 $10000
to D toC

Fig. 4.3 Loss of Integrity
Modification causes loss of message integrity.

(iv) Non-repudiation — There may situations where a user seads a
message, and later on refuses that he had sent that message. For example, user
Acould send 2 funds transfer request to bank B over the Internet. Afier the
benk performs the funds transfer as per A’s instructions, a could claim that he
zever sent the funds transfer instruction to the bank. Thus, A repudiates, or
denies, his funds transfer instruction. The principle of non-repudiation defeats
sich possibilities of denying instructions, once sent. This is shown in

fiz 44
I never sent that message,
which you claim to have
received
" Fig. 4.4 Establishing Non-repudiation
i "i’_"m‘PUdlation does not allow the sender of a message to refute the

'm0t sending (hay message,

A
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(v) Access Control —
who should be able to access wh
can view the records in a databas
might be allowed to make update
be used to ensure this. Access con
and rule management. Role mana
user can do what), whereas rule management focuse
(which resource is accessible, and under what circy
decisions taken here, an access control matrix
against a list of items they can access (e.g.
file X, but can only update files Y and Z).
subset of an access control matrix.

The principle of accesg contrg)

al.bFor cxample, we cap Specify ﬂfl"fninE

€, but cannot update g, ¥
p hem, HOWQ‘-’Qr SCI,\

s as well. An access control megy,,  Ysery
trol is related to two iy

Ecment concentrateg

S ON the reg, - )

X mslances). BﬂSe Cs Sidy

X 1 prepared, whicy, lsts [hon the

» It can say {hat user A ¢, € User,

An Access Contrgy List ¢4 E,VLI;

Sq

Access control specifies and controls who €an access whyt

(vi) Availability — The principle of availability sa

(i.e., information) should be available to authorized parties

example, due to the intentional actions of another unautho

authorized user A may not be able to contact a server

fig. 4.5. This would defeat the principle of availabilj
known as interruption.

=]

¥s that Fesourgy,

at all timeg. For
Tized user Ca
Computer B, a5 shownjn

ty. This type of-attack jg

=

C

Fig. 4.5 Attack on Availability
Interruption puts the availability of resources in danger.

. i i ity ?
Q.2. Why is confidentiality an important pﬂm‘!pl? I;’.g;‘;‘/‘,' ‘;J”m, 201

Ans. Refer to Q.1 (i).

\ il . jce and
Q.3. Define the terms integrity, confidentiality, del_;"gP 0,{ S;Zy 201
authentication, ) (RGLF 22

Ans. Integrity — Refer to Q.1 (iii).
Confidentiality - Refer to Q,I-(i).

TR 1 ave

9
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ay slow down or totally interrupt the service

O-S v )1’1 be used by attackers to achieve this. He
- C:ts to a server that the server crashes due to
ker 1?11;; intercept and delete a server’s response to a
oad. The attﬂ:{ nt to believe that the server is not. respondlpg. The
g in the € let requests from the clients, leading the clients to

intercep em.
; a[soera[ times and overload the syst
sev
pests

.1 ().
" nlicalion _Referto Q.1 (

Authe . security ?

04 what fS '.’e:”:;:[inuous process of protecting an object from attaf:k.

Ans. Secun%(lsEl person, a organization like a business, or property Il:(e
That object may eor a file. When we consider a computer system, for example,
“Ompumr?ys,teﬁes the security of all its resources like its physical hardwgre
its security m_‘o readers, printers, the CPU, the mm.utors, and olher_s. In addition
com (JIICT‘[_Shke sources, it also stores non-physical resources like data-and
1o ils pll?’slcal v ed to be protected. In a distributed computer system like a
iformatiof - covers physical and non-physical resources that make
pevork, (he prptiCt(!]?: communication channels and connectors like modems,
uPlhenCM?rki:g.: L:mdgscrvers, as well as the files stored on those servers.
gﬂgiefsoyresjr:[zach,of these cases, _securi ty means preventing unauthorized access
use, alteration, and theft or physical damage to these resources.

ice-=D

Serv
penli! OSeverﬂl stralcg

i src
nfﬂSyswm many DOBY

M

>

i 1 es of software threats in detail,
e L (R.GP.V,, June 2010, 2015)
Or

What are the types of malware (malicious software) ? Briefly explain
each of them, (R.GPV,, June 2005, Dec. 2005, 2006, 2008)

Ans. Fig. 4.6 shows an overall taxonomy of software threats, or malicious
programs. These threats can be divided into two categories — those that need a
host program, and those that are independent. The former are essentially
fragments of programs that cannot exist independently of some actual
tplication program, utility, or system program. The latter are self-contained
Programs that can be scheduled and run by the operating system.

Malicious
Programs
Nere:)"gsrlnlr'll'ls. Independent

Try
Logic Bomps

* AN
Man HM-EI‘ |:viruses —I I:‘Vorm] I Zambl‘el'

Fi Rep}gcnte )
ig4.6 Taxonomy of Malicious Programs &t
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Trap Doors — A trap door is a se NOing
allows someonc that is aware ol the trapdoor 14 ];'ml Mo g Prog
through the usual sceurity access procedurcs, Tfl "‘l“CCCSS Wilhiralh thy
Icgitimnlcly for many years by programmers 1o dcb;nr: coors hay, h(‘\ul gbin:
is done when the programmer is dcveloping an Eand- ol mgra‘:n URQE
authentication procedure, or ring P hicatiq L Th

cret cntry

a long setup, requirine is
different values to run the application, TE del?l?;;rm% ::_Z :‘Scr t :lle:‘ﬂ. a
may wish to gain special privileges or to avoid all e I%ra,h‘ he leyy any
authentication. The programmer may also want 1o ensure lhii’:sga SClUDGDcr
of activating the program should something be wrong ‘Vitl; llihcny ) mcﬂf:nd
procedure that is being built into the application. The trap dc Athe icaﬁnd
recognizes some special sequence of input or i trig 00r s goe 0N

> } gcered by pe; ¢ th
certain user 1D or by an unlikely sequence of eventg : bemg fun fromal

Trap doors become threats when the
programmers to gain unauthorized
system controls for trap doors.

Logic Bomb — The logic bomb is cod
program that is set to explode when certain
conditions that can be used as triggers for a logic bomb ar
absence of certain files, a particular day of the week or da
user running the application. When triggered, a b,
or entire files, cause a machine halt, or do some

Trojan Horses — A Trojan
containing hidden code that, w
harmful function.

Y are used by y
. . nscr
access. It is difficult to jp, Upulg,
Plement g
Perat,
8

¢ embedded in

. Ome |egii
conditions are Bltimgy,

et Examples of
[ lhe p]‘eSED
1€, or a par;

) ular
omb may alter or delete g,
other damage.
horse is a program or com

c mand proceqy
hen invoked, performs SOme unwanteq g

CE o

Trojan horse programs can be used to acco
that an unauthonzed user could not accomplish directly. For example, to gain
access to the files of another user on a shared system, a user could create s
Trojan horse program that, when executed, changed the invoking user’s fil
permissions so that the files are readable by any user. The author could then

induce users to run the program by placing it in a common directory and naming
it such that it appears to be a useful utility.

mplish functions indirectly

Zombie — A zombie is a program that secretly takes over another In!e[ne;
attached computer and then uses that computer to launch attacks that are dlﬂf:s
to trace to the zombie’s creator. Zombies are used in denial-of-service ani m;
against targeted Web sites. The zombie is planted on hundreds{] olt;:?l:pmgﬂ
belonging to unsuspecting third parties, and then used to overw uf;ﬂ'lc.
Web site by launching an overwhelming onslaught of Internet " i

Virus — A virus is a program that can infect other programs |t:1ych o
them. The modification includes a copy of the virus program, W .
go to infect other programs.

4
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_ are tiny scraps of genetic cod.e - DNA or RNA — that
ica mscls'ncl'y of a living cell and trick it into making thousands
or the macolr' the original virus. Like its biological counterpart, a
R lics in its instructional code the recipe for making perfect
FIC o Virts carf d in a host computer, the typical virus takes temporary
ComP"ﬂ itsell- LOdg‘:r,5 disk operating system. Then, whenever the infected
0pics ofthe cmﬂ_pulcconlact with an uninfected piece of software, a fresh
(0Nl of COMES into es into the new program. Thus, the infection can be
comp (he virus pass 1o computer by unsuspecting users who either swap
o e m comr’ut,e;ms to one another over a network. In a network
ks scmihisr:tf)vi;ny to access applications and syslelln services on other
cn\'i"’"mcr;:;ovi des a perfect culture for the spread of a virus.

computer® orm is a program that can replicate itself and send copies

Worm — A wcomputer across network connections. Upon arrival, the
from computer wtivated to replicate and propagate again. In addition to
worm may beh acworm performs some unwanted functions. An e-mail virus
ProPagauong :h: characteristics of a worm, because it propagates itself from
has 50":3 :ystem However, we can still classify it as a virus because it needs
system )

2 juman to move it forward.

0.6. What is worm ? What is the significant differences between a worm

d avirus ? (R.GPV,, June 2014)
Or

Differentiate between viruses and worms,

(R.GPYV., June 2016)
Ans. Refer to Q.5.

Q.7. What is the difference between passive and active security threats ?

(R.GPV, June 2013)
Or

Why are some attacks called as passive 2 Why are other attacks called
active ?

(R.GPYV, June 2014)
~ Ans. Passive Attacks — A passive attack attempts to learn or make use of
information from the system but does not affect system resources. It means
that the goal of the opponent is to obtain information. Passive attacks are those

! threaten confidentiality — snooping and traffic analysis. The revealing of

e information may harm the sender or receiver of the message, but the system
ot affected, T,

5 at is why, it is difficult to find this kind of attack until the
ender or receiver fj

nds out about the leaking of confidential information.
Active Attacks —

. An active attack may change system resources or affect
i Peration, Active attacks are those that threaten integrity and availability.
Ve attag

fan ly ier to detect compared to prevent, because an attacker
nch the number of -

Rir

are eas
min g
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Q.8. What are the differences between g,
cqt a"d a

Ans. Threat— i N
is @ circumstanec ?polt)§qilal for. Vviolation of Securit -"GCk ?
cause harm. That i lm'y’ action, or event (hgy cy’ e EXists
. 15, a threat is a possible dange ould breagy, . Meny
Attack — An assaul ger that Might explgrc - Curiy, ¢
et thet 1s. & a :lm ton system Security (hat deriy °llavulnc )t',.a,nd
s S, an inte l_lgcnt act that is deliberate ©s from an iy Ui,
security services and violate the SCCUl’i[y pohcy O‘f allCmp[ to evag te”igehl
" a Systerm, © sy,
0.9. Describe the model of network securiry, ey
Ans. Fig. 4.7 shows the model for network security,
1ty.

sent from one party to another across some s
.mvol\'ed in this transaction, must cooperate for
information channel is established by defini
from source to destination and by the co
protocols by the two principals (parties).

Trusted Third Party
(e.g. arbiter, distribuier
of secret information)
Security-related

€ssagy ;
ort of Internet The t%vcols o,
pal‘lies

Sender Iransformation Information Security-relateq
- s Channel Transformatigy, R
Message ecure Secure Ecipiey
Message Message .
8 ( 0 ; Secret
3 PpPonent
Information Information

Fig. 4.7 Network Security Model

Security aspects are important when it is necessary or desirable to proteq
the information transmission from an opponent who may present a threat to
confidentiality, authenticity, and so on. The techniques for providing security
have two components —

(i) A security-related transformation on the information to b

transferred. Examples are the encryption of the message, and the addition ofa
code based on the contents of the message.

(ii) Some secret information shared by the two principals {lﬂd- i E
expected, unknown to the opponent. For example, an encryption key used i
conjunction with the transformation to scramble the message befort
transmission and unscramble it on reception.

A trusted third party may be required to get sec
instance, a third party may be responsible for distributing the
to the two principals while keeping it from any opponent._O
be required to arbitrate disputes between the two principals conce
authenticity of a message transmission.

ure transmission- fof
secret infonmnonl
r a third party may
ming
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cral model, there are four basic tasks in designing a

orithm for performing the security-related

) |
an o Id be such that an opponent cannot defeat

gorithm shou

- ate the secret information to be used with thc.alg()rilhm.
i) Gene” thods forthe distributionand sharing of the secret information.
i) Find me to be used by the two principals that makes

. rotOCO] 4 . .
iv) Spiclf:;;oﬁlhm and the secret information to get a particular
curity

¢ various security mechanism to achieve security goals ?

tar ; g
Q'm' e ty mechanism to achieve security goals are —

Ans: SO seess i ide confidentiality. It can
' ) E,,c.-'pherment—Enmphement can provi ty.
i

4o complement other mechanisms to provide other services. Today,
use < are used for enciphering — cryptography and steganography.
WO techﬂ"’l_ue pata Integrity — The data integrity mechanism appends to the

@ neckvalue that has been created by a specific process from the

data 3 shor_‘n‘: gata and the checkvalue are received by the receiver. From the
dzm.ﬂselﬁ w‘:he receiver creates a new checkvalue and compares the newly
recewzdc?;ckvalue with the one received. The integrity of data has been
ﬁ:?ved if the two checkvalues are same.
f (iii) Digital Signature — A digital signature is a means by which t.he
ender can electronically sign the data and the receiver can electronically verify
the signature. The sender uses a process that involves showing the she owns a
private key related to the public key that she has announced publicly. The
rceiver uses the sender’s public key to prove that the message is indeed signed
by the sender who claims to have sent the message.

(iv) Authentication Exchange — In authentication e.xchange, two
entities exchange some messages to prove their identity to each other. For

mkllrllple, one entity can prove that she knows a secret that only she is supposed
10 know,

also be

i ®) Routing Control — Routing control means selecting and
R;iT“Dl}Sly changing different available routes between the sender and the
¢r to prevent the opponent from eaves dropping on a particular route.

" "Oﬂlrol?t,:i cfo’ﬂ’iﬂ‘lﬁcrf! — Notarization means selecting a third trusted party
Tepudiation, Themmuplca“o“ !’ﬂwecn two entities. This can be done to prevent
nordery - Teceiver can involve a trusted party to store the sender request

vent the sender from later denying that she has made such a request.

(vii
) Access Control — Access control uses methods to prove that a

User hag
ceess rj
SSTight to the data or resources owned by a system.

y

- |

CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

17
2 Cryptography & lnfonnation Se

O.11. With q proper diq

. N gram, b,
and the categorization ofvario, » ONIng out the taxong,,
1

s § 3
Ans, Security Goals — Fig.4 St’lﬂ'unly Aftacky While rcr':vro SCCu;
i - - 4.0 8 (74}
Integrity and availability_ Shows three securjt “

Curity

Y Boalg

(') Conj;llc
y n“al'f}’ = Conhdcnlia“ y I-S llOSl C '

informati i i i
; 'on sccurllly. Itis requireg to protect ¢ i
Organization requires to protect against eonfidenti

those malicious actions that cndanger
the confidentiality of jis information
.In the military concealment of sensitjve
information is very crucial,

on ¢
~ Pe
I mr(,,mﬂﬁuncmr

In industry, concealment of info
the operation of the organization, In
be kept sccret.

rmation from
banking, custo

0 i ‘
m[)ctllors Is "ecst
mers aCCoums ’Cquirary

Cly

(i) Integrity - Information changes consta tl
customer deposits or withdraws moncy, the balance o?hyi =
be f:l-mngcd. Integrity requires that changes need 1o be (lo:ea::|0unl
CI.llulL"s and through authorized mechanisms. Itis no( necessary (e :
violation is the result of a malicious act, An interruption in?(h Mll'hcm|§ L
power failure, may also create undesired changes in some ini':):r?:;ltico':‘ a

(iii) Availability -1t is required that the information creale .
by an organization be available (o authorized person, Information chapge,
constantly, which means it must be accessible to authorized persop, T&h:
unavailability of information is just as dapgerous for an organization g
lack of confidentiality or integrity.

ng, thna

TCquireg 1o
Y by authoriyy

d and slory

the

Attacks - Three security goals — confidentiality, integrity, and availability
= can be threatened by security attacks, Fig. 4.9 shows the taxonomy of securiy
attacks,

Sccurity
Attacks
|
1 ] ]
| Snooping | [ Modification | Denial of
Service
TrafMe |Mu«|ucrmlh|u| Threat to
Annlysis Avallability
Threat to _
Conflidentiality Repudiation

Threat to Integrity

» Goals
Fig. 4.9 Taxonomy of Attacks with Relation to Security
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tiality — There are two types of

. Tden f
ning Conft formation — snooping and traffic

ate . .
e dentiality of in

) Atac the confi
lf:)ch threate” i > means to unauthorized access to or
cl:S“' ing — Snooplng

e a file transferred through the Internet may
cc, 1

An unauthorized person may intercept the
for his own benefit. The data can be made
rment techniques to prevent

i oop
A () SA For instan

a .

jon 0077, rmallon-
i“lcﬁczﬁﬁdcn"a] [:fg]c Con[CntS he
ha:asmifs'onlar:o he intercepter by using

i igible

¥ lc]llg

onif

. : ta may make it
: s — Encipherment of da
:nuoPlﬂg' )] Traffic Analysi

.tercepter, however, he can get some other type
the 1 online traffic. For example, he can get the electromg
mon(;torlonrgthe receiver. He can collect pairs of requests an

e sen er

1 .
0 he l) hIS gu

(esponse tachs Threatening Integrity — The integrity of data can be
(i)

ing attacks —
cd by the fo”:-':-,cftion _ The attacker alters the information to make
(ﬂ_) M(I)ralﬂer intercepting or accessing information. For example,
{o himse essagetos bank to perform some transaction. The attacker
o asr;lgc and alters the mode of transaction to benefit himself.

(hreaten

it bcncﬁciﬂl
" cusmmer scn

: {s the mes .
i (b) Masquerading — It occurs when the attacker impersonates

dy clse. For example, an attacker may steal the bank card and PIN of a
sebocy €155 d d that he is that customer. Also the attacker pretends
bank customer and pretend tha
instead to be the receiver entity. For example, a user attempts to .contact a
pank, but another site pretends that it is the bank and get some important
information from the user.

(c) Replaying — The attacker gets a copy of a message sent by a
userand later attempts o replay it. For instance, a person sends a request to his
bank to ask for payment to the attacker, who has done a job for him. The
lacker intercepts the message and sends it again to get another payment from
the bank,

. (@ Repudiation - It is performed by one of the two parties
mt’Ssa:S :E:llelcom|11unication —the sender or the receiver. The sepder of the
. 2y later deny that he has sent the message. The receiver of the

£ may later deny that he has received the message.

bug I;te]:ﬂd:l;;;:]s:)t?‘er asking him bank to send some money to a third.pany
SSender Whe; hat he has made such a request is an example of denial by
clcclronicntly b & person buys a product from a manufacturer and pays for it

> Out the manufacturer later denies having received the payment

asks to sy
be paid is an example of denial by the receiver.

involy
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@iy Attacyy 7‘hrt-ar¢-ni

l)onlnl S iy
_y of her\'lcc (Dos
Servige ofa syge L

A""”"""in- -
m. Seve
¢ may g Cve

) = I)OS l“"y SI(\

. K W dow
ral stratepies own gy
: les ¢ " loy i
! hdtoa Many bopug re BICS can e USed by iy lan Nie
the heavy load, Thye o lfﬂ STequests 1, SCTVer : ey 10 gy My "
: : acker myy . LLC gy, b
C’Icn( resmle: . ! a4y Mieree SCrye Cye M
s ey . Pty e ¢ g Ve
Aitncls ting iy, the clien, 10 belieye |]I,. ' delere 0 Serveps, "8I, thig
Cr may jlso intereept ye o the se )
send requestg sey

N re 1 M
>SUS rver iy )
sral i AUCStS from ()0 cli SN0t g g
cral timeg an

CNLS, leggin. Pong;, ~ 1o,
e d overload (), System ]"“"'“u lhe C;li‘ *Thy
“e Lxplain the o - =
oncept of hon(t;_]‘pul. (R.qp Y, Dee 2003 %
LAY o r . “l' :
Write shory note on honeypoy, o 200‘)
(R. G(l)! ¥, Dec, 2000, June 200 D
- r ’ i
Whar is honey-pos » (R.G h 2008}
Ans, A re R
he hm::: A r(ilnuvcly recent INnovation ip Intrusion electj Hne 2!)09)
oy cypot. 1oncyp(?ts are decoy systems thatare designeq lonl( logy i
Cker away from critical systemg Honeypots are designeq 1 ) Olenty
(|) Divert an altacker from accessing Critical System
(n) Collect Information aboyt the attackerg activity,
_ (i) Encourage the attacker to stay on the g
administrators 1o respond.

can observe their behaviour in detail and figure out defenses.

0.13. Write short note on traffic flow security. N
Ans. Traffic-flow security is the use of measures that conceal thtl: psrl::sg11 :
and properties of valid messages on a network to prevent tr?ﬁ'lcr::“)ifng o
can be done by operational procedures or. by the protec_tlonS o L indude-
features inherent in some cryptographic equipment. Technique
(i) Changing radio callsigns frequently
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s sending and receiving addresses
a message 8

of

it) pneryntio”
|

[ f the
» at all times or much o
( cssage®) he circuit 1o appear busy
ncHs g |
g 'C i B ot traffic is
e (m)'Udummy lrllf['I pEnemp— whuhcr.or ]
sendi® ding 4 c(,mmuoulﬁ L|n asking or link encryption,
07 i send! - also called mas
o )} This is al8
itted.

: ications security.
§ ity ig one aspect of communic
e r ¢
nnﬂ‘mm oAlow gecu
)

M’T W LS pESIGN AND TYPES OF FIREWALLS, |
AL -
FIRE

t
DERSONAL FIREWALLS, IDS
r

U walls ? How Firewall guards corporate networks?

4, Whatare the fire (R.GPY., June 2013)
Q' 3
Or

i (R.GPYV., June 2017)
yiteshort note on firewatis:
{

i choke point that keeps unauthorized users

Ans. Afir ewa’f]dzgnwe;?c,s l:ﬁ:liibits p(?tentially Yulncrable scl:rvicc's fromf
out of the prote.c:tethe network, and provides protection from var_lous.kmd.s o
greringOr 1cVInE ting attacks. The use of a single choke' point Slmpl.lﬁes
Pipuie :Egr;:l;t because security capabilities are consolidated on a single
ecurity man s,
Wsle:;:‘:;ﬁf:z::; just as a sentry. The implementation of a ﬁre“"all guarlcils
acorporate network by standing between the network and the outsul;:_ wor “.
Altraffic between the network and the Internet must pass through the firewa

It depends on firewall that the traffic should be allowed to flow or not
Fig. 4.10 shows this,

P g s
| : i To i
i i Internet i
2 T I\ Internet -3
2
1
= L T 1T 1T 7 1 1}
- <- >
2
5 r - ) i
% 1 LLl - ll . T
Z
LT T
x\III Il
i | Firewall
S Corporate Network '

Fig. 4.10 Firewal
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DR L Y L o

ristcs (]fa
Ans, The f; £00d firewan impy
- 1he follow;j o Dley,
ofa firewal] — "8 capabilities (or charge R.q '(’;u,, '
er )

Istics) are Ty,

(R.cp ¥, June 2006, Dec.

(R.GPY;
the design goas + June 2005, Dec. 2005

r design Principles of firewal] -

firewal|g are used, whj
(iii) The fire

W is i
use of a trusteq system 3!] o

Ans. The two main atta

RGPV, June 2014)
(1) Most cor

clfs on corporate networks are as follows —
confidential dagy ; porations contain huge amo
competit In their networks. Leaking of this
()(If)can be a great setback.
1) There s a
co great danger of the outside ele
rporate network to create havoc, ® =L

unt of valuable and
critical information to

ering a

e
,.I?g
A

2008
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{ are the limitations of a firewall 2 (R.GP.V,, June 2014)

18, Wha i have the following limitations —

’ oW . :
Ans: Firc e firewall does not protect against internal threats, such as a
ed employee of an employee who unwillingly cooperates with an
- oruntle
gisgruP

" emal attacker
¢!

(ii) The firewall cannot prf)tect against %he transfer of virus-infected

s or files. Because of the variety of operating systems and applications
pr md ‘nside the perimeter, it would be impractical and perhaps impossible
s °ﬂ;rewa“ to scan all incoming files, e-mail, and messages for viruses.
fr the (iii) The firewall cannot protect against attacks that bypass the
firewall. [nternal systems may have dial-out capability‘to connect to an ISP
An internal LAN may support a modem pool that provides dial-in capability
for travelling employees and telecommuters.

0.19. What are the various functions of firewall ? &

Or
Explain the functionality of firewalls. (R.GPRYV.,, June 2011)
Ans. The main functions of a firewall are as follows —

(i) Access Control — A firewall filter incoming as well as outgoing
packets. A firewall is said to be configured with a ruleset based on which it
decides which packets are to be allowed and which are to be dropped.

(i) Address/Port Translation — Network Address Translation (NAT)
was initially devised to alleviate the serious shortage of IP address by prqviding a
setof private addresses that could be used by system administrators on their intf:mal
networks but that are globally invalid. Publicly accessible machines within an
organization, such as Web servers, may or may not have public Internet addresses.
However, in the latter case, it is possible to conceal the addressing schema (.Jf these
machines from the outside world through the use ofNAT. Through NAT, internal
machines, though not visible on the Internet, can establish a connection with external
machines on the Internet. NATing is often done by firewalls.

(iii) Logging — A sound security architecture will ensure that each
incoming or outgoing packet encounters at least one firewall. The firewall can
log all anomalous packets of flows for late_r smdy. These logs are very useful
for studying attempts at intrusion together with various worm and DDoS attacks.

(iv) Authenticatio™ Caching, etc. = Some types of firewalls Perfm:m
authentication of external machines artempnlng to establish a connectxon_ with
an internal machine. A SPf""ial type ofifirewil (;alled.a Web proxy authent.ncates
internal users attempting to access an external service. Such a firewall is also

d webpages. This results in decreased
ently requeste £es. ed response
?.sed to cl?chelg‘:“t“:vh“e saving communication bandwidth.
ime to the €

Ao -
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0.20. What is the use of firewall ? Explain Sirewayy desipy,
priy,

(R. Gp b, Mq ('r'mq

Ans. Use of Firewall — Refer to Q.19. 1y 2%

Firewall Design Principles — Refer to Q.16,

Q.21. List four techniques used by firewalls to contryy access g,

a security policy. (RGP v D'::"f“'tq
Ans. The four techniques that firewalls use to control accegg ang 3 201,

the site’s security policy are as follows — nfoy
(i) Service Control — The firewall may filter traffic o the .
IPaddresses, TCP, UDP, port numbers, and DNS and FTp Protocols iy, ada;_|§ of
to providing proxy software that receives and interprets each Service itigy
before passing it on. Ques;

(i) Direction Control — Where permission for traffi
determined from the direction of the requests.

(iii) User Control — Where access is
attempting to access the internal protected
incoming traffic.

(iv) Behaviour Control — In which acc
particular services are used, for example, fi

¢ flow j,

granted based on which user g
network; may also be used g

ess is granted based op how
ltering email to eliminate Spam,

0.22. Discuss policies and access contro

Llists for access to various types
of services.

) A ns. High-level policies for access to various types of services are formulated
within an organization or campus. Examples of these include the following -

(i) All received e-mail should be filtered for spam and viruses.

(i) All HTTP requests by external clients for access to authorized
pages of the organization’s website should be permitted.

(iii) The organization’s employees should be allowed to remoltely
log into authorized internal machines. However,
be authenticated and encrypted.

(iv) DNS queries made by external clients should be allowed
provided they pertain to addresses of the organization’g publicly accessible
services such as the Web server or the external e-mail server, However, querics
related to the IP addresses of internal machines should noy be entertained.

(V) Only two types of outgoing traflic are permiyiey pirct gl ¢
mail from within the organization to the ou_tsndf: wo‘rld are permitted, Second,
requests emanating from within the organization for exye

4 ot i omal Webpages are
permitied. However, requests for pages from certain IMAPPropriate” Websiles
should be denied.

all such communication should
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nslated into a set of rules that comprise an Access
i he action to be taken as a function of —

| policies ar¢
Hiﬂ"levf\l Flc specifies

number
atrol List acket’s source IP address and port b
i . er
¢ (M = cket’s destination [P address and port num
v The pa —
(“) The transport pmmCOl m'u . p—
i acket’s direction — incoming or ou g ) g o
(iv) Thﬁ_p eneral, be either permissive or restrictive. A pen?r:iss;::z
policies €30 mkits except those that are explicitly forblc‘:lden. %-lreiA (;:L <
licypermit all pac ts except those that are expllcltly.peljrmtted. e ;
P ey drop all packe ictive policy — the default action is Deny as expresse
POlici | implements 2 o capnned top to bottom. As soon as a rule is found
= and 8. The rules are’ ort numbers, etc.) the action
prules 3 cket’s attributes (IP addresses, p
(hat matches the pa d no further rules are processed for that packet.
it rle 8 247 * Control List
Table 4.1 Example Access Con
P—
[ tn-bound Transport|Src. IP| Src. Dest. IP|Dest. Action R
S' (1) or Out-\ o tocol | Addr. | Port| Addr. |Port
No. 1) - - .
™ bound (0) . MS |25 [Permit [ Allow incoming e-mail
i : = Any ’ i ests for or-
) An WS | 80 [Permit | Allow requ
(i) I TCP | Any y " | ganization’s webpages
Permit | Allow DNS queries
I UDP Any |Any| NS 53 : ) S
(i) * * |permit | Allow incoming
(iv) I IPSec | Any | Any e
i ther
Any | Deny |Forbid all o
v I Any | Any |Any Any incoming traffic
. i llow outgoing e-mail
Any |25 [Permit | A
v g TCP Auy | Any . 80 |Permit | Allow requests for
(vii) 0 TCP Any | Any external webpages
bid all other out-
Any |Any | Deny Fo.r
(viif) 0 Any Any | Any going traffc
I

ore important in security ?
(R.GPV, June 2016)

Lis's security technique thz%t can b}a used to regulate
Ans. Accéss c.ontro lsc resources in a computing environment.
who or what can v1ew. oru of access control — physical and logical. Physical
There are two r:i:l; gl:zsc ampuses, buildings, rooms and physical IT assets.
access control limits

rol limits connections to computer networks, system
. con
Logical access

files and data.

0.23. Why access control is m

-
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0.24. Explain various types of firewalls,

Or

What are some weaknesses of a packet-filterj,,

application level gateway and circuit level gateway

(R.GPY, Dec, 29
Ans. Fig. 4.11 shows the three comnion types of fj
application-level gateways, and circuit-level gatewa

Pac|

filtering *

Router
(a) Packer-ﬁllering Router
Application-level

QOutside
Connection

Gatew ay

ro"f(’r .
? ? ” ha’ i‘ A
1
03, J“Ile2 q g
Irewallg ’ 099}
Q
ys. Packet iy,

Inside
Conneéction

S

Inside Hust

Outside Host m
I
(b) Application-level Gateway
Circuit-leve]
Gateway
Outside
Connection
=G 6
Outside Host

SHO
©x) i-{w)

Inside

Connection g‘
T -
[+

Inside Host
(¢) Circuit-level Gateway
Fig. 4.11 Three Types of Firewalls

4.11 (a),
discards
in both d

(D) Packet-filtering Router — A packet fi
applies a set of rules to each incoming IP p
the packet. The router is typically confi
irections (from and to the internal netwo

ltering roye, shown in fig
acket ang then forwards or
gured 1o filter Packets going
rk). Filtering Tules are pased
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destination
i nctwork packet- Sourc;d][;szd(jl;fs;otocol field
Ontaiﬂcd in il ation lranspoﬂ-level aadress,
tion € and destin
Soufcc
P pddre eface

tches to
: ically setup as @ list of rules based on ma
. 'S typlcﬂ
ot filter )

les, that rule is

g tch to one of the rules, .

there is a maic] . If there is no

¢ TCP header. 1 forward or discard the Pac_k‘?‘ e possiblo—
s int elponnine whether to[' nis taken. Two default policies are p

fiel® (o dete faultactiol

' sath i ly permitted
qvoke e, then ade eard — That which is not expressly p
md (@) ‘

i hibited
ich is not expressly pro
is prohibited- rward — That whic

b) l)cfault— fo

f . i rvative. Initiall ,'ev thin
s e.ﬂ mdef.au d'scal‘d scheme 18 the more conse i e ) £ i
| ble ounsler's who atre more ke y to SCE— he ﬁl’CWﬂ“ as a hindrance.
‘l ’ dl scheme I]Clearseli Y f thl’ end users but provides
: i 'fa-ul [torwa 5 i 5 ease Of use

st e : l.ty ini st react to each new

(-’;‘ct ty ]r sence the secur administrator mu hi
Ul'i . In es: ]

reduced S

. Wi ici ket
. t becomes kno o s e
sccurity threat as 1 f a packet-filtering router is 1t simplicity.
e o
One advantag

1 are transpatelll to users and are VeI y ]ﬂs .
1 ters

knesses
. Some of the wea
filtering router also has some weakness

Packet-11

i re as follows — _ er—layér
of packet-filtering router a kel firewalls do not examine upp
(a) Because

- ation-specific vulnerabilities
plication-spectfic’ i
ttacks that employ 2p k specific apph
R prev;?; aa packet filter ﬁrewalltﬁa:lm;;?g;% onpwill be permitted.
T ilable within that appHce™ firewall,
commands so that all functlonsf zta}\:a - R Loble to the fir
e
(b) Because 0

is limited. Packet filter
i filter firewalls is e
] i tin packet cess control decis
i ﬁJnCthI}allty P":: E-lformaﬁon used to make ac ality of the firewall,
logs normally contain the sa i °fupper-layzruil:rcfftﬁentication oy
se
ot frowal do ot support P ks and exploits that
il lly vulnerable to attac d protocol stack,
(d) They are gv'ttil:;mme TCP/IP specification and p
lems WI
take advantage of prob

ss spoofine k packet in which the
e a(:'drfwalls cannot detect network p
Iter fire
Many packet fi

ified. Spoofing attacks are
.o formation bas be?ez};:(::g:y COIIl)tl‘OIS implemented
O8I Layer 3 addreSSmg-::ruders 1o bypass !
by )
generally emp}Ot);f;?m.y all number of variables used in access
in a firewall p a) Finally, due tfcg s$alls are susceptible to security breaches
(e filter fire ,

isi cket
control decisions, P2
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caused by improper con!'lguralions. In othcr_words, itis CASY 19 oo,
configure a packet filter firewall to allo“f lm‘ﬂlc’ly.pc‘s, sources ang dcc'flcnlq“
that should be denied based on an organization’s information “C“ril; lnalinny\
(i) Application-level Gateway — An application-leyg " Sche'n‘
known as a proxy server; acts as a relay of application-level trapy;, ) W“Y.alm
fig. 4.11 (b). The user contacts the gateway using a TCP/|p app“ci?hownih
as Telnet or FTP, and the gateway asks the user for the name of the r; lon, Sty
to be accessed. When the user responds and inputs a valid USem Chog
authentication information, the gateway contacts the application on thr ng
host and relays TCP segments containing the application data thWeenc remg,
endpoints. If the gateway does not implement the proxy code for a the b
application, the service is not supported and cannot be forwardeq ac:PCclﬁc
firewall. Further, the gateway can be configured to support only specific f:}355 !

of an application that the network administrator considers acceptab] atur.es
denying all other features. € While

Application-level gateways tend to be more secure than
Rather than trying to deal with the numerous possible combinati
be allowed and forbidden at the TCP and IP level, the application
need only scrutinize a few allowable applications. In addition, it
and audit all incoming traffic at the application level.

packet fijter,
ons that are ¢,
level Bateway
IS easy to log

A prime disadvantage of the application-level gateway is the additiong|
processing overhead on each connection. In effect, there are two spliced
connections between the end users, with the gateway at the splice point, and
the gateway must examine and forward all traffic in both directions. ’

(tii) Circuit-level Gateway — A third type of the firewall is the circuit-
level g.ate'way shown in fig. 4.11 (c). It can be a stand
a spc?r:la]-lzed function performed by an application-level gateway for certain
apphcat-xons. A circuit-level gateway does not allow an end-to-end TCP
connection. Rather, the gateway sets up two TCP connections, one between
itself and a-TCP user on an inner host and other between itself a’nd a TCP user
on an outside host. Once the two connections are established, the gateway
typically relays TCP segments form one connection to other with(’)ut examining

the contents. The security functi i inin
X : ction consists of determinj i ion
i1l be all - g which connections

-alone system or it can be

_A' typical use of circuit-level gateway is a situation in which hv =
adm:_mst_ratorhumsthe internal users. The gateway can be conf] . dt e ort
apphc;atmmlevcl or proxy service on inbound connectiong agl:jre 'to s'UPP :
_funcuons for outbound connections. In this configuratiop, lhn circuit-leve
incur the processing overhead of examining incoming ap. i € gateway can
forbidden functions but does not incur that overhead on Outl:;:;::;(;n data for

ala.
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. '}' es ? (R.GP. V-, I"ay 2019)
{ i ﬁrcwa” and its HP
’ L 4 and Q.24.
Q!

o walls and explain. Draw a

10 , ) ire
An e js fire" ue Lt the. !}[’:0""{‘{; used as a firewalls.
026 WHat ' a packet fHETE (R.GPV,, June 2016)
fic ding .
ccf"""n
' d Q.24
Q_14 an
AnS. Refer 10 . note on packet filters. (R.GPY., June 2015)
sn

' Write @ .
A Q.24 (V)

pefer 10 |
Ans- . upplication i
0.28- What IS the role of app e

teway ? (R.GEV, June 2011)

: 2V, Dec. 2011,
fort note 01 application level gateway. (R.GPYV., Dec. )

Jrite Sit0 or

ng of application level gateway. (R.GF. V., June 2012)

Explaint the worki
Ans. Refer 10 Q.24 (i)

29. Howis @ circuit gateway different from application gateway.
0.29. Ho

(R.GPV.,, June 2013)
Ans. Refer to Q.24 (ii) and (1ii).

0.30. What are the weaknesses of @ packet filtering router ? Discuss its

(R.GPV.,, June 2012)

Router — Refer to Q.24 ().
g routers and the corresponding

solution. o
Ans. Weakness of a Packet Filtering

Some of the attacks on packet-filterin

countermeasures are as follows —

(i) IP Address Spoofing — An intruder can send packets fr‘om thei

outside with a source IP address field conFaining an adc_l:;ss o.f ;r:i ::f:::e
user. This attack can be defeated by discarding packets with an in

address if the packet arrives on an external interface. . .

(ii) Source Routing Attacks—The source sta.tlo:;]cali1 spectlhfytt ?; rou-t;
that a packet should take as it moves along the e u(t)ilr)xes infaorm] St:)‘
bypass security measures that do not _‘ma]ﬂe [h; Z)l:}icf ro th'g i aLon.
This attack can be defeated by discarding all packets tha use. 1S o;? lon..

. ;enlfiﬂ”""s _ The IP fragmentation oppon 1s used
(iii) Tiny Fragh || fragments and force the TCP header information
!))' the intruder to create sl'ﬂﬂent The attacker hopes that only the first fragment
1.nto a separate packet ffﬂg:‘;ute;‘ and the remaining fragments are not checked.
l{: hche«:kcd by tht:) ﬁgz’f;’fe d by discarding all packets where the protocol type
i can be e 1.
! %sca;t:;‘; the IP fragment offsetiis | .
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Q.31. What is bastion I

U2 List some Commey, |,
bastion host.

har, acy,
-"I(-‘.
Or Y
Explain bastion host, (R.q
. : : , &n
Ans. Abastion host is System identifieq by the fire al| g ec, 2
a critical strong pointin the network’s security, 'l’ypicully it a(lmnnislrm !
for an application-level or circuit-leve] Baleway, Cq nm'ontll'\*cs( nllu(rlra‘
bastion host are as follgws . acteriy 'i(:)?n
. . S0y
(1) The bastion host hardware platform CXecutes g,
its operating System, making it o trusted Sysiem, Cure \vcrsion of
(i) Only the services that the network ﬂdminislralo
essential are installed on the bastion hog(. These include ro ' bidey
such as Telnet, DNS FTP, SMTP, ang user authcnlicalion, Aligp,
(111) The bastion host may require additiona] authcnlicnt.on b
user s allowed access 1o the proxy Services. In additjop cach p chm
may require its own authentication before granting ygser accesg Vg
(iv) Each Proxy is configured 10 support only
application’s comm

and set,

(V) Each Proxy is configured (o allow a
Systems. This means that the limj

nly to specific hog(
ted command/featyre Setmay be applieq only
10 a subsel of Systems on the protected network_
(vi) Each Proxy maintain
traffic

designed

for network security,
check sy

oftware package specifically
ch modules for securi

live simplicity, it is eagjer 1o
Ly flaws,
(viii) Each Proxy is independent of other proxjes on the bastion host,
Ifthere is a problem Wwith the operation of
is discowred, it

(ix) A proxy generally performs no disk accegg other than to read
s initial configuration file. This makes it difficult

for an inryger to install
Trojan horse sniffers or other dangerous files on the bastjg

n host,
(x) Each proxyruns asa nonprivileged userin g Private and secured
directory on the bastion host. ;
I

.

]
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configurations.
Or

t types of firewalls configuration, What are the
ifferen ' .
d:{]f' ¢ three configuration ?

.o firewall
.y various fir¢

Expluin

.37

GV, 7
[ain 1he (R.GRV,, June 2007)
I:'*;I’ s among

hows threc common firewall configurations,
' 4.12 sho

i ite ingle-homed Bastion Hosy) -
) st Firewall System (Single '
(i) S"’ee.m;:‘:\r:r: in fig. 4.12 (a). In this configuration, the firewall
jon is sho;
1 ﬁgurallon
This €07

tems — a packet filtering router and a bastion host, Typically,
syslems =

115 0f WO

c0n515

ro 5 al —
ulcCr is COllilgU ed so th
the

For traffic from the Internet, only IP packets designed for
(a) Fo '

pastion host arc allowed in,
the

(b) For traffic from the internal network, only IP packets from
he bastion host are allowed out.
the

icati tions. This
g s authentication and proxy func

jon host performs au . o | rhis

The pasllgns rreater security than simply a packc‘l-ﬁllcrmg m[lfl’cr :1,'0,,
configuet aI Batcway alone, for two reasons. First li:'llS con l}_.,%ll" o
appma“on-];w:h %ackcblcvcl and application-level filtering, 'alllozv;:%nust
. . i i intru
,mplc.:(;ncnﬁc flexibility in defining security scheme. Second, an
considera

i the internal
Ily penetrate two separate systems before the security of
cnerally p \
ictwork is compromised.

RTTTIa idi irect Internet
i figuyation also affords fexibility in pmwdmgbl(ijtl:ric:formation
Thl; coenxaiwplc, the internal network may IHC[L:'dc- aufitly is not required.
e OL a Web server, for which a high level o VSLCI rafTic between the
?Cf:':;; il:xcse atshc router can be configured to Elltﬂ;;;lil’r‘iz roitenisaiibléicly
n ’ If the packe ¢
i i and the Internet. between the Interne
. fOl'ma"?“ (Sic::ifﬁc could flow directly through the router
compromised,

: k.
and other hosts on the private networ
~QI_ | '

Informatlon
Server

Bastion
Host

filtering
Router

Private
Network Hosty

Firewall System (Single-homed Bastion Host)
r

ed Host -

(a) Screen
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ﬁlfering
Router

(b) Screened Host F, irewall § ystem (Dyqj.

Inside
Router

. Router ’

Modem

(c) S creened-subnet F, irewall § ystem

Fig. 4.12 Firewqyy Configurations
(ii) Screened Host Firewq
figuration js shown i

il System (Dual-homed Bastion Hos) -
prevents such a security breach

n fig. 4.12 (b). The configuration physically
- The advantages of dua| layers of security that

(iii) Screened Subnet Firewall S ystem —This confj
12 (c). This is the most secure configuration. [ (hig configuration,
two packcl-ﬁllcring routers are used, one between the bastion host and the

nternet and the other between the bastion host and the interna) network. This
configuration creates an isolated subnclwork,.which may consis( of simply the
bastion host buy may also include one or more mformalmr] Servers and modems
for dial-in capability. Typically, both the Internet and lh|c internal peywork have

A

guration is shown
in fig. 4,

10 hO'
2666 s ©
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d subnet, but traffic across the screened subnet is
eene "V i
sonthe SCft on has following advantages
ra
onfigu

now three levels of defense to thwart intruders.
e .
mekc | ® Ther® z:r'dc router advertises only the existence of the screened
he outst
® T

fore, the internal network is invisible to the Internet.
t. Therelorc,
Intern€

Iv. the inside router advertises only the exnstenceﬂcl)i
imilar'y, the systems on
(c) S‘tnzo the internal network. Th;re{ﬁi‘er,mt y
¢ i e Internet.
creened SUbnnnot construct direct routes to t

lhe ol’k ca
:1e netw
'msldc

ned host firewall, dual-homed bastion dij_‘]’”f:-ne:%-;z
wi e ; i’
.33 Ho f'rse.:::; single homed bastion ? (R.GPV.
J host J¥ ’
screeﬂf

Refer to Q.32.

A .0 short note on personal firewalls. A

034 e alls are very much needed f."or standalon s

Ans. Personal ﬁre;:l‘hrough various means like dial-ups, cablte ::oa e
connected to ?;nls"t:]rzving a separate firewall clompAut;;ic; n]erloﬁerev"a” isoa ¢
DSL conneema = n be too expensive and complex. s
computer S35 N running on a specific computer system. [he e
applicaﬁon'progriim t oinz traffic for the computer system i confiams
the incoming and outg tering or leaving the system. Tpe user cof e
unvanted traffic e t traffic only from certain sites or not from Pl .

ersous firowa 40 AC5T ivities. The personal firewall can als

tsl:tees and to generatg logs ziti‘:sspsa‘:;;g;"so hat any incoming data to the system
i otential virus infection.
sl Eme R n system (IDS). (R.GPV.,, June 2011)

ppnet ©© the
s

0.35. Explain intrusion detectio

ﬁﬂ" . Ve

i te on l'ntrusion detec . (R (;P V., June

rite a Shﬂ t no g ( )
"ri!e a short note on IDS. R. GPV., June 2016,

i .GPV.,, May 2019)
n intrusion detection system. (R
Write a short note 0

i stem used to detect
jon detection ¥4 oo slSaidS ymatworks. Intrusion
] m
fionge '."”"s‘.a s into COMPE ren. sed for generations to defend
g unoniEg O A is not news e beetr:lu who had wealth used it in
detection as a technolc{g)f,s emperors, and 1o desalaces s Reciil
valuable resources. K!:; "rhc y built castles ?:vi é)e oo mas
. H w‘ (3 " s to p .
¢ an interesting 1 tower: . p
::33\@ cliffs with obserV;“';’ could detect any attempted mtrusu_:r} .ahea of
) the : s
w where P
of the lands below ¥ s, 1
time to defend themse g

el

CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

—— e

188 Cryptography & Information Security

Over the years, intrusion detection has
companies in a number of ways includmg er
valuable resources with sentry boxes to w
premises of the resource. Individuals have
fences, and closed circuit television and of]
detect intrusions.

been useq Byt
ecting wy

¥s ang
atch the agy;

Vities g,
used dogg, flood J;
her watch y gadg,

1
fcnce and

As technology has developed, a new ind
has sprung up. Security firms are cropping
and property security-to be a watchful eye so that the pro
or take a vacation in peace. These new Systems have be
changes, compare user actions against knoy
predict changes in activities tha

ustry based o intmsion de
Up everywhere ¢ Offer jng:’

peny OWnC[‘ ca
€N made to ¢q
vn attack Scenarios, ang be 5 Bure
tindicate and cap lead tg Suspicigyg actiyip

Ieg

0.36. Discuss the concept of encrypteq tunnels,

Or
Write a short note on encrypted tunnel,

Ans. A tunnel is a
communication occurs ac
hooked into the Internet is to connect discon

to each other. Instead of the example in
dedicated links between Gt’ G

pPoint-to-point connection

in which the actyg
T0SS a network. Suppose the

only reason You haye
sofyourown Network
u might have bougp
¢ links as part of your

nected piece

fig. 4.13, yo
5 and G; and trusted thos

the Internet by configuring G,, G, and G

each other. AJ] information
most common protoco] for

3 With security information aboyf
between them is Cryptographically protected. The
encrypted tunnels is [Psec.
The mechanics of the tunnel, from the
IP point of view, is that when A sends a
packet to C, A will launch it with an [P
header that hag source = A distination =
C. When G, sends it across the tunnel, it
PUts it into another envelope ie., it adds an ¥
additiona) [p header, treating the inner N:’:
header as data_ The outer IP header will
contain source = G, and destination = G,. And all
and integrity protected, so it is safe to Lrayerse th .
the Internet like some sort of insecure wire. You might want
able to access the corporate network from across the Interney
B is some sort of workstation that can attach to the lnle‘mel in
do this, B would create a tunnel with one of the Gs. This con
referred to as VPN (Virtual Private Network). '

4.13 Connecting a Private
work over g Public Internet

the contents wi be encrypted
e Internet. G|, G, and Gj use

your users to be
as well. Suppose
any location. To
figuration is often
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2012)
intruders. (R.GP.V,, June

lain classes of in

and exp

7. Specily
0.3

[ as follows —
|asses of intruders arc
[ S
Threc
ns:

An individual who does noF have the a?thorityu l:?
Ma .q"cmdﬂtgs into a system to access a legitimate user’s -accc') ;
compuiet ” pcneth legitimate user who accesses some applncz::snlsc:
B (i) M"Sfmm{ _h such access is not aulholrized, or.w'llm has ac
[ resources for Whl(()!r e rces but misuscs his/her pnw-cges. -
ﬂ:::applicalioﬂs’ c:a:?,'ne User — A user who seizes supervisory contr
$0 des

. o controls or to
(iii) Clan this control to avoid auditing and access

tries
m and

A

U

the $YSt° dit collection. is honey
5 audit intruders. What is
supprc538 List and briefly define three classes of (R.GPY, June 2017)
Q.79
?
s

Three Classes of Intruders — Refer to Q.37.
15.
f{’oney Pot — Refer to Q.12.

- ; ion detection system.
0.39. Write the basic principle of intrusion (R.GEV, June 2006)
i Or

: jon detection.
ided by an intrusion
Explain benefits that can be provide (RJ.JGP. V., June 2008, Dec. 2008)

& ] jon detection
vided by an intrusion
What are three benefits that can be provi R GEY, TineB012)
i before or after its
i # ion i ing of an attack either : : "
ol detection 5} S8 siderations, including
Ans.’rll?'t:ﬁlt?rlest is motivated by a number of con :
success. Thi
the following benefits —
(i) Ifan intrusio
identified and ejected from

i be
is detected quickly enough, t.he intruder ca[;l e
n is de tem before any damage is dm;e or any apt
SEyS ; i imely to preem
i if L;’he detectoms e Sumfjlentl:leyltelg tlz;, anfount of
are compromised. Even ':hat the intrusion is deticte ’hieved
i ooner can be ac .
s re quickly that e llection of information about
damage and the mo tection enables the co ec e facility
*(ii) Intrusion de ebeuscd to strengthen the intrusion p =
intrusion techniques lhatc:m‘ trusion detection system can serve as a de errent,
ffective 1N
(iii) Ane

. ions. F o .
i revent intrust s. Also write the basic principle of
S0 acting to p - truders, worm
in

0.40. Define virus, (R.GPV,, May 2018)

. sten.
intrusion detection S) to Q.5-
Ans. Virus - Refet
ns.

e

o
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T T e ——

Intruders — One ofthe tw
(the other is viruses), gencrally
who gains, or

0 most popul
referr
attempts to gain, una
to gain unauthorized privile

Also refer to Q.37.
Worms - Refer 1o Q.5.

Basic Principle of Intrusion Detecti
0.41. Wny

ar threayg
edloasy hackey
uthorize

on System —
would leaseq lineasqyp

access user is using onl

y local calls to ace
case, it is also more co

st efficient to yse d
Q.92. What are the tw

ess the re

mote accegg se;
1al-in or |

cased lings gq

0 approaches 1o intrusion detectiop, »
Ans, Following two

detection —

approaches has beep identifieq fo; intrugiq,
(i) Statistical Anomaly Detection — 14 involyes
data relating to the behaviour of legitimate users over a peri
statistical tests ar,

the collectio of
level of confiden

od of time. Thep

(a) Threshold Detection —

This approach involves defining
» Independent of user, for the freque

(i) Rule-Based Detection -

Itinvolves an attempt to define a set of
rules that can be used to decide that a given behaviour is that of an intruder

(a) Anomaly Detection —
M previous usage patterns,
(b) Penetration Identifi
that searches for suspicious behaviour.
In terms of the types of attackers discussed carlier, statistical z'xnc?millli
detection s effective against masqueraders, who are unlikely 10 mimic th
behaviour patterns of

the accounts they appropriate. Op the other hand, SUC'(}
techniques may be unable to deal with misfeasors. For such attacks, ry]_c-bﬂbcl
approaches may be able to recognize events and sequenceg that, in context,
reveal penetration. In Practice, a system m
1 "

ay exhibit a combinatjon of bojh
approaches to be effective against a broad range of attacks,

Rules are developed to detect
deviation fro :

cation — An expert system approach

g
Wt

A

, , ”
. rocord ? What are its types 2 Describe the fields
y 1 ﬂ"dlt r

hat is @1
FER
‘ ecﬂfd'
audit recor

nngoiﬂg activity
0

fundamental tool for intrusion detectlc?n. So.me
e ‘:': must be maintained as input to an intrusion
by use

Syslem-

it records —
wo types of audit rec
re
There 8

V i i ems
dit Records— Virtually all multiuser opc:ratu:.gv isystThe
' , ‘ inf i activity.

0 Na"veggware that collects mfom?e!tlon1 cml llfciiron vy, The
ting® ion is that no additional co Wi
oo is information 1s tha . are S
g usmgthlstam is that the native audit records may not conta

2o, The disadvantage

it enient form.
peede tion or may not contain it in a cony
. a
d mform
neede

'lncludc

i - llection facility can be
i ific Audit Records — A co : _
. i ini at information
o JE});ettegenerates audit records containing onl)% sl:Ch ey
implementt’-d : iz:ltrusion detection system. One advantage ovariety by
rfquirefd 2/ ﬂ:be made vendor independent and pona?d to a R S
et o tage is the extra overhead involved in having,
disadvan _ Ay
Thcﬂouming packages running on a machine
ac

Each audit record contains the following fields —

i Sub eCt-— [lllllat()[S ()[ aCll()IlS. A Sub [ t typlca y a teulllllal

1 oups of users.
but might also be a process acting on behalf obf.:(s:gs or group
l:-\Sl‘:irac:tivity arises through commands issued by subjects.

. ¥ o . - .
(”) AC"OH —Operatlon pel'forme(l by ﬂle Sub|€Ct onorw lth an ObleCt.
Im exa"ip]e, l()g.lll, ]ead, pe[ ‘()[“l I/’O, CXeCUte.

i files, programs,
' (iii) Object—Receptors of actions. Examples u;lqug:é ated,SFt’mCtUl'CS-
it =
ages, records, terminals, printers and user or progr
messages, a

l’ = 5 i y, XC ptlon
v EX(‘E Hon (:l]ﬂd”lon ‘l)e]lotcs WlllCl-I lf an € e
COndilmn 'lS raised on Teturn

r - = o] I 1 i i Whi h each
(v) qusou ce-HUS h C
la”le[lt‘ gi‘VéS the amount used Of some [.SSOUICB

L1 .
tamp — Unique time-and-date stamp identifying when
. (vi) Time-stamp —
the action took place. .

i jon detection method.
i [e-based intrusion
Q.44, Explain ru

hniques detect intrusion b){ _observing.event; Eet?:
Ans, Rule-based 'lect ofqrules that lead to a decision regarding whe -
System and applying E'llscis or is not suspicious. In very genenil tiln?:;:;{c?nc or
given pattern of ach;:achcs as focusing on either anc?m%tllye: A
characlcfiz‘? a"-?«‘lfmon. although there is some overlap in thes plp '
penetration identilicaih TR o

LA
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o T T oecunty

Rule-based anomaly detection is similar
lo statistical anomaly detection, W
analyzed to identj

fy usage patie
describes

those pattems. Rules May represeng P
programs, privileges, time slots,

matched againg
Served pattem o

Wledge of secuy
tiv

itconforms to any historically ob
detection does not require kng
For this approach to be effec C, a large databage

Ol ru
Rule-based penetration idept;

Systems, including the rationa
Scenarios wi be used 10 illustrate the requiremen

(i) A common intrusion
data forp

hats that satisfy the requirements.

used for com

how the devised data formats relate to them.

! '

g of sapprm ]
S, it N
Nerage

St behay;

. Vig
trminals anq g, on

observed and each transaction is

the 1avig r-ll‘“'s
C set f UICQ 1 ur ]S,l
hc awvi L] d

: ' Rule- Ne;
nty \’u]ncrabililies\ bascda ¢

Mmunication between intrusion detection s
unication between intru

le
1s.

language specification, which describes

(iii) A framework document, which identifies existing protocols best
Munication between intrusion detection systems and describes

sion detection systems and

a
or, g
Ica) . s"‘cn

|
OMaticy, pl;ccnrd%s:\
« L rt
r Dultcm:g“‘ thy

auy

Clomy; I‘*h

ystems

for those requirements.
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ical anomaly detection method for intrusion detection,
fistiC

aly detection techniques fall into two broad categories
m

46, Explain 10

s Smlistica| ﬂn"n d profile-based systems. Threshold detection involves
e M a
detection

specific event type over an interval of
resho! umber of occurrences of a spe yp
; hen

ing!
.;oll: If the count
e,

lr1ui pexpect 100 lysis, by itself, is a crude and ineffective-detgctor of even

Threshold o il'galeéi attacks. Both the threshold and the time interval must

modcrald)_’sophgelcause of the variability across users, such thresholds. are

be Jetermined. te either a lot of false positives or a lot _of fa.lse m?gatwes.

likely t B:i';;?e threshold detectors may be useful in conjunction with more
‘ever, X

i(;;icslicated techniques.

file-based anomaly detection focuses on characterizing the p‘ast
e-

e of individual users or related groups of users and then detecting
b.eha-wou;‘ deviations. A profile may consist of a set of _pafameters,. so that
slgn.lf':i';ln on just a single parameter may not be sufficient in itself to signal an
deviatl

alert.

The foundation of this approach is an an.':_llysis of a.udit. records.aThse ;ﬁ-‘::t
records provide input to the intrusl';on ci\etectut);agillcrt:::ﬁ 1(1:1S tt::t ‘:; ﬂyb.e used,
i ust decide on a number of quan 4 !

::en?::éﬁ::ruzlr behaviour. An analysis of audit records ovir a ];2:101(_11] ?:S' utr;::
can be used to determine the activity proﬁ[e of the average 1:au.d r rec,o s
audit records serve to define typical behavno_ur. Sec?nd, C.UHT;:: el records
are the input used to detect intrusion. That is, the mtlﬁ't:;:’:vmge P
analyzes incoming audit records to determine deviation

sses what is considered a reasonable number that one
surpa ..
ccur, then intrusion is assumed.

)

Examples of metrics that are useful for profile-based intrusion detection
are the following —

_ may be incremented but
(i) Counter — A nonnegative mtz;g:,r,td;ﬁion.xrypica lly, & cotint of
not decremented until it is reset by e na[i: period of time. Examples include
fertain event types is kept over a l:!artncdl:Jri ag an hour, the number of times a
the number of logins by a Zi[:jgl:i:;e: single user session and the number of
given command is execute du
Password failures during a mmu:c.ﬁ s dasmer il iy b InArErERREE o
(i) Gauge — A ﬂof“,‘e‘ iil used to measure the'cu.rrent.value of some
decremented. Typically, a gauim ber of logical connections assigned to a user
enlity, Examples include (he(;lf outgoing messages queued for a user process.
application and the number The length of time between two related events.
(iti) Imerv“’gt’:”:,;ii:ne between successive logins to an account.
An example is the len !
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(iv) Resource Utilization -
a specified period. Examples includ

Quantity of TeSOurceg
user session and total time consume

¢ the number of Pa “Onsy
d by a program

execyy
se of Statisticg

s

1 Profiles thy
ector Togra, lea “shrim
.T.h.e approacy, is Noy .
lities, 'I'hus, it shoulz:lSed
b

The main advantage of the

knowledge of security flaws is not required. The det
is “normal behaviour” ang then looks for deviationg,
On system dependent chara

cteristics and Vulneral
readily portable among a variety of systems,

are useful for profile baseq intrusr'on dete
- - 7, C
nbe provided by an intrusioy detecrion s "

St
RGP, .

Q.47. What metrices
What are benefits that cq

Ans. Refer to Q.46 and Q.39,

0.48. Explain the ferm base-rate Jallacy,
detection method Sfor in

Explain Statisticq)
trusion detection.

mwmqu,
V., June 2079

intrusions are detected, the system
other hand, if the system frequently triggers an alert when ther
(a false alarm) then either System managers wi] begin to igno
much time will be w

asted analyzing the false alarms,

Unfortunately, because of the nature of the probabilities
very difficult to meet the standard of hj
false alarms. In general, numbers of intrusions is low compared to
the number of lagitimat, system, then the false alarm rate'v'vill.bc
high unless the test js extermely discriminating. A study of existing intrusion
detection systems, ind

icated that current systems have not overcome the
problem of the base-rate fallacy.

Statistical Anomaly

re the alarms, o

if the actual
€ users of a

Detection Method — Refer to Q.46.
0.49, Differentiate between the SJollowing — o '
3 - :
() Statistical anomaly detection and rule based intrusion detectio

(i) Rule-based

anomaly detection and rule based penetration
identification.

(R.GPY, Dec. 2011)
Ans. (i) Refer to Q.46 and Q.44. .

(ii) Refer 1o Q.44.
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/ = ICES SECURITY FOR E-MAIL
-MAIL SECUﬁgJ E.ISMIEIG‘I{S, PRIVACY AUTHENTICATION
TETACKS THR?\qgssAGE, PRETTY GOOD PRIVACY (PGP),
X oF SOURCE S-MIME
| ity i i -mail security is important ?
| Q.50_ Define e-mail security in detail. Why e-maif ;R.Gp?;{’ J”ge o
i ultiple methods for keeping sensi_tive
Ans. B S?f:(::;}rlnﬂzizﬁinn;nd :ccounts secure against unauthonze(i
information in e-mar‘n romise. E-mail is a popular medium for the spread.o
secess, loss, OF € dp hishing attacks, using deceptive messages to ’entlce
malware, Spam 3[11 epsensitive information, open attachfn.ents or click on
recipien® > de“mEn malware on the victim’s device. E-mail is alsq a commo;
hyper“nkls(::] z;:,r‘nasnackers looking to gain a foothold in an enterprise networ
en[ry vec

' ity i th
h valuable company data. E-mail security is necessary for bo
breac _
?:jividual and business email accounts.
1

i~ ty ! II
ance “[ “Iall S (] Vi ral lmpOl’tal] 0

E ecuri Ther are seve ce f €-ma
Sccu“t’

1 ks = i Ilese da YS thele ’S SO rnLICh at ST.ake, SO
- . . . i
Avold BuSlneSS RlS ) i ;
no “’ﬂnts(ti Send unencr)’pted e-mal]S. Wl[hout encr ypno." aﬂy St[ange[ican
i i h i tﬂ‘ ed in yOul I lall. Your COIII])C[ tors
ave access 1o 1 w S contain .
l.he mf()l‘matlon th 1} :
can use Such informali()n aga.lnst yOu. llleICfOIE to a.VOId busulCiSS as Welil aS-
h k d f k t d ab e tha[ ou Sh(lll (l go 1n fO[ €-ma l enclyl’t on
I\ I i 1 i. i Vis I )’ ] o
0 l:r. nas oI risks s al

. jon — E-mail encryption
(i) Protection of Confidential Inforngﬁﬂcard number, banking
‘ ‘s ion such as your cr e ted
ntial information mail is not encryp
gty cial security number etc. In case yoTinformation for thair
account number, 50 ts can make use of your persona B v N
whic
some wrong S ou imagine that the messages 1l as ya.sswurd which
ulterior motives. Caﬂ )1 ansit 7 Even the username as we ” Feaka s
read or even alteredl‘n rvithout much difficulty. So to avoi g
nv S B t
ou type can be stolen ion is important.
}\H/ital?nformalion e-mail encryptio

fessage Replay Possibilities — You alrez::lly knot\:’ t:a:
B _— - ; ichi
e (i) To er”'f."nﬂbe modified, but then there ;)s one rgo:l:ter::jg:]d i
the message you sent ca o5 you send. Messages can be saved,th or fake
possible with the messag ot an authentic message ﬁm anc then re
re-sent later on. One can gb‘ official later on. The recipient cannot tell whether
mcssagcs which appear “; has been sent to hipﬂ is alte‘re_d. In case .Lhe message
the e-mail message wllliﬁn not even know that it had ever been sent’
; ted they v
was just dele

iy,
‘L‘n‘.

>
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(iv) Avoidance of Identiry Theft - 1f any persop, et
username as well as password which you use to get tq )
or she can read the e-mails which yousend and algq send

on your behalf. This is referred to as identity theft ang c;mL
go in for e-mail encryption,

(v) Repudiation of Messages Sent — Owi
to forge regular ¢-mail messages, y
person has sent you a particular message. This conp
actually sent you a particular message, he can
implications as regards to making use of e-
electronic commerce, business communica

Ngto the
Oou can never really Prove thy,

mail for the
tions, etc,

backups can be present for y
files can read your messages
even while you are thinking th

ears. So anyone who has a
and use the inforny
at you have delete
0.51. Write a short note on e-mail
Ans, Refer to Q.50.

1ation to your d
d the message.

security. RGPV,

0.52. What security protocols are used to protect e-maijl ?

Ans. The three ma
(PEM), pretty good pri
(i) PEM_The

standard adopted by
electronic maj] over

in e-mail security protocols are

grity, and key management.
PEM is an inclusive standard.
intended to be compatible wi
including

keys. Symmetric cryptography

authentication and confidentiality. . -

the b:tckup
isadvamage

May 2019

(R.GPV, June 2011)

privacy enhanced mail
vacy (PGP), and secure MIME (S/MIME).

privacy enhanced mail (PEM) is an e-mail security
the Internet Architecture Board (IAB) to offer secure

‘orking group. The PEM protocols provide for encryption,

The PEM procedures and protocols are
th a wide range of key management approach_BS,
both symmetric and public key schemes to encrypt dala-encryp'tmg
is used for message text encryption.
Cr—"ngaPhiC hash algorithms are used for message 'Lntegnl'y. Other docupJ;;‘iS
support key—maxmgemenl mechanisms using public-key ccr_nﬁcates; algor'lI and’
modes, and associated identifiers; and paper and electronic fom;]al detai Sl'ces_
PEM provides three privacy enhancement services — g g

i
rjm
L

ol N

Zimmer!
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rivacy (PGP) is another secure r?mll proloco!.
(ii) PGP~ P':}:nggll ECCurity program, origina[l?' designed by Plu(;
js a froeware i invented to provide e-mail with privacy, integrity an
At nann. PGP WS be used to create a secure ¢-mail message or to sl({re
st :tricval. It uses IDEA for. data encryption, RSA. for
N fulUf'C rt | signatures, and MDS5 as a one-way hash function.
tanld dlisg; aand free. PGP is based on the public-key method.
o use,

qulhcmicnlion.
;1 file sccurely )
key 1113:10;cmc . . . .
i for mail. It performs encryption and integrity prgtection

g JuSll 2atcd any differently from ordinary files. Som.e Wlsllfng
- s nm.lrmcssage could first transform the file to .bc m"flle_d usln‘%‘
fosend 8 B hﬁ“{he transformed file using a traditional mailer. Slmllﬂﬂ_)’, i
i PGP-encrypted mail message, one could treat the f.ece:ved
. rece;v"" ?ld feed it to PGP to process. This is a bit convenient. S_(;
Fop s ajeacgdz Elcomes with modifications for a number of common mai
PGP sour

i i ir mai s.
15, enabling people to integrate PGP into their mail system
systems,

. . : '|
(iii) S/MIME — Another security service desi gne{c\i/I fé:)r e;ﬁf;;; ';ﬂsﬂla
; il Extension (S/MI .
i ultipurpose Internet Mai . ks
. SeFtl;recf;:[anc:ment to the MIME Internet e-mail fom;at s;agc/iﬁ’ldb,dtéa?; o
s ity. Although both PGP an
from RSA data security. : ; ceins fhe
tec};g’)r]ggiandards track, it appears likely thf!t S/MIME lell) é?:ﬁ?rzmm
find stry standard for commercial and organizational use, wg;]l\;mE b
Eeuc:gice for personal e-mail security fo_r matnyl ;:%SIME A e et
: i ces to -
tent types to include security servi the ¥ Pt
:;;;sci:::lidet‘ii parameter “application/pkcs7-mime”, in which “pke
i ification.
public key cryptography speci . ) .
Q.53. Describe the kind of security servlCé’Sf‘.” electronic ”'“‘; s
A .M t electronic mail systems do not provide most ofc:‘.lzucfsoer :;me oi‘
E A;zse gzsiegned specifically for security often only provide
ven
these features. but the intended recipient
. bility to keep anyone
(i) Privacy—Thea
fom fartgithe meSSafge-ﬁan — Reassurance to the recipient of the i.dentity
- (i) Authentica
of the sender. . _ Reassurance to the recipient that the message has
(iii) Integrity — s transmitted by the sender.
not been altered since It w? tion — The ability of the recipient to prove 1o a
(iv) N an—rep;::”rea"y did send the message. This feature js also
third party that the sen

pird party a uthentication. The term ron-repudiation means
. thir .
sometimes called

¢ . message.:
der cannot later deny Siﬂimg the p
that the sende =

.-
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) Proof of Submission Verifi
message was handed 1o the mail de|
vou ju-q receive proof that yvou se
;’.‘JHICUIJI’ date. but

Cation given 1

IVCTY system. With ce
Nt something 14
with electronic mail s Possib|

a Parlicular a y
venify acceptance of the contents of a pary

€ 10 hay, the dreg

Majj . M
) cular Message, Perhg . sm’tn
the message digest of the contents of the Message, Ps by sig,ﬁn*
. g ] . t
fvi) I’maj’nfan-cry = Verification that the TeCipien
message. Postal mail has a similar feature (retum receipt requesgeg o ¢l
itonly verifies that something was delivered on 4 Particular date 1 th iy
With electronic mail it s possible to verify the COntents of a papy; ul Pien,
o . s S8
(vii} Message Flow Canﬁdcnnahg‘— An extension of i R
that Carol not only cannot know the con

Mvac "
tent of the message Alje Y

but cannot even determine whether Alice sent Bop 5 Message.

(viii) Anonymity — The ability 1o
can’t find out the identity of the sender.

(ix) Containmeny — The ability of the network tg
security levels of information from leaking out of 5 particular re
(x)  Audit — The ability of the petw
ty relevance, such ag that Al

send a message so (hay the recipiey

keep Certajy
gion,
ork to record events that m; I

have some securi ice sent a message to Bob on,

particular date,

(xi) A ccounting — The a

bility of the mai) system to maintain System
usage statistics. In addition to prov

ding clues for System resource managemen,
this information allows the mai] System to charge its clients according to thejr

usage. For example, the system might charge by number of messages sent, as
long as the system nself authenticates the source of each message to ensure
that the proper party is billed.

(xii) Self Destrucy —
amessage should be desir,

i

It is an option allowing a sender to specify that
oyed afier delivery 1o the recipient. This allows Alice
ot forward or store. The mail system
by markin gthe message as g self destruct
2l the destination coo
displaying i,

message, and having the mail program
perate by deleting the message immediately after

. . i ire
(xiii) Message Sequence Integrity - Reassurance that an enti

sequence of messages arrived in the order transmitted, withouyi any loss,

Q.54. Draw generic transmission diagram in PGP and explain in brief.

RGPV, June 2012)
Fig. 4.14 shows the generic transmission diagram in pgp, On
on, if ncccssil'ry- 8 signature is genérated using a hash codé of the

4 g n.— -
Y - - i X
-— ——e e — -
——
—————

Ans,
transmissj
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i i t, is
[ Il as signature if present,
laintext, as we ‘
lh'cl?ty is needed, the block is encrypted ]an:i
k m:tcrypted symmetric encryption key. At last,
ic-key enc
rted to radix-64 format.

intext. Then

cI:L if confide

ssed- ubl
@M1 ith the P
pfﬂi:d block is conVe
entl

Generate Signature
F « Signature||F

|

Signature
Needed ?

N

Cnmprcs!
F « Z(F)

' Encrypt Key, F
fidentiality ™Y WPK IEx_[F]
O Needed 7 F < ExupKsllEx,
eel .

|
N

Convert to Radix 64
F « R64[F]

Fig. 4.14 Generic Transmission Diagram

. : ration in PGF.
0.5. Explain the steps involved in key gene (R.GPV, Dec. 2011)

ey P are as follows —
: : eneration in PG
teps involved in key g 3 sage, a random
" T)}.le':'hpsender generates a message. For this messag
N €

. : ion key. . i
=it nmflbe';‘tlls usedr;;t?oileisf the message is done using CAST-128 with
(i) The enc

the session kc)_?h ion key is encrypted with RSA, using the recipient’s
(ii1) The sessi \he faessage:

public key, and is pre[?e:;:.izcslel:RSAwnh its private key to decrypt and recover
(iv) The receiv

: . message.
e scssm;‘l ;(;”)l,-]e session key is used to decrypt the
v

i ssion ?
ignature before applying compre
Q.56. Why does PGP generate a Sigr (R.GRY,, June 2017)
is penerated before compression for two reasons —

Ans. The signature is § ign an uncompressed message. So that one can
0s - :

sed message together with the? signature for future
store only the uncompres compressed document, then it woulq be necessary
verification. 1f one signed ﬂd version of the message for later verification or «

. mprCSSe

either to store a €O

ification is required, th g W
the message when.verifi
recompress

e 3
[ _J
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(i) Even when one were w
recompressed message for venfication,
a problem. The algorithm is not determi
algonithm get distinet tradeoffs in runni
as a result, generate distinet comp
compression algorithms are intero
may correctly decompress the oy

illing to generaye
PGPy COMpression g Cq:'i'“licall},1
nistic. Varioyg i“‘pl‘?mcmau m shm\‘
Ng speed versyg COmpressionons.nfu"
ressed forms. Allhough, thega ‘_"and‘
perable because any versiop, oflh;]d's‘inq
tput of any other version, Applyin;li:“;hm

compression would COonstrajp, | h
implementations to the same version of tle compressiop algoﬁthm i PGy

Q.57. What are the capabilities of S/ E?

Ans. SMIME is capable of proy
messages, and authenticity by signed
non-repudiation of sender. Message
digest. The use of signed receipts is ¢
recipient, though this claim js not be
as mentioned in section 2 js yet to

For instance, Alice may w
to venfy for authenticity.
able to prove 10 a third pe

function and signature after

iding privacy in e-m
messages. Signed me
integrity can be veri
laimed to provide p,

yond question. How
achieve,

ails by envﬂom
Ssages alsq ens

On-repudiatiop oflﬂe
ever, "strong faimess"

g forma,
Signature is encodeq using

SMIME capability can )
the signature,
0.58. What are the limitations of S/MIME 2
Ans. Limitations of S/MIME are as follows —
(1) Non-repudiation of
use of signed receipt.
(ii) Multi
enough,

gh they cannot verify

recipient is claimed to have achieved by the
-Tecipient message support in S/MIME is not efficient

(iii) Partial content signature is not supported by S/MIME.

(iv) E-mail header protection provided by S/MIME is not sufTicient
(V) Possible use of bogus name for

MIME, due to the fact that class-1 certificates d
ande

sender is not prevented in

0 not contain validated names,
-mail clients allow any name for sender while sending an e-mail message.

(vi) E-mail storage in encrypted form with

the original encryption
key is a design flaw of all current S/MIME

client, implementations.

Unit-1Iv 201

/ EC, IP & IP VERSION 6
VIEW OF IPSEC,
sgcunlﬂ T';:: Egucnpsumn%: ::glélm\é)mmom
I ENTICATIO b RNET KEY EX
| THE INTER

TR gsP),
t
|

1 a short note on IP security.
¢

06, 2007)
0.59. Wi (R.GP.Y,, Dec. 2004, May/June 20

. i o (R.GPV.,, Dec. 2005)

y on IP security.
i 2 " .0r (R.GPY.,, June 2009)
. mean by IP security ? . ’
[What do yo! Or rune 015
it (R.GPY., Dec. 2006, June

Explain IP securily. or

' .GPV,, June 2016)
Discuss IP security in detail. (R.G

i entitled
1994, the Internet Architecture Board (IAB) Tfhssuedn:; :}er;nsensus
’ e
A'"& 'In Internet Architecture. The repgrt slatefl ey enﬁﬁed ey areas ot
Security 11 et needs more and better security, and it ide -
tht the Inl\ir;mnisms. Among these were the r:ieed tto 51ch © the network
iy ized monitoring and contro VOrK
; unauthorized m '  and
,nrmshnucturg lios?cure end-user-to-end-user traffic using authenticatio
and the nee :
ion mechanisms. ) sl
e e fully justified. As confirmation, the 2001 an A %oo
These concerns ar nse Team (CERT) lists over 52,
T ey, Ll vere types of attacks are IP spoofing,
ity incidents. The more se “t aonlications
Nl:i’hﬂli: is:tiﬁfjle)ris create packets with false [P addr(}sses qm;t:_ (:;[3:; dr:p?ping o
. 3 ; and various forms !
tication based on IP; an e jon, including logon
ma[l\u:e a‘l{g:\e: in which attackers read transmitted information, in g
packet sniffing, E |
i i atabase contents. o on
information and d these issues, the IAB included authentlc}:lx.h(l)nhir;dbf:;r?;zue(i
) X s
. respoiiitﬁny Seahiregiiu 02 n“t-gene'mm:inllpl,)::vulsflble both with the
as necessary ity capabilities were designed to begin offcring
as IPv6. These security t ‘r)e 1Pv6. It means that vendors can begin offering
At tdumuany vendors do now have some 1PSec capability
these features now, an
their products. o i
re the various applications of IPSec - s
0.60. What a ides the capability of secure communication across a LAh,
Ans. |PSec p:jowuljlbic WANS, and across the Internet. Following are the
across private an P_ _
saioples ofi5 uSCSe Remote Access Over the Internet — An end user whose
(O Se:(;‘:\.im 1P security protacols can make a local call to an Internet
i P
system is equip

£\
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SeVICe provider (ISP) and 2ain secure access tqg a E )
reduces the cost of 0] charges for ¢

R CO]T] Na
Tfaveling employecs al 4
(ii) Sr.'.curc ancl_r Oﬁ’?ce? . h Ulg,
tompany can build a secure virtual private Network over (he el .
public WAN. This cnables a business to rely

heavily on [hC
its need for private networks, saving costg and net

“’Ol’k Map
(iii) Errhancing Ele ]

Comrecriw‘n, Ove,

1at security,

(iv) Esrablishiug Exir
IPSec can be used 1o secure ¢
authentication and confidentj

anet and Intranes
ommunicatior_l With other Organizy ty Uringy
ality and provyig; : me-c‘han?u

0.61. What are the benefits of IPSec ? N

) RGP ¥, Dec. 200
Ans. The Vanous benefits of IPsec are given ag follows _ )

C crossing the Perimete

‘ (i1) IPSec in a fi i i to bypass if all trafg
outside must yse IP, and fir i

into the organization,

S0 js
are on a user o

applications, is no; affected.

(iv) TPSec can b
USers on security mechanisms, jssye ke
revoke keying material when users leav,

(v) IPSec can Provide security for individual users if needed. This
1s usual for offsite w

orkers and for Setting up a secure virtyal sub-network
within ap organization for sensitive applications.

¢ transparent to end users. There IS no need to trajy

ying material on a per-user basis, or
€ the organization,

P Security documenys.

Ans. IPSec js being developed by the Internet Engineering Task Force
(IETF) IPSec W,

orking Group. The full set of specifications for IPSec is not

! ) ) -
finished in writing but they are nearing completion and the basic RFC’s
complete,

IPSec specificat

ion has become quite complex. To get a fee] for the overall
architecture we hay

insight i he following —
€ to through an insight into t g .
(1) IPSec documents (ii) IPSec services (iii) Security associations.

[pSec
(s

gblished

ments,

gener

vario

nent:
dOClmRFC 2401 -

. RFC
.RFC2
. RFC
fn addi

: S
calegories 85 (
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. : i merous
The IPSec specification consists of numero
ments —

" 02, 2406 and 2408.
= ant of these are RFCs 2401, 24

t import ) .
The mos erview of security architecture.
An ov

- g IPv6.
iption of packet authentication extension to IPv4 and o
2402 - Desc"'-lJ tion of a packet encryption extension to IPv4 and IPv6.
i
406 — Descrip

ilities.

sents agement capabi

ification of key man - been
AR r RFC’s a number of addlllon§ Qraﬂs ‘h&llvescven
tion to m:;]sc f§§01 Working Group and are divided into

PSec Pro

" 1hf:)wn in fig. 4.15)7 follows —

Architecture

— T

All
ESP Protocol
Protocol

l

, . . 1,
. - .
i Authientication l
U tion ;
u_ E\r;;:}r?ﬂlm |-|_ Algorithm ;

DOI

Key
Management

Fio. 4.15 IPSec Documents Overview
ig. 4.

- ity require-
A Covers the general concept?, security req
- recture m i ology.
(ﬁl)n i lm’"::::]cmcchanis s defining IPSec technology.
definitions a

- s the packet
sulating Security Payload (ESP) — Cove
(ii) Encap

ormat and penera u T ket encryption
f 1 issues related to the use of the ESP for pac ryp

1s
t B

ication.
and optionally, authenticall

t format and
thentication Header (AH) — Covers the packe
(,-;;) Auth

lated to the use of AH for packet authentication.
a
al issues re

tion Algorithin — A set of documents that describes how
i P

(Nzypﬁl‘i:i’jalgorithms are used for ESP.

us enc

A
CamScanner
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(v) Authentication Algorithm — A set of docume

how various authentication algorithms are used forAHQ and
option of ESP.

1ts that g,
for au[hen::'t?q

o
(vi) Key Management — Documents that descripe key man
schemes.

Aeeme,

(vii) Domain of Interpretation (DOI) - Contains values e, d
the other documents 1o relate to each other. These include identiﬁ:d
approved encryption and authentication algorithms ag well ag ope
parzmeiers such as key lifetime.

fer
1S fo
ra[ional
0.63. Discuss about the Ip and IP version 6,

Ans. 1P security, or IPsec, is a framew
the Internet Engineering Task Force

transmission of sensitive information ov

Internet. IPsec acts at the network layer, p
between participating IPsec devices (peers), such as Cisc
provides the following optional netwo

security policy will dictate the use of o

rotecting and authent;

0 routers, [Psee
rk secunty services. In £eneral, Jocy

ne or more of these Services —

(i) Data C, onfidentiality— The [Psec sender can encrypt packets befor
sending them across 2 network.

transmission,

(iii) Data Origin Auth enticatip
the source

n—The IPsec receiver can authenticate
2 of the IPsec packets sent. Thig
service,

service depends upon the data integrity

(iv) Antireplay — The IPsec receive

T can detect and reject replayed
packets,

With IPsec, data can be g
modiﬁ

howev

entacross a public network without observation,
calion, or spoofing. IPsec functionalily is similar in both IPv6 and IPv4;
€r, Site-to-site tunpe) maode only is supported in IPv6,
In 1Pv6, 1pPgec g implemented using the
the ESp cztention header, The authentication
authentication of the

pource. Italso provides opti
packets. The authentication

AH authentication header and
header provides integrity and
onal protection against replayed
header protects the integrity of most of the IP
header fielq,, and authenticates the source through a signature-baged
The ESP header provides confidentiality, authentication of f
connectionleus inlc;f;ily of the inner
confidentiality,

algorithm.

1¢ source,
packet, antireplay, and limited yra ffic flow

I
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12
IPSec? (R.GP.V,, June 2012)

at the [P layer by enabling a syst::hm
1 for the
determine the algorithms to use fore
IOCOlS’t craphic keys required to pmv;i et e
0_. - - _ rS
:\ryc;pprstocols to provide security
vl

rided by

¢ services are provt
a

64- l”’c pm\’ides 5€

red SeCUl'ity pro

I place any

curity services

ps. 1PS¢

requ :
[ e nﬂd put 1

' = 1, Authentication
strx-lce;d services- “’15225;];\3(3(1 by the header ofthe; p:?;:ﬁ?igaﬁon e
) . " i tion/a : :
lﬁmdmmn rmgc:ccond 8 em:ryptlocol Encapsulating Secunty
:reader (AH). anf mat of the packet for that pro ,
0 I —
desi;!““‘e%g);;h E:[115: services are as follows
payload ((i) " ccess control | |
if) Connectionless mtc'gnty |
(I"i) s form of partial sequence integrity)
E:.r) Rejection of replayed pacl_cets (a
) Confidentiality (encryption) o
(V' Limited traffic flow conﬁdenhaht'y.
“ Table 4.2 1PSec Services -
i ESP (encryptio
AH ESP (ereaption plus authentication)
S.No Services only)
o v
(i) | Access control j Y
(ii) Cbnm*:ctionlcss
integrity . -
(iiiy | Data oﬁgin_
authentication . . E
(iv) | Rejection of
replayed packets . -
(v) | Confidentiality ) :
(vi) | Limited traffic flow |
confidentiality

] ESP protocols. For
. i rovided by theA‘H and "
Table 4.2 shows which iﬂ’afgswai’;gm the authentication option. Both AH and
ESP, there are two cases — wi

s . .
fi s control, based on the distribution of cryptographic key
ESP are vehicles for acces

. cur ocols.
t of traffic flows relative to these security prot
and the management o

; ciation ?

0.65. What is Sec"”_ryt:::o(sp\) is a concept that appears 'in tlaoth the

Ans. Security assozlﬂmia“ty mechanisms for IP. An assomathn is a one-
authentication and col‘lf;n";1 sender and a receiver that affords security services
way relationship _bcllw::\ it. If a peer relationship is needed, for t‘wo way secure
to the traffic carrec occuri‘y associalions are required. Security services are
exchange, lhcnsl:?o: the use of AH or ESP, but not both,
afforded to an

£
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0.66. Explain encapsulating security

Ans, The Encapsulating Security Paylo
services, as wel] ag confidentiality of mess
confidentiality. As an

optional feature
authentication services as AH.
Fig. 4.16 shows th
fields -

Payload (ESp)

ad protogo| Provi
age contents g
» ESP cap g

Protog,,

dESc

. Pidey,.
Nd limje Qg e?ttalny
S0 Provige the. floy

Sa[ne
e format of an ESP packet. It Containg g, fol
Ollg

(i) Security

Wing
association.

Parameters Index (32 bits) — Identifieq a
(i) Sequence

Number (32 bits) — A mono
value. This provides an

: tonically increasjy
anti-replay function, ag discusseq for AH_ # oung
(iii) Payload Data ()

‘ariable) — This
(transport mode) or IP packet (

is a transport.]

eve| ge
tunnel mode) that IS protecteqd by encrypgg?;im
(iv) Padding (0-255 bytes) — The Purpose of thijg field is tq eXpang
the plaintext for required length,
(v) Pad Length (s bits) —

imrnedialely preceding this fielq.

(vi) Next Header (g bits)

— Identifies the type of data contained i
ad data field by identifying the firstheader in that Payload (for example,
an extension header in IPV6, or an upper-layer protoco] such as TCP),

(Variable) — A variable
be an integra] number of 32p;
computed over the ESp pa

Indicates the number of pad bytes

the paylo

entication Data field.
Bit: ¢

i D
ol

y—-

A\~ NSy \\\I*-/\— - N~ N\ =
= R % s

/\f:‘: };\ — I~ MY R AN "7\\\,:\’»2-;\& VAT Y
Ty T y~\/~Payload Data (Variable) AN N7 v 2
. - - =L T TNNIT s, A=\
M D - - NPT VR pad
A\~ AN~ N S A\~ = v

\-\/—L l\\ I~ L"\ /_F zh.d\l/—.;t-ﬁi &?5 k—-y\ (I:;/) ‘\_nl i
N~ = 10 P 08 (9=255 Byles) —

~

onfidentialit
-—C Coverage

——
— = S\ -
~7 =\ >R v =
AN/~ NN N AV X Pl ’F{d\ﬁ\ﬁ’r/h \N\E’xt’ll\e\ﬁe’r
NN TN~ N fr IN/AS VEEEVAR N V2N

Authentication Coverage —
-

Authentication Data (Variable)

Fig. 4.16 IPSec ESP Format

7 -
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terize
identify an SA and what parameters charac

rsi

pat paramere
Whatp

. A ? —
sicular S. _ identified by three parameters
of 4P jation is uniquely iden
ty assocl

riy is i i h ther the
P."ﬂfOCOI Idf.’"ﬁ_ﬁe’ — This indicates whe
T u ff

ity association.
n is an AH or ESP security
stion 1S
jatio
2550¢

it string is assigned to
Security Parameters lndei'c (’ﬁ’ I)s;lﬁsbcl;:rlizzgin AH and ESP
(ii) >¢ ignificance only. The . ceivedl
and hav1nghloceﬂé:ilvg_l:g system to select the SA under which a re
oenablether
ill be p[QCCSSEd.

his SA ;
headers icast addresses are
packet W ii) IP Destination Address — Cl.lrrenﬂy’ O?IY utfl :I::SSA which may

(i) (Pthe address of the destination elrlldpo““f‘f Zwall or FoiteE

This is tem such as a fir
allowed. or a network sys

T system

be an end use

t), the security
. IP packet (an IPv4 datagrz.im c-)r an £v6 S?ﬁﬁe)l}’% or IPvE
Her.lce,_m aniyuel)' identified by the destination a A;:s CESP)
assoaaho?i lt;: g'gl in the enclosed extension header (AH o
header an

- .
* . . y

] S! Sy
[} A 1 ! ‘" orm on-— uthenllcallon algOI'lth y ) 4 )
an A m ke ke llie[l]lle
aﬂd Ielated( )pa[a“|6tefls bﬁmg USed Wlthl \‘I (x equ“ed fOIAH llnp le”]e“tatlolls .

ESP In ﬂrmanﬂ" — En(:ryl) (}“ and au IIEII ‘Cation a[gO ith N
1 1 t t1 : I m

(4 ; Vv ala"leters belng USGd

y i t'(::l)-lzaﬁon -;L\ES key ].ifetimes, and related p

k S, min N ) i .

With ESP (required f0l ESP lmplememallons)

ate
- 2-bit value used to gener:
riGouter _ i\ i for all
w Seque’gi;]\fixue'?cfein AH or ESP headers (required fo

the sequence num

" implementations ).

indicati hether
L — A flag indicating w
, nter Overflow ditable event
(iv) Sequence gz;l ber Counter should generate an :Umred o &
overflow 0fthglsi1que?r(;ismission of packets on this SA (req
and prevent further
implementations ).

. . d
Window — Used to determine wpether an inboun
®) 1"“7’?::’;121), (required for all implementations).
AH or ESP packet is

iation — A time interval or byte
ifetime of this Securt'fyAssuc:fmon Atg,:ea::d nent 5Pl o
(vi) Lifetim SA must be replaced with a new  ceur (i
count after which 'and'calion of which of these actions should o
indi
terminated, plus an! Q. . -
for all implementano;;;U Any observed path maximum transmission unit
3 th -
(vii) Pa

fa packet that can be transmitted without fragmentation) and
i a . .

(maxim“',“ ;Zi cz,-equired for all implementations).

aging varia

o
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(viii) IPSec Protocol Mode — Tunne

for all implementations).

The key mechanism that is used {

authentication and privacy mecha
Index. Hence, authentication and

any specific key management mechanism

Q‘ . Giv 4 !
68 Give a overview oftmnspmt mode !
and tun; el
1 hog,
[

IP sec can be used in two modes

Ans. The two modes of u

1t
ranspory, T Wilde,
rd (r
. 0 distribyte keys | A
nisms only by way of (, S e
privacy have been gpeg; i

WPy,
fied Ind@pq:?e‘els
Cy

Or ®RGp K, June
Wi .
lat are they » R.Gp

K
tunnel mode — S¢ supported by AH apg ESP, > June 2

() Transport Mode
upper-layer protocols, That i
payload of an [P packet. For

mode typically used f;
e or end-to

(i) Tunnel Mode — Thj
is, aﬁt.zr the AH or ESP f;

r y
li)r;:\:’ll!; may engage in secure
- N unprotected packets ge

external networks
firewall by tunnel mod

—

~ This mode provides
S, transport mode

packet, all of which o F example, a TCP

re tl‘an Sle’l QM

S mo i i
de provides protection to the entire IP

elds are added to the [P packet,
as .the payload of new “outer” IP

: er of h051§ on networks behind
communications withoyt implementing

nerated by such hosts are tunneled through
€ SAs set up by the 1PSec software in the

ors
€cure router at the boundary of the lotal network,

Al
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Je encrypts and optionally authenticates the entire inner

gspin W"n(’f‘ ma)e inner 1P header. AH in tunnel mode authenticates the
inclu Zl%cl and selected portions of the outer IP header.

¢ IP p2 )

c[lll lc 4.3 summarlZeS

Mode and Transport Mode Functionality

the transport and tunnel modes functionality.

e 43 Tunnel
Transport Mode SA Tunnel Mode SA

Authenticates IP payload and | Authenticates entire inner IP
Al selected portions of IP header |packet (inner header plus IP
and IPv6 extension headers. |payload) plus selected portions
of outer IP header and outer
IPv6 extension headers.
Encrypts IP payload and any | Encrypts inner IP packet.
IPv6 extension headers
following the ESP headers.
ESP with Encrypts IP payload and any | Encrypts inner.IP packet.
Authentication | IPv6 extension headers Authenticates inner IP packet.
following the ESP header.
Authenticates IP payload but

pot IP header.

0.69. What is the difference between transport mode and tunnel mode ?
(R.GPYV,, June 2012, 2017)

ESP

Ans. Refer to Q.68.

0.70. Discuss how ESP operates in transport and tunnel modes.
(R.GPV.,, June 2010)

Ans. ESP Transport Mode — ESP transport mode is used to encrypt and
optionally authenticate the data carried by IP (for example, a TCP segment),
as shown in fig. 4.17. For this mode using IPv4, the ESP header is inserted
into the IP packet immediately prior to the transport-layer header (for example,
TCP, UDP, ICMP) and an ESP trailer (Padding, Pad Length, and Next Header
fields) is placed after the IP packet. If authentication is selected, the ESP
Authentication Data field is added after the ESP trailer. The entire transport-
level segment plus the ESP trailer are encrypted. Authentication covers all of
the ciphertext plus the ESP header.

Transport mode operation may be summarized as follows —

(i) Atthesource, the block of data consisting of the ESP trailer plus
the entire transport-layer segment is encrypted and the plaintext of this block

is replaced with its cigher_text to form the IP packet for transmission
Authentication is added if this option is selected.

()
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(i7) The packet is then royte
router needs to examine and proces

d to the dcslinaﬁ,m .
extension headers but does not need t

S |hc IP hcadc_r

ch;
Iny
pllH an "-Wr,-,j

0 CXaminc lhc o y
. Ciphe Plz;, e,
L (111) The destination node €xamines an( Proceg Reyy. ey, ¢
any plzintex Ttension hesde 8
: Yp x;r ;_llj_c'!;naxnn headers. Then, o the basjq O‘f-“” ¢lpy,
L:z..fr ¢ destination node decrypts the remainder of the 5p in.’fr';’-‘q
the plzintext trznsport-layer segment. the Packeq I:,Lq-'d
Trznsport mods i . r"’./_."
-l ;’Y'r': m {d- Operation provides conﬁdcmiality for 4 )
- tus avoiding the need 1o implement con fidentia); anyz icag,
2ppication. This mode of operation is cfﬁcicm, ) ality jn Cvery ;. M,
of the [P packet. One

< 5

limitat i i
st i mitation to this mode j5 t
2n2iysis on the trznsmitted packets

ST Authenticateq

dding litle 1 " i
hat it is p(ﬁ“bl

Clyg,, @
) 1.
t.‘gg-;

Encryp t;j\‘

bopbry-hop, dess,
Fosting frazment

7y ~L Vv
V2 Data S
ALV, S N,

)
S/ Data pa
AN T [y

' (b) Tunnel Mode
Fig. 4.17 Scope of ESP Encryption and 4 uthentication
ESP Tunpel Mode -
packet (fig. 4. 7). For this
then the packet plus the ESP trajler i
counter traffic analysjs,
_Bacausc the IP header co
routing directiyes and hop-
transmit the encrypted Ip

Tunnel mode
mode, the

ntains the destination addreg
by-hop option information,
packet prefixed by the

Bl 2N
- — j -l -

: ESP is used 1o encrypt an entire IP
ESP header is prefixed 10 1he packet and
8 encrypted. This method can be used o

8 and possibly source
It i8 not possible 10
ESP header, Ingermediate
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ocess such a packet. Therefore, it is necessary to
unable 10 Erwiﬂ‘l a new IP header that will contain sufficient
; oC .
tire b:,ut not for traffic analysis.

e . T e
in mode is suitable for protecting con_nvctlcm: betv.ean
the uarlsggg feature, the tunnel mode is useful ina conﬁgurai:::!

- I} o other sort of security gateway that protects 2 trus -
irewa | networks. In this latter case, encryption occurs only

al netv ’ . oy " g

ean; host and the security gateway or between two Sicugt}

; . exlﬂ':’!ives hosts on the intemal network of the me:s;l“g ur ;"

is relt i etributi educing the number

g 1015 ,rzl simplifies the key distribution task by rvtliymné ;:ﬂinzmm

ion a0 is based timate dz .
fe‘(mpt;;;s Further, it thwarts traffic analysis based onu

of o2 ase in which an external host wishes to con?munif:ale vtsl;)h a

ConsideT 2 € 2] network protected by 2 firewall, and in ""ih":h ESP is

bt a,:e:in‘t:rzle external host and the firewalls, The following steps are
1

iplemen

*xtem st to the
ired for transfer of a transpon-layer segment from the ex al ho
reguir

itemal host — _ o
o (i) The source preparesan inner IP packet with a destination address

et internal host. This packet is prefixed Py an ESP header, then thdt-?
e ng ESP trailer are encrypted and authentication data may be ‘add‘e
Tuek?esf;ling block is encapsulated with a new IP header whose destination
Jdress is the firewall, this forms the outer IP packet.

(ii) The outer packet is routed to the destination firewall. Each
intermediate router needs to examine and process the (_)uter IP I3e;d:; pltus any
auter IP extension headers but does not need to examine the ciphertext.

(iii) The destination firewall examines and pmc?sse;t}:};esg?gthi
header plus any outer IP extension headers. Then, on the basis o e
ESPheader, the destination node decrypts the remainder of the gac gt
the plainlc;;t inner IP packet. This packet is then transmitted 1n the
network. .

(iv) The inner packet is routed through zero or more routers in the
internal network to the destination host.

0.71. How IPSec can be used to create VPN 7 (R.GEV,, Dec. 2007)

; 18 shows the way in which the IPSec ESP service can be
o e tunnel mode operation can be used to set up a virtual
US,Cd' I shos hc:wthis example an organization has four private networks
privatc nclwork: noss the Internct. Hosts on the internal networks use the
interconnected flc(;n of data but do not interact with other Internet-based hosts.
HiSIE t;ort'l’ a?bl[;,c tunnels at the security gateway to each internal network,
[il)’ “m;:;s::i’" allows the hosts to avoid implzmenting the security capability.
the con

J
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Encrypted Tunnels
Carrying |p Traffic

0.72. Whq

tare the rofes of the
ISAKMP in, IPSec 7

Ans. The key Management portjop, ofthe IpS .
and distribution of secret keys. A typical Tequirement is four"mmmn
COmmunicatigp between two applicationg ie.,t
both AH anq ESP. Th

Tansmit ang rec
e IPSec architectyre document Mandates g
types of key Management —

Oakley key

determination Progg ol gy
|

€C involyeg the detepp:

eive Pairs fq,
Upport for twg

(i) Manuay — A system adminj
System with its owp keys

and with the keys of other communicati
This is practica] for smal, relatively static

environments.
The default automated key Management protoco] for IPSec is referred to
as ISAKMPIOakley and consists of the following elemen;s _

(i) Oakley Key Determinatipn Protocol - Oakleyisa key EXChﬁQEE
Protocol based op the Diffie-Hellman key exchange algorithm byt providing

added security. Oakley ig generic in that it does not dictate specific formats.
(i) Interpes Security Association and K, ey Management Protocol
(ISAKMP es a framework for Internet key management
I support, including formats, for negotiation

Strator Mmanually configures eaq

ng systems,

) — This protoco] provid
and provides the specific protoco
of security attributes,

ISAKMP by itself does not dictate a s
Rather, it consists of a set of message types
key exchange algorithms. Oa
mandated for use with the init

pecific key exchange algqn‘thml-_
that enable the yge ofa vanc‘ty 0
kley is the specific key exchange algorithm
ial version of ISAKMP.

-
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ternet key exchange (IKE) protocoL.
n Inte

Or PV,, May 2019)
73. prite exchange pr otocol. .

: d and outbound
designed to create both lnbf())m; et consults
B IKEisa rotti;/hd na peer needs to send an | SA for that type of
€ . is an
Ans: - ation (SA)- ¢ (SPDB) to see if there le The main goal of IKE
ity ASST iy Database ( lled to establish one. icate securely,
el iy PolicY A, IKE 1s calict that wish to communicate se jees
C is NO 2y arties . onnection
(he |f there 1 petween two p tocol using the ¢
@ aplish an SADEWERC L er protoc ee other
Uﬂﬂ‘1cstabhs i”‘E is an application-iay mplex protocol based on tln:p e
5 " psec. K 500. IKE 1s a com| d Key Management I'ro
ysing rotocol on port’ Security Association an1 ; )L/l tity Agency (NSA) that
pPp The Interne signed by the National Sec several packets,
ocols. 2 rotocol design d in IKE. It defines -
pro isapr es define to take place
KMP) the exchang E exchanges to
AR ements llow the IKE e » protocol was
ly imp ters that a The Qakley pro i
acwal d parame eate SAS. Diffie-
ols an cssage to create . | based on the
Pf“ﬁﬂirdized’ fom?“éir:zn It is a key creation prom(::;:ents Oakley is a free-
sta ilarie - : improv ’ e
d by Hi d, but with some t of the messag
develope xchange method, but ot define the format o l
-€2 ] . toco
ellman key-exchal sense that it does n k, is another pro .
?Urmmed pmmzog;g};}i designed by Hugo Krff::f:ﬁity authentication in a
o be exchange - Juses public-key encryption .
for key Exihinr%r(;tOCOL first phase, an “IKE SA” is
key_excﬁa' gcc,mprised of two phasesl' n ;h\ihich the communicating Parlill(EES:
s 0 , ;
b]liheil This creates a secure ché’J}:sr:’(3 ilr:‘sjtances over time. Setting :}i‘)na“up in
est;l ﬂ:en es-tablish multiple “TPSec Son in the SSL protocol, while ;Zd sicurity
til . .
CSA is analogous to setting up a'sesup an SSL connection. It IScfmmunicating
FSecSA 15, anglopotns Lo Se:lsztogfaphic keys used b? lc“Jvch:urs rarely and is
practice to periodically c::‘ Tfm keys are derived. P;aslﬁ phase 2, shorter terms
parties. In phas-e 1,1l10ni%1tensi"e Compared' to pT}'ll.zlliS:ke'y is a function of the long
TR empMAtORATY between two parties. s exchanged in phase 2.
keys are derived for ‘%se hase 1 together with nonce
term keys computed in p :

I s
ey

4o gt

e s
oy

46 L6t s e et £ 70

.

e OF
IC PROTOCOLS
ITY — SSL/TLS, BAS NIC
. WEB SECUR Ncg[s)II{lG — SECURE ELECTRO
SECURITY, ETRANSACTION (SET)

: )
Q . o Foy De(,. 200
74 "1 hort note E’b secu n‘y_ ( t;P V
Vrit 4
. .

Web (W i tally a client/server
W Wi WW) is fundamen i
i | i . But web pres
Ans. The -orld erlthe Internet and QP/IP 1ntrantzt;t o
plication nmngtogenerally appreciated in the con m
ap By
llenges
new cha

: ollows —
curity which are given as fi
se
network
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(i) The Intemet is two wa

y. Unlike traditip
ments, even electronic publishing syst

ems involy

: nal pyp;
’ g teletexy v MR g
fax-back, the Web is vulnerable to attacks on the XLy reg i

. " ' \VCb Seerrs o Ons On,
(i) The Web is Increasingly serving g5 4 highly ;0 ¢ Imq%'
corporate and product information and as the platfory g, bgl \_Vlsnblc llthrhcl
Reputations can be damaged and money can be lost if (e Web \blness &crl \
(iii) Although Web brow TV ESarg gy

Sers are very eag
to configure and manage, and Web ¢
to develop, the underlying software is extraordinarj
Fo[h\fam may hide many potentja] security flaws, T}
is filled with examples of new and upgraded syste
are vulnerable to Variety of security attacks.

(iv) A Web server ca

. t: - bVQ y
relatively easy Y 10 use, wey, Sery. W

0 - Tvg
ntent s 1ncreasin e

l_y Complex' This h YQasy
1S short higg, o Omple,

ms, Properly insla"e(;3 \:;:h
» thy

a and system,
I site.

Virtually, a]] business, m
now have Web sites. As a re

following Web securi

ty problem —
@) Spoofing q site 10 a user '

(r:i) Merchants unclear on the concept

(iii) Getting impersonated by a subsequent yser
(iv) Cross-site Scripting

W) Poisoning cookies,

Or

s 2 Explain,

Or

rity problem.

Ans. The various Web security problems are as fo|
_ (i) Spoofing a Site 10 a User —
Into thinking he js visiling,
Embezzlersinc, Let’s say th
o_f the domaing under coun
like ggtv. 1If Embezzlersin

What are Wep security problem (R.GPV,, June 201))

Write a short note on Web secu (R.GPV,, June 2015)

lows —

Suppose you Wwant to frick a user
say, his stock broker site, byt instead he is visiting
at Embezzlerslnc manages 1o convince the
try code tv to give it an
¢ can trick you into thi

: manager
INnocuoyg sounding name
nking they are your stock

e (‘/TB.
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he site you want o talk to and actas a mnn-ln-th::};
connect toth 4 and then being able to make §t0Fk trad_cs wi
O your iﬁsw;rmat using SSL would make this impossible.
ld ho
he wou

er is ve

Unclear on the Concept — Suppose the user i ry

)fouf'“ i) Mﬂdm"m ,lking to the server and the user session is
i . ‘ .

:  user taAﬂerlhe user does his SSL-protected transaction,

l, sO cted. ; ire, it is not
cnrcfﬂg aphically prote cryptographically prOtectc.d while on th.e w1tr0 PR
enfP'? he credit card l?chant to subsequently email a confirmation >
for the me

. ) )
I| the details of the transaction, including the credit card number!
thallthe

ent User — The authorization
. ; ersonated by a Subsequ i

(i) Cete l\ligb server signal the browser that it should pr;mpi)ﬂ:

a I
HTTP lets ~d password and then the browser can calculate t etp Stgre
rforausematr‘neaatign for the server. It is natural for the brc;lwtser oe o
ion inform h b t visits to that sam )
t on subsequen ;

; and password so tha ord again.
i na::’ﬁl notieed to prompt the user for name %ni p}?;lsfwlfa usger :
the browsefr can complete the authentication on the user slke wg; bt
. broV;SE Web from a public workstation and then walks lf: vzalks 5 1
surfing the logging out of the browser, the next user who ¥
machine without logging thenticated previous user. For this
hat machine will be assumed to be the authentic formationlo ely beicadhied

o atisi rtant for cookies and authorization inform
reason, 118 PO inly deleted when the user exits from the browser.
for a short time and certainly de

o = at gives

Some browser vendors have thought up a really he]lif;‘:] i:ig;?;e (ﬁlient
usthe chills. When a server requests authorization mfon’fg lthe, e airshe
machine to prompt the user for username and passwo 1;er e o
Alice whether she would like the browser to remem S
lt]hS:tr she1 would not be bothered in the future. It means that e‘ll'ery:::th?riicated. 9
rle oy e o Al mary s s o
= _realizes DL s ;rri:}-\? gi;in:h:f sheg can cause the pro_mpt_ to appear
pere l‘s n_o i ou al information with bogus information in order to
eui histimegveniitc her - from being stored for the next user. But the
; mcrail:I!lThis is such a bad feature that is should ce.rtai‘nly
provizcnyligever (100D %ul until it is, servers should not use the alzlthonzatlon
be removed from browsers. d accomplish the same thing by presenting the user
feature of HTTP and msteaer site and giving the client machine a cookie proving
l'; the server should specify that the cookie be deleted

0 ommon .
in lhe Clear’ el
I

feaure Of

yser fo!
quthorizat

erase the dangerous informat

with a login page at ‘hcj\e
the user is authorll‘::- brr:)wser
its the ]
after the user exIts s-site Scripting — One of the types of content that can be
(l{’) Cr&»‘eb page is active content i.e., a program e.g., <SCRIPT>
embedded ma:ds </SCRIPT>. Types of active content are Java, Javascript and
script comm

Active X.
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It is theoreticall i
y possible for s
board with en i omeone to po
would inadvclfx]::lclllded 3C111Ve i, any(mep “S'; s e :
y run his script. The scri 10 dis Nq
, ; . The Pla b
the client machine, but the cli Script commands Yed the Wy
anythine it ent machine woul fun ip g, |
¢ it wants o the server. S ould allow ¢ A sang Y
that the user duped into rumni - 50 the program can d < SCTipt 1 hoxﬂ
server stores the user’s nning the script is allowed ¢ Mything on transm’n
em v o 0 ‘ \
the user’s email or send ea‘l’. 1he_ SCrIpt might send a o oy msla“m sm;
walieraBilly was SFsadh mail viruses to everyone } COmmangq ¢, d““-,ifthe
make sure they are not dis\\ 1as. 'that servers that displ;e knows, The Cley)
scnnething s Gungergug t;; aying anything dangerousy }S:‘.Jch things c\ha ¥t
loophole o explor cky and if they do not get.it 18uring g wlec ty
. right, tj, eth
be
@

http://www.re
-Tespectablestock
account&account#14567br0ker.

Assume that th
. at the us .
cookie from them i er has visited r

com/transfer&§s 0000.&ma;
-&maip

her cooki bove, this will i
. The cookie will identify ;i‘iilgr to visit site B with that URL ang
,S0B o

number is. That
X - .
convoluted and 'flmple will know what her account
allow unlikely, . Here’s an exa .
that i olve code. Suppose sit Bmple, e
a H . e ’a .
b . thlctz ‘;"J‘Il{lflSplay when you enter thse‘%zz it
. ttp://WWW.resPecmbl - So, if you entered B usin® siie
1t would display hello th estockbroker.com/hello th MENTE
HTML file ere. But . ere!
that speci _but suppose instead PR
SCRIPT>. When ‘iﬁi‘ﬁ“ active content e.g,, <’gc1(<)1fpart>ext Bieig; 2 pnis it
the string back to lhellljssirr’s lt’)mwsﬂ does a GET of that'i?]r{lit commands </
s , Site B repeats

be willi rowser. Since site B i
ng to run the program. - Since site B is trusted, the browser will

does not involve code
o that does inv
-l -pec1fy a greeting

greeting is passed to 151

(v) Poisoni
onin i '
¢Typlographic protectioﬁ ﬁnakws — Some servers used cookies with
For instance .. - Itwas easy to look at their contenlo i
s and modify them.

Din (a) Ifthe cookie contained a i '
IR Aot L aainte al;Ssir nl]lc) user A could modify the user

would enabl .
eAt user A
0 impersonate B and have access, say, to }:’iasb' cally user B, This
» 70 IS bank accou
int,

cart, incmdm

chcd‘e

fyrite short

Discuss the conc

Ans. Web Secu

Cookies — If the

Shopping ba

place overa

a user. With SSL,

as illustrated in fi

which provides th
on top of gSL. T
Handshake ProtO_
““' These SSL-spect

(b) Aﬂ on

0 pi% " the prices c \
N f!fot\:’e prices in the cookie
l mOd:)Zl dpay 33 cents.

| 76 Wit shor

ote on cookies.

and access control or is
sket to be purchased when th

jine catalog, the information
put HTTP 18 stateless. Each request/respon
fresh TCP connection. The cookie mechanism ena
o maintain context across many requ
data structure created by

0.77. Explain secure socket layer.

Write a short note on socket secure layer.

Ans. The secure socket 1
Inc. to provide secure comnmuni
When a browser encrypts in

private. Moreover,

encryption without requirin ‘
SSL is designed to make use of TCP to provide a reliable end-to-end

secure service. SSL is not2 single protocol but rather two layers of protocols

hant stored the contents of the user’s
pe prices of items, in the cookie. When the user
¢ e}; were those stored in the cookie. So it was €asy

o that instead of paying $60 foran item, the

writy and cookies.

{ notes ol web secl
(R.GPY,, May 2019)

Or
(R.GPY,, Dec. 2011, June 2015)

eptof a cookie. (R.GPV., June 2014)

rity — Refer to Q.74.

client is browsing content that requires authentication
accumulating information such as items in a virtual
e user is finished browsing the on-

for that session really needs to be kept somewhere.
se interaction is allowed to take
bles the server

est/response interactions. A cookie isa
the server and stored at the client.
(R.GPV., June 2015)

Or
Explain architecture of Secure Socket Layer (SSL).

(R.GP.V,, June 2004, Dec. 2009, June 2010, May 2018)
Oor

(R.GP.V., May 2019)
yer (SSL)isa mechanism invented by Netscape,
cation between a browser and a server.
formation, the process is entirely hidden from
a browser can encrypt a message so the contents remain
the entire process is automated; the browser performs the
g the user to act.

g. 4.19.

The SSL Record Protocol provides basic security services to various

higher-layer protocols. In

particular the Hyptertext Transfer Pr

e mms.fer service for Web client/server imeract(i);?lcgzlu(llgﬂp)‘

hree higher-layer protocols are defined as part o’f SSLpemte

col, ,‘he Change Cipher SpecProtocol and the Alert P i

fic protocols are used in the management of SSL excr:li:(mL
ges.
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SSL SSL Change

Handshake | Cipher Spec Slfrl;{.‘;:?
Protocol Protocol
SSL Record Protocol
TCP
IP
Fig. 4.19 SSL Protocol Stack
Two important SSL conce

pts are the SSL sessiq
fication as follows —

(i) Connection— A connectionisa tra
type of service. For SSL, such connec|

connections are transient. Every conn

which are defined in the speci

tions are peer-to
ection is assg,
(i) Session— An SSL session is an assocjat;

nsport that Provides

-peer re]ationshi
ciated with one se

N and the §g, Connegy;,

aSuitapy,

Ps. The

SSion,

ultiple simultaneous sessions between parties
but this feature is not used in pra

ctice.

there are a number of sta
asession is establ;

states become the current states,

A session state js defined by the following parameters
(i) Session Identifier —
server to identify an active or resu

(i) Peer Certificate —
element of the state may be null.

mable session state,

(ii)) Compression Method — The al
prior to encryption,

tes associated with each session. Once

An arbitrary byte sequence chosen by the

An X509.V3 certificate of the peer. This

gorithm used to compress data

(v) Cipherspec - Specifies the bulk data encryption algorithm and

a hash algorithm used for MAC calculation. It ﬂlso.de.
Aattributes. such as the hash size. - |

e

fines cryptographic

Unit-1v 219

48-byte secret shared between the client and server.

ef— : ion key can be
) MasterSe A flag indicating whether the session key
V) Je — o
nab
i) Isrest” tions. .
p {) Hew connec he following parameters
10 nitiate (ate is defined by t ences that are chosen
connection $ d Client Random — Byte sequ
erver an ection. :
(0] -fnd client for each CO‘:‘ { — The secret key used in MAC
rver . }”AC ecrel —
the s€ Write

by j) Server )
(ii) t by the server. ed in MAC
son & SEmWJ"?{Ie MAC Secret — The secret key us
-0y Client .
(iii) Ci by the client. ) for data
rations 01 gt SenptV ); Key — The conventional encryption key for
jv) Server Hrite lient.
(iv) '15; server and decrypted by the ! o ke For ot
encrypted by the Write Key — The conventional encryp
Client Wri -
(‘3 the client and decrypted by the serve ipher in CBC mode is
d y itialization Vectors — Whe_n a block C}lpke This field is first
(‘f')_ ﬁ';; tion vector (IV) is maintained fof; e&‘t‘;l . ﬁn};l ciphertext block
i r
us.efi an dm:lathe SSL Handshake Protocol. Th;\r[ea itf[:1 e following record.
imtlahzeh z:rcord is preserved for use as the IV w ains seperate sequence
fromeach T bers — Each party maintain ' When
(vii) Sequence Numbers ssages for each connection.
nsmitted and received me the appropriate sequence
pumbers for tra ipher spec message, PP&
ds or receives a change cip t exceed 264 — 1.
party sends nce numbers may no
pumber is set to zero. Seque

SSL session
ters that define an

Q.78. List and briefly define the parameters e b rune 2012)
state. .

A_r#. Refer to Q.77.

d protocol.
0.79. Explain the SSL recor por

ided by th
What are the services provided by .

mtioﬂ

encrypte

(R.GPV., June 2010)

eSS fec"’d(PR’-'z‘:‘]’/"’ i’)ec. 2011)
tocol provides two services for SSL connections —
Sl Recor(? PI:O _ The Handshake Protocol defines a shared
()] C"’W'{enﬂalgventional encryption of SSL payloads,
secret key that is used for iegrm — The Handshake Prqtocpl alsc;de&r::(s:)a
oo (il')t ::;s[;‘:f;lu';ed to form a message authentication code ( .
shared secre

he overall operation of the SSL Rgcord Protocol. The
Fig. 4.20 indicates t ;;,plicaﬁon message to be transmitted, fra.gments the

record gp.rotocol takelS ‘;Tocksw optionally compresses the data, applies-a MAC,
. ged &

data into mana

Ans. The S

-
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“ a8 Ty FEWe

vedder, and transmig

d dccryplcd, verified

the resultip :
cred (o highcr-

’ ccomprcssed a

p
> and 'Cassemzeigm
¢

Application Data

th L
and

Frngmcnt

Compress

Add MAC

% . =y
t‘o‘o‘o‘o‘.‘.’.‘.&.o
RSO I IO
RO 53

Encrypt

AT PP - N
Append ssj, n:o:o:o:c:o:ozozo:o:
ecord Header :0:0:0:0:6:0:0:0:0:0

ret || pad
Mmpressed.ty

-2 || hash (MAC_write__secret | pad-
)]

L
pe || SSL compressed.length [l'S

SL
Cornpressed.fragmem

where,

Il = concatenation
MAC Wrile_secret = Shared secret key

hash = cryptographic hash al
the by 1ol 48 times
-1 = the byte 0 x 36 (001 10) repeated : im
B (324 {lits) for MDS5 and 49 times (320 bits) for
= byte 0 x 5C Tepeate im
-t ?cl:' MYIIDS and 40 times for Sy A 1

gorithm, either, MD5 or
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the sequence number for this message
i = the higher-level protocol used to process this
Aype =
sSL cofﬂPf""SScd = fragment.

gth = the length of the compressed fragment.
d.length =
pl‘ESSe

= the compressed fragment (if compression is not
d Gagment used, the plaintext fragment).

ss com
csL, compresse

from the HMAC algorithm is that the two pads are
; nce Ir . C
The ﬂgei;eSSL v3 and are XORed in HMA
a
concatel’l

lus the MAC are encrypted using
sed message p

the compres

‘NeXL

e
ion. Encryption may not increase the contact length by mor

. {lon.

etric encryp

symm

14 48. The
so that the total length may not exceed 214 + 20
1024 byLes, i ithms are permitted —
than tion algori
ing encryp
l-o'llowmg

i Stream Cipher
B-’;J C:‘ CIPI?:; Size Algorithm Key Size
A 128 RC4-40 40
IDIZ_:“‘;\O 40 RC4-128 128
RC2-
DES-40 40
DES 56
3DES 168
Fortezza 80

I ortezza can pe (:a](l €ncr yptlon Scheme.
Z

ing 1 end a header,
1 f SSL Record Protocol processing is to prep
The final step o . !
consisting of the following fields

cess
(8 bits) — The higher layer protocol used to pro

i t Type

(i) Conten

the enclosed fragment.

i dicates major version of SSL in use.
" (i) Major Version (8 bits) —In
ii
= i ion i . For
S R jon (8 bits) — Indicates minor version in use
FT . Ve]"slon
(iii) Minor h
0 its) h in bytes of the
SSLv3, the value is d Length (16 bits) - The lcrl;iion o
(iv) Comp(ress":eompressed fragment if comp
or
intext fragment As. | N
pla"} - laue is 21+ 20 n defined are change-cipher-aspect, ale
maximum v < Jins heve bos
e
The content tyP!

i tocols.
tion-data. The first three are the SSL-specific pro
lication- - .
and app ecord format,
hand;,s;;llkiil,ustrates the SSL ¢
Fig. 4.21.

V. 8 ﬁ?\
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F : tinue, but no new connections on
sion may con ’ . .
C'"'r;::em \Z‘: jlo e Pinor C s on the sami,sf;d The second byte contains a code that indicates
slon / [ . )
: Version IT:,:,‘,:‘“ wnnecll%f; may be csttal;': list those alerts that are always fata].
sl irst,
Lhisst’fs (fic alert- Fir ected_message (D) bad_record mac
e SPE° (a) unexp presSFiO“ failure  (d) handshake failure
Plainiexg ‘ decom -
Encrypted < (Optionalry (©) illegal_parameter
Compresseq (e) terts are the fo]]OWiﬂg s
. der of the a X
g remaifn i (b) no._certificate
Th (a) close_notily B _
(c) bad_certificate (d) unsE:pponed_c?m icate
L MAC 10,16 or 79 Bytes ©) certificate_revoked (f) certificate_expired
: i unknown.
Fig. 4.21 SSL Record Formgy (g) certificate | _ lows e semver and clent
0.80. Discuss various SSL-Speciﬁc protocol (iii) Handshake Protocal—nus protocol a 19ws git/:[rxc e
b4y s. nenticate each other and to negotiate an encryption an g
' authé
What are the protocols that SSI. comprised of ? Explaiy, t0

aphic keys to be used to protect data sent iq an SSL 1.'ec0rd- The
and Cf?fﬂgt ocol is used before any application data is transmitted.
Handsha

The Handshake Protocol consists of a series of messages exchanged by
e

Ans. The SSL-specific protocols are

(i) Change Cip
protocol is one of the thr

(R.Gpy, Dec, 207
discussed below —

her Spec Protocol — The Chan

. h
d server. All of those have the format shown in fig. 4.22 (c). Eac
. lient an ’
' ge Cipher S S three fields —
e three SSL—§pec1ﬁc Protocols that yse the SSL Reci:; message has Type (1 byte) — Indicates one of 10 messages. Table 4.4
Protocol, and it is the simplest. This protocol consistg ofa single message [f; (2) Typ
4.22 (a)), which consists of a single byte with the value 1. T}, :
this message is to cause the

|
R es.
lists the defined message typ ge in bytes.
pending state to be ¢ e Purpose (b) Length (3 bytes) — The length of the messag iy
which updates the cipher sui i

(¢) Content (= 1 byte) — The parameters associated with this
c >
message,-these listed in table 4.4.

SL, alert messages " Table 4.4 SSL Handshake Protocol Message Types
Typted, as specified by the current state, : T Parameters
1 byte 1 byte 1 byte. . : = B | |
l =i e he'llc‘)_reqtiest version, random, se(sismn id, cipher suite,
(a) Change Cipher Spec Protocol (b) Alert Protocol client_hello A i 22?(:.;??;?1 ;n;izséion I
1 byte 3 bytes 20 bytes Z1byte ServerThello comprE$Si01:IOT;e;h0 dl'_ﬁﬁcates
Type Length Content —_Opaque Content . cerﬁﬁéate cgzr;z:ei'?si;aﬁe.
(c) Handshake Protocol (d) Other Upper-layer Prq‘tocol server key_exchange fypE, aniie Gton
‘ (e.g. HTTP)
Fig. 4.22 SSL Record Protocol

certificate_request

null
server_done

signature Y

: Payload - certificate_verify
¢ in this protocol consists of two byteg [fig. 4.22 (b)). The
first byte takes the value waming (1) or fatal (2) to convey

rameters, signature
client_key_exchange lk)x:sh value
. X he severity of the ﬁnish‘;.d- | :
message. Ifthe levelis fatal, SSLimmediately terminageg the connection. Other , .
. =/ i t‘\

Each messag
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Fig. 4.23 shows the initial exchange n
connection between client and server. The exc

four phases —

Phase 1. Establish Security Capabilities —
a logical connection and to establish the secu
associated with it. The exchange is ini
hello message. After sending the clie

server-hello message.

Phase 2. Server Authentic
this phase by sending its certific

Next, a Server_key_exchang
not required in two instances —

tiated by th
nt-hello message, {he

ation and Key Exch
ate, if it needs to pe a
-5 certificates. The cep.
e method exce

ceded

This
l‘ity c

hange can be .e]‘Sh

e client, v

ange - T,
uthenticared
tificate mes

S .
Pt anonymgoyg Diﬁ‘]e-H:flq g
€ message may be sepy if it i -,

to eStﬂb .

Phase is
apab O,
wi i
nd? Acli

Walt‘ fﬁrﬁ

Se
hich se
client

he Serv
b

the fbeEln;

Sape: $3a

an,

‘ 1S Tequireg
First, the server hag Sent a certificyre With 'f :
Diffie~Hellman parameters, or secondly RSA key exchange is ¢, be useq §
Client Server .
C"ﬂ"-he"o Phase 1
Establish Security Capabilities Inclug;
s ud|
Server-hello Protocol Version, Sessijon ID, Cipher S::;lge,
[ Compression Method, ang Initia) Random
Numbers
Certificate
Server_key_exchange Phase 2
e T Server may Send Certificate, Key Exchange,
Certificate ! and Request Certificate, Server Sigmals eng
Server_hello_done of Hello Message Phase,
‘____—=—————_—_—_ .
Certj
ficate Phase 3

"“hange

W

Client Sends Certific;

Sends Key
Certificate

C
hange‘cipl‘ler_;pec )
Change_cipher_spec

' Phase 4
- Change Cipher Suit

Handshake Protoco

ate if Requested. Client

Exchange. Client may Sénd
Verification,

¢ and Finish .
|

Fig. 4.23 Handshake Protocol Aciigy,

Phase 3. Client Authentication and Key Exchange Upon receipt of the
server_done message, the client should verify that the ser,

e N

Cr provided a valid
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i that the server_hello parameters are accep table. If
chec .

he server.
sired and Js one or more messages back to t

aeate TP lient sen
fic ctorys th
1618

. A b
ested a certificate, the client begins this phase by
u
s server has red

If no suitable certificate is available, the client

s age.
ire fificate messag d
g certl’ alert instead. . N
scnj‘“g . certiic? key exchange message, which must be set in this p
S - ont key_
e < the client_
tis

o i secure
The conte* © Finish — This phase completes the setting up of a
4. Fin
phasé

. nd copies the
lient sends a change_cipher_spec me:ssﬂgz a immg diately
anection- The Cec into the currentCipherSpec_.The clientt Cl(li s The
COndingCiph.er i 1essage under the new algorithms, keys’,an- rocesses
pe s the finished 1 ifies that the key exchange and authentication p
en il

essage depends on the type of key exchange.
fthe m

pished message Ve

were successful-

ication layer
Why is the SSL layer positioned between ;Zea"f,p;’cj:::' 2:-;4)
. Why o
ind t%f fransport layer ?
a

ata to
lication layer of the sending Fomputer prep.aresa :S:ddto ”
el ing computer. The application layer data is p1 g0 e
hesent 10 (12 'recew:'fcisnns encryption on the received data and a som g5 e
b W'hICh ped known as SSL header. Thereafter SSi. layer dl:a h}:temet
L arion erhich adds its own header and passes it onIto t aacmss net
o m:inspcc)): 12?::;1‘;/ the data is sent in the form ohf vc?ltalg;:agte:rs?h 1 e
- o mcdi , he data reaches the physica 4 -
B T W'heﬂ : in the case of a normal TCP/IP connectio
sppens similar o fow }t iiappens r layer. The SSL layer removes the
:tfﬁe receivers end Un;ll :nr:fy;ht:tg:s Salr:d ;ives the_ plain tCXtdb;?,CkstsoLthlef
o el ly the application layer cizita is encrypteh ﬁata li,nk
e el e zeaders, it must be positioned below the ; =3
SSL has to encrypt all the ose atall. In fact, it would lead to pro:dems. [
S e et T Tt p::)}/)er headers, even the IP and physical a 1:;: 25
e v lowel; ted and become unreadable. Thus, the addre ;
the computers wm;(lisbsvzr; l;yge oL Thailz’s why SSL layer positions
tl:)e:::::rf rmt: ea;:lcication Jayer and the transport layer.

] ? Explain the differences between SSL and TLS protocols.
0.82. Whatis TLS or

ort layer security (TLS) ? Explain.
What do you mean by transp (R.GEY,, June 2011)
r Security (TLS) is an IETF standardization initiative
Ans. Transport I&iz: an Internet standard version of SSL. TLS is defined
: ro
whose goal is to P

t standard in RFC 2246. RFC 2246 is similar to SSLv3.
as a proposed lsn;?: een SSL and TLS protocols are — -
' The difference

- —
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(i) Version Number — The TLS record fi

. d the fields in the header | Om“"‘”SSamea
SSL record forpm} and the fields in the header have Same Slhaln
one difference is in version values, For the current

. Version QfT;fa“ingsrl}t
version is 3 and minor version is 1. S, the -

s — i
(i) Cipher Suite — Another major difference A

. bet\VEEn

is the lack of support for the Fortezza methog. TLS does 00t gy -4

for key exchange or for encryption/decryption. Ppo Fo:teni
(iii) Message Authentication Code -

‘ There are tyq o
between the SSLv3 and TLS MAC schemes — the actyg] aloofith] erencq
scope of the MAC calculation, TLS makes use of the H AC ar"orithm and g,
in RFC 2104. HMAC is defined as — = mdeﬁnﬁ
HMAC(M)=H[(K* @ opad)

where H is embedded hash function, M is me
key padded with zeros on the left so that the
hash code, opad is 01011100 (5Cin hexadecimal) repeated 6

and ipad is 00110110 (36 in hexadecimal) repeated 64 times (517 bits)
SSLv3 uses the same algorithm, ex

concatenated with the secret Key rather tha

padded to the block length.

For TLS, the MAC ca
following expression —

HMAC hash (I\'IAC_write__secret, se
TLSCompressed.ve

IH[(K* & ipad)Mmy;

ssage input to HMAC, g+
result is equal 1o bl

: Padding bytes
n being XORed with the secret ::

lculation €ncompasses the fields indicateq in the

q_numl]TLSCompresscd.t);pei
gt

rsionflTLSCompressed.lenb |
TLSCompressed.fragmem}

function (fig. 4.24),

P_hash(secret, seed) = HMAC_hash(secret, A(1)|lseed)|

HMAC_hash(secret, A(2)||seed)|

HMAC_hash(secret, A(3)lIseed)]... ]
where A( ) is defined as

A(0) = seed
A()) = HMAC_hash(secret, Ai — 1))

ety 2 L0 T -
PSRN MRS
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A(2)
Sced
MAC
Secret HMAC | Secret H] .
Secret
1 1 — ] eoe
 —

Length = Hash Size
Fig. 4.24 TLS Function P_hash(secret, seed)

i i the HMAC algorithm, with either
oo erpaﬁfﬁxgt;?;gzztﬁsﬁxu:zggn. As can _be seen, P._has;xdca;: be
e atsimes as necessary to produce the required quax_mty o' ata.
b oate secure as possible, it uses two hash al.gorlthms mPe;{\Fwai)S/
th t:l?ori?ik;)gn?:e its security if either algorithm remains secure.
al
efined as — S
d PRF(secret, label, seed) = P_MD5(S1, labe]Hsee(ds)z, i
identifying label and a seed value and
Apepairds :)ei:rl:rtyviae];;ha.n’ll'g:ngl?pﬁtg is created by §plitﬁng5the
produces an output of lar e roiog P besh on cachlhalf, using MDS on
e gl .y ther half. The two results are XORed to producse the
e 0Mle)S will generally have to be iterated more tlr_nes
ik thilstpl;rrz(éifzef’;l equal amount of data for input to the XOR function.
thanP_SHA-1to

. ;pes — TLS defines the following certificate

(v) Client Cff ffg::;gg;ﬁc_request message — rsa_sign, dss_.sign,
types to be requested '[f“ed dh. These are all defined in SSLv3. In addition,
rsa_fixed dh and dss_ lﬂhergeral dh, dss_ephemeral_dh and fortezza kea.
SSLv3 includes rsa—;xia“ involves signing the Diffie-Hellman parameters
Ephemeral Dsiiiz;%ess. for TLS, the rsa_sign and dss_sign types are used for
with either R y

eparate Signing type is not needed to sign Diffie-Hellman
that function; 3 S

TLS does not include the Fortezza scheme,
parameters.
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i) F‘ertiﬂca!c_vcri[y and Finisheg ML’SSage‘-
certificate_verify message, the MDS ang SHA-1 hasheg aré -
over handshake_messages. For SSLV3 the hash caleulatiop C
master secret and pads. These extra fields were fel 1o add no 4

e

SHA-I(handshay.~
where finished_label is the strino « ke
finished” for the server,

(vii) C ryptograp

hic Computations — The
is calculated in the same i

master_secret = PRF(pre_masler

' Secret, “master secre(”
ChemHello.rando ,

m||ServerHe]lo.random)
dom output are produceq,
key block = PRF(master_secrct, “key expansion”

» SecurityParameters
servcr_randomllsecurityPara

meters‘client_random)

(viii) Padding — In SSL, the padding added prior to encryption of
user data is the minimum amount required so that the total size of the data to

be encrypted is a multiple of the cipher’s block length. In TLS, the padding
can be any amount that results in a total that is a multiple of the cipher’s block
length, upto a maximum of 255 bytes.

Q.83. Explain secure socket layer and transport layer security. -

(R.GPV.,, June 2016
Ans. Secure Socket Layer — Refer to Q.77.
Transport Layer Security — Refer to Q.82.
Q.84. Discuss various alert codes of TLS. (R.GPV, June 2015)

Ans. TLS support all of the alert codes deﬁne(.i in SSLv3 except
no_certificate. A number of additional codes are defined in TLS; of these, the
following are always fatal —
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i i in an invalid way;
ion failed — A ciphertext decrypted in an inva
pecryption_Ji

(i) ot an even multiple of the block length or its padding values,
. sn

were incorrect.

it
d, i i load
checke verflow — A TLS record was received with a pay
(ii)h Rzzzg:r;“ +j;048 bytes or the ciphertext decrypted to a length
ex
whose le]:%}:an 214 + 1024 bytes. - . ' I
of great® ..o [Inknown_ca — A valid certificate chain or partlsz chain w.
(iii) the'certiﬁc;te was not accepted because the CA certificate could
;eceive;tzlt‘; d or could not be matched with a known, trusted CA.
nOt be oc

iv) Access_denied— Avalid certificate was received, but wh'en‘access
| g;vipplied the sender decided not to proceed with the negotiation.
conHO w ’

) Decode_error — A message could not be decoded l?ecause a
|d was ?ut of its spe—ciﬁed range or the length of the message was incorrect.
fielaw

(vi) Export_restriction— A negotiation not in compliance with export
restrictions on key length was detected.

(vii) Protocol_version — The protocol version the client attempted
to negotiate is recognized but not supported.

(viii) Insufficient_security — Returned instead of handsh?ke_f_'m]iuz
hen a negotiation has failed specifically because the server requires ciphe
W aly 8
more secure than those supported by the client.

3 ted to the peer or the
(ix) Internal-error — An_ 1ptemal error um'ei?nue P
correctness of the protocol makes it impossible to c-on :
inder rts are the following —
The remainder of the new ale ) ' )
(i) Decrypt_error — A handshake cryptographic operation f;a}(}e;i,
i _ . ate
including being un::;le to verify a signature, decrypt a key exchange or vali
afinished I‘T;es_s;ge' anceled — This handshake is being canceled for some
(ii ser_ci ;
otocol failure.
reason unrelated to a pr tiation—Sentby a client in response to a hello request
(iii) No_renegﬂ e 10 a client hello after initial handsl}aking. .Eltl.ner of
orby the server in responima“y result in renegotiation, i?ut this alert mdl.catcs
these messages .woultdagi’e to renegotiate. This message is always a warning.
r is no .
that the sende: ure electronic transaction (SET) ?

Q.85. What is sec (R.GPV, Dec. 2003, June 2004)

Or

¢ electronic transaction (SET),
r

(R.GPV,, June 2009)
Or

Explain sectt

on ? Explain in brief.

nean by secure electronic transacti
What do you'" _ P e
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Ans. Secure electronic tmnsaclion-(SET) isan open enCryption
specification designed to protect credit ca.rd transactiong on the s QC“fity
SET standards were developed collectively by a number o ) m l'Thg
including IBM, Microsoft, Netscape, RSA, Terisa, Visa Ing .
Verisign. Trals and tests were carried out as early as 1994 and the
SET-compliant products were available in 1998, SET is not tself Set ¢
system. Rather it is a set of security protocols and formats that enable u)'mcm
employ the existing credit card payment infrastructure op an open se
such as the Internet, in a secure fashion. SET s made up of

three e,
(i) The provision of a secure chann
in a transaction.

l'slo
thOrk'
TViceg _

el between a| Parties i""‘)l\'ed

(i1) The provision of a trust relationship based on

X.509 certiﬁcales,

Imation aya;
is needed,

(iii) The provision of privacy by making info

lab]
any party in a transaction only where and when jt tho

Q.86. What security protocols are

predominantly useq iy, Web-byye,
electronic commerce ? (RGP V., June 20”)

web-based electronj,
3-D secure,

Ans. The predominantly used security protocols in
commerce are secure electronic transaction (SET), and
SET - Refer 10 Q.85.

3-D Secure - 3D secure protocol was developed by Visa. The difference
between SET and 3D secure protocol is

that any cardholder who wants to
participate in a payment transaction involving the usage of the 3D secure

protocol has to enroll on the issuer bank’s enrolment server. That is, the user
must enroll with the issuer bank’s enrolment server before a cardholder makes
a card payment, During actual 3D secure transaction, when the merchan
receives a payment instruction from the cardholder, the merchant forwards
this request to the issuer bank through the Visa network. The issuer bank needs
the cardholder to give the user id and password that were created during
enrolment process. The cardholder gives these details which are verified by
issuer bank. Only after the user is authenticated successfully, the issuer bank
informs the merchant that it can accept the card payment instruction,

V

ECURITY TOOLS —
AND INFORMATION S
chpggfgg‘;’(‘,‘éLs LIKE ARPING gr\%hztl)gTEl;%I)NTING
. spO “NSLOOKUP, DIG, , ETC.),
| TOOLS (EX G TOOLS (i.e. ANGRY IP,
LITIES SCANNIN .
VULNER B NNER, GLOBAL NETWORK INVENTORY
HPing%: NNER, NET TOOLS SUITE PACK) NETB
' ENUMERATION USIN

B

G NET VIEW TOOL

o e < S S A P

Q.1. What is spoofing ? Also write its’ different form.

i i ke an electronic
lies to actions that ma
s. The term spoofing app _ i
A’;:sion appear to originate from somewhere that n' dlo:;; r;ncefing Kgeen
gansmd to steal sensitive information such as the social eng
¢ use
based on e-mail and web spoofs.

. The first is IP spoofing in which

The"_c i dirrcmlglt gclzrg:soil;sg:i?lgzgwhen an intruder sends me;sta%gz
Emauth.orlzed cor:[éu ss that indicates, by modifying pa"cket headers, t arthe
mcludmg. an [P addre d host. Web spoofing creates a shadov_v copy” o ¢
e i'ror.n a trus!e nt lrlxrough the victim’s computer while tracking a
i Thl's f:(_)py . ‘S‘Thc Web” including passwords, account numbers, qr
of the users achvntl.es on the victim may enter. A third exar.nple ofspooi.'mg is
i s 1.hal oofing occurs when a user receives an e-ma{l that
gty ol e Tml scy‘a from a source different from the source that it was
appears to have orlgm.ale T s i he Linux platfort to send ARD recs.ce
oally fom. The?rpllil;itlfost ina LAN. Itis used to test whether an IP address
messages to a destina
is in use or not.

Vrite short note on 1P spoafing. (R.GPV,, May 2018)
Q.2. Write

common type of spoofing that you are likely to encounter

Ans., The mﬂi‘;d primarily to spoof the source address of e-mail. In this
is 1P spooﬁng_|l umsessage looks like it comes from one address, when in fact ,
case, an e-mal

-
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comes from somewhere else instead. The intent s to trick

. - the .
the evmail comes from a trusted source so that the user iy S r:nlmh
and act on it in some way, OPen l"ki\i
¢
E-mail spoofing can be used to — ™y
() Delivera phishing message (one that cong .
ooafidential mformation). Replying to the T Int,

-~ m u]?-\
n ; USST 10 a spoofeq Web, Pery, by
(i) Deliver a malware pavload. such as a vipyg, e,

borse. The malware mav come as an attachment thyy mUSt“bOmL OF Try,.
(:dkm?h eevuted) er may be coded into the e-mail 5o mth(:‘lw >
D235 10 ¢o 15 open the e-majl. (The malware installs jise 2 the

openad) S 1tself when g, e_m:;_:

n b email won'g y.., Cdiy
licking on links in the e-mail will take the o

Ozz of the more annoying e-m,
the e-mail address book onaco
ezl Ifvou bzppen to receiy:

ail mfmg tricks is to
mpromised machipe as the

sad o meimsina correlation betw;
IP 2ddress. ARP providss the
Providing zddress resohmion i
Set o 2 host machine op a network arrives at 3 router, it asks

to find 2 MAC 2ddress that mztches the [P
the ARP cache and, if it

comverted 1o the rio

A table, usually called the ARP cache i
een cach MAC address ang ; :

Incoming packe
the ARP Pprogram
address. The ARP Program looks in
> Provides it so that the packet can be

_One might deduct that this addressing scheme could also be spoofed to
Provide a host with incorrect information “ARP spoofi
forged ARP fequest and reply packets. By sending fo
computter could be convinced to send frames destined
£0 10 computer B.” This referred to as ARP poison
programs that automate the process of ARP poisonin

ng involves constructing
rged ARP replies, a target
for computer A 1o instead
ing. There are currently
&~ ARPoison, Ettercap,

i 2N
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1 ¢ the capability to provide spoofed ARP packets

Al three hav

) e
ission, intercept packets, and/or perform som
parasite: redirect transm

o pefore - 4dle attack. Either enabling MAC binding ata swn::il:\(g
lh‘_mm- lh::lml RP tables achieves prevention of ARP spoqﬁng. ]

{ ating SBUC A once an address is assigned to an adapter; it ca.nn_ot be
g makes <0 oy tion. Static ARP management is only realistically
tied" without authOfl'll‘:lenvork. In a large dynamic network, it would be
wm:ved in a very smthe task of keeping the entries updated. ARPWATCH,

ible 10 manage changes to the ARP cache and alerts

d systems, monitors
to the changes.

s e
" U'ND\ bas

Smjnismtoras .
" 4. ¥rite short note on foolprinfing. : to
6= rinting is the first and most convenient way that hackers use

Ans. Footp_ ab:)ut computer systems and the companies they belong_t?-
b iﬂfonenz;uf}':olpﬁnting to learn as much as you can about a system, It's
The pUrPOSs

cess capabilities, its ports and services, and the aspects of its security:
remote ac

In order to perform a successful hack on a system, it i_s best to ‘know a:
can, if not everything, about that system. While the're is nary

g y'Outh \;'orld that is not aware of hackers, most companies are now
C?{[lpany N eto rotect their systems. And since footprinting can be |j15ed to
?m:f. :a:)l;crzsm i:}can also be used to protect it. If you can ﬁn‘d anything m;t
ﬁut a system, the company that owns that system, with the right personnel,
can find out anything they want about you. o -

Footprinting is necessary for one basic reason — it gives yf)u z;::)cw .
what the hacker sees. And if you know what the hacker sees, you

) . ; ou
potential security exposures you have in your environment. And when y

know what exposures you have, you know how to prevent exploitation.

thing — getting inside your head, and you do
sk - v?[r: go:i 2;:;;;;:1'5333 methodical in gathering all pieces

nol. even kn_ow x z){o the technologies used in your environment. Without
Ry for performing this type of reconnaissance yourself, you
e e e is of information related to a specific technology or

. : iec
are likely to miss key pi on’t.

. . t me, the hacker w
organization — buld"“;owevel._ footprinting is often the most arduous task of

Be forewarn \he security posture of an entity; and it tends to be the
rying to determine hly minted security professionals eager to cut their teeth
most boring for fr;z;g,yHOWever, footprinting is one of the most important
on somedtis;:z: be performed accurately and in a controlled fashion.
steps and 1
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Some of the common techni

om ques used for ;
footprinting phase include the foll

owing —
(1) DNS enumeration and identify

(i1) Nslookup and DNSstuff

- Ps and analy; )
(1v) Finding the address range of the YZIng Wh;g

) network
(V) Using traceroute

(V1) E-mail tracking

(Vi) Web spiders.

0.5. Discuss about the active ang Passive Jootpring
Ans. . . ] ing,
interacts A—:hn:; ootprinting - In active footprintin
o o :
it 1th € system Or application to gather the inform 6 = dlrecﬁy
. = Al e ca;se of active footprinting there is a high po a_lc?g 2bout
target system saves the nformation such as IP address POssibility th,, the

g the hacke,

the search engines or publi
from the system.

0.6. Explain the foa!printing tools.
Ans. The footprinting tools are as follows —

‘ men »then the command queries to default
(minus sign) invokes subcommands which are specified on

command line and should precede nslookup commands, In non-interactive
mode, i.e. when first argument is name or internet address of the host being
searched, parameters and the query are specified as command Jine arguments
in the invocation of the program. The non-interactive mode searches the
information for specified host using default name server.

One of the powerful tools queries DNS servers for recorq information.
I’s included in UNIX, Linux, and Windows operating systems, Nslookup is

e N
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command-line tool available in many computer

inistration :
dmints for querying the domain name system (DNS) to obtain
 |P address mapping or for any other specific DNS record.

"elﬂng systerms
opcm:!in name O ) N
do — 015 - WHOIS (pronounced “who is™) is an Internet database
('_') s information on domain names including the name servers
that Comam'th the domain name, the domain registrar and the administrative,
aSSr?cialt’-dd“t’;Chnical contacts with postal and e-mail addresses,
L anWHO]S is also a tool or an application which searches the domain
Tb:fomation contained in WHOIS database. It is generally used to check
n?me lthe, availability of a domain name or the ownership of a domain name.
eﬂhe:ml requires you to enter a domain name such as sustech.edu (without the
I::W prefix). If the domain is available you will be informed of the same, else,
you would be displayed one or more details —

(a) The registrant information. Details of the person who

registered the domain name including their postal and e-mail addresses and
phone number.

(b) The contacts — Each domain name is associated with three
contacts — Administrative, billing and technical. In most cases, all the three
would belong to the same person (the registrant).

(c) The creation and expiration data of the domain name.

(d) The name servers associated with the domain name.

(iii) Dig — Dig (domain information groper), part of the popular DNS
server BIND, is a command-line tool that can be used to query DNS servers. It
is DNSSEC capable and can be used to verify the DNSSEC chain of trust
from a top-down and a bottom-up perspective. However, we found that the
current version queries all possible name servers for a TLD or authoritative
zone for their A-record, even when glue records are known, when using the
top-down approach, resulting in an infeasi.ble amount of lookups. Hence, we
only used Dig in a bottom-up approach using a [?NESEC-capable resolver as
performed in our sec ond measurement SCENArio in Bottom-up measurement
scenario”,

Q.7. What are the advantages of footprinting ?
A-n; The advantages of footprinting are as follows —

) Footprinting allows hackers to gather the basic security
Burations oF & target machine along with network route and data flow.
configu
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(11) Once attacker finds

the vulnera

specific area of the target machine.

(t1) It allows the
to back the target system.

0.8. Phat is scanning ? Discuss y
Ans. Scanning is a systemati
for a specific patie

of datz looking
process may involve
looking a particylar
Ot 2 string that

Tzble 5.1 Lists the

Table 5.
Scannfng Type

hacker to identify as to which attack ;

2 program that Sweeps through thg
[P address String or a strip

PTCSENS 2 vulnerable portn
three types of scanning.

toy,,, ‘.

nlOre 5
h%
arious Hpes of scann;

usan(k of [P‘ahd -li.'_g
g that Teprese &
umber.

I Types of Scanning

Port Scanning
Netw ok e :
-vet%ork scanming

\"u!:.ercbili:y scanning

Purpose

Determines open ports and SeTvices
IP addresses

Presence of knowmn weaknesses

(i) Port Scanning — pon i

znd zveilzble TCP
0 lezm zbout 1k

zpplication on 2 mzchine

TP ports on a Svstem. Port
€ services available op a

1S associated with

given system. Each service or

a well-known port number. For
“¥*% 2 pori-scznning tool that identi

SETVET IS rumnin

(i) Network S, canni

dentifying 20t

SECUrity zssessment

==l

Newworic-scanning ools anem

2 on that system. Hackers nee

n

port 80 as open indicates a web
d to be familiar with well-knows

g — Network scanning is a procedure for

ve hosts on a network, either to attack them or as a network
Hosts zre identified by their individual [P addresses.

1pt to identify 2l the live or responding hosts on

p——_

&
of pr

»ork znd their corresponding IP addresses.

(iid) Vulnerability Scanning — Vulnerability scanning is the process
ively identifying the vulnerabilities of computer systems on 2 network.

Generzlly, 2 vulnerability scanner first identifies the Operating system aod
e . i:;cludi;lz service packs that may be installed. Then, the

C?MAL:::&:-—-.’ .c-r idmn;ﬁcs weaknesses of vulnerabilities ip ype operating
Viinerzbiliry

o7 usion detect!

7. o tools PrO
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hase, a hacker can exploit those weaknesses
P ’

ing the later amd:yswm
n the - o .
in access 10 tem (IDS) or a sophisticated network security
E) ) . svity,
one:’f{OOlS can detect active port-scanning activity.
ith the prop

' i d IP addresses,
ressional wl be TCP/TP ports looking for open ports an

i ity intrusion detection tools.
anning an be recognized by most security in . .
robes © bility scanning can usually be detected as well, becaus
Inerability

esC
awork and vuln! teract with the target system over the network.
N in

er must o
= @n: What are the forms of scanning ?
0.9-

ing — -based and heuristic
forms of scanning — patfern

There are two

Ans.

e based Scanning —In pattern-based, smn@g all conten;
o Pﬂﬁff_";the network, an ISP gateway, or user PC is scanned ant

coming into OF lea?“taof atterns, or definitions, supplied and kept Up—tOTdfl E

S Tha't h_n? ue involves simply comparing the contents, Wh:hcj

2 "’e“dof- o te'Cwa\y(: Almost all antivirus software packfiges work this

. b;ézua;;;::ﬁan, h(;wever, be slow and resource intensive.

way.

: ing i db
(ii) Heuristic Scanning — Heuristics scannzlg l: Fl:’;";‘::;din;
ing at a section of code and determining what it is ‘LLZ;JM like o virs
ey behaviour exhibited by the code is u.t?wa‘nted» e
ik This approach o scanning is difficlt becaus; lto a rule
urothe.rWISC mallClO}}S . of code and comparing that aPma = Za::base is
e ke bek'la\ on a rule database on the machme}and the f the
o e b is et m’rhjs approach is time consummng ,because 0
updated by the vendor-kino and it is also resource intensive, if not more than
checking and cross-chec y :u y. heuristics has many advantages over patf:;?-
the previous_one: Tl;:;:al Cbener efficiency and accuracy. It can, potentially,
including ) °
:a:t:f:lt ic;?snef%hat have not been written yet.

. about the vulnerabilities scanning tools.
0.10. Discuss

. - oortant vulnerabilities scanning tools are as follows —
Ans. Some 1mpo

Scan—Angry IP scanner is a tool that scans network for

(i) Angry [P-.cﬂed for ‘r-letwork administrator to check the network
open IP addresses dc&'i‘ner is a cross-platform port and IP scan_ner. T_he
security. Angry l?lim d in Java, so it is cross platforms comp_ahble w’nh
application is d‘f" eg::t program for doing a network audit or for Jjust ﬁndl_ng
different OS- ::,::c;n about your network. It can locate in any network device
out more info
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(vii) Net Tools Suite Pack \W

= Impressjye SUIL (.
. o \a
following utilitics — IP address scanne

rIP Caleulator, Ip
NetStat, Trace route, T

oftline, Resolve domain name and 1P, Tj,
connector, Analysis and
pager, Active and passive port scann
(DoS), Mass website visiter, Adv
connector, Advanced spoofer,

i “d anonymg,q
anonymous e-mailer, Anonymoug e-mailer wit}, attack gy
E-mail bomber, E-ma; i

om
: Conye Oty
Port scanner, Ping, CP/Ip confi ey

BUratiop ();,,r“n“slc:hc
ne sync, Whois ang e gy

Cep
cetor, Net sep Xlﬂokl, by
Seql

0
protection cony

dCl‘, LI T []‘P )
er, Spoofer, Hack ¢ il "

"apper.

g for cisco routers
. Multi 1p ping, File dependency sniffer, EXE.: ..
Advanced €ncryption, File dify,

renamer,

and ping

scanner, MX query,

merger, E-maj] EXtractor, Open FTP scanner,

0.11. Explain the architectyre of v

Ans, Vulnembility scanning means scanning of the systems, network
ces and applicationg which works op front to externa] worlds or scanning
nternally hosted system to find the security flaws on them, There are number
different approaches to understang the basic framework of Vulnerability
scanners. Vulnerabilily Scanners ha

ul‘nembility scanners,
devi
the j

» With reference to kno
performs the security verification on remote host.

Vulnerability scanner is break down

into four major modules, such as
user interface, scan engine, scan databases

» Teport generation moduyle.

(i) User Interface - This is the part where user interact with scanner

System to execute or configure their scan. This interface can pe a

graphical
user interface (GUI) or a command line interface (CLI) or both,

(i) Scan Engine — The scan engine part performance (he security
S = i ayloads. User ¢
validation based on latest installed plug-ins and pay

an perform
- ingle time alsq,
the single system scan or multiple host scan at a sing
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g Unit-V
3 il can
f ¢ — The vulnerability database stores gll the :tion
(iii) S D,,-mbnsd The scan database contains all the inform
f formed.

i it, latest attack
eviously p:ft type, services, a potential path to exploit, la
(¥ ’
ort, pac

. . the

.« may also contain the different techmqueS' to Pat‘;ﬁmn
jques etC Thlls meydetailcd information of CVE-ID mapping (co
echmd®” ties and hav

A i t types
Vulncmblmy Module —The report module generate the dlffe.rer[l r‘;y;:) .
™ Reporzletailed report, a list of vulnerabilities, a.g.rz.aph;ca p
of report sugh asniendation to mitigate the detected vulnerabilities.
’ ir recom
with thet

' ‘f A"A e]ahl I ysca“lle S oW ﬁg. 5.1-
(:lll (¢
he ar

; |
1Ay

User
Interface

Scan

Report
Engine

Module

Scan Database

Fig. 5.1 Components of Vulnerability Scanner
2. J.
Q.12. Define the term Nessus.

N ility ers. It is used
EpEsciltemeatel Wl“efa;?}ll_‘ ;:::::: It is suitable

- 355“:: cated and unauthenticated vu]inerla i ty ey

for both _authen i e ettt [F salsop e cami

S a! n "'[3'he main advantage of this tool is to perform the m

of web applications.

ili i =) 1 S intO our types
ce lhe deteCted Vulﬂemblllty IS categon
i . ric
Cannlng at on

'~ i > Informal.
“ eif severity ]CVCIS = Hl..h, Medmm OW an
based on th g I d

atically saved as the scanning of desue: ht0§t
' is autom i — first is
A detail scan result is aut ssed into two different forms — fi .
d. The results are exprz. ulnerabilities by host. Firstly classifies
' ' e . ist of all
iliti -ins and secon it shows the list of a
o o i abilities during S ﬂ‘ﬂd ﬂ;lendetailed generated scan
the all detected WL biies. By using the d finds the all host in
hosts affected by lheseddressed easily. Then afterward fin
i an be addre ulnerabilities.
report, 1ssues € ir existed Vv . o
sclzmninE phase and their he security administrator to address tlTe d1st1f1ct
- report will 11el9 t-dml host and overall networks. Its real time active
This ted with indivi network evaluation and bridges the security 8aps.
N commuo‘::o rted in different formats which you desired like
e
It can be

is complete

issues assoC'f"d'3
scanning prov! "
Nessus scan res

il
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9
PDF, HTM, and CSS etc. Nessus is works on (he Prine ]
architecture. Each scan session is managed by clieng Ciple Clig
the servers, nd seqp lesy '“‘s%

TSy
Q.13. Write short note on enimeration k "
Ans. l.Ef]umeralion occurs afier scanning ang ig the

:md'compllmg uscrnames, machine names, network process Bay
services. It also refers o actively querying or o Tesourceg Sha h““ng
acquire this information, ecting to A targey Syzts‘ q

. o oy

. The OPJECH\’C of enumeration is g identify a yser ac ‘
or potential use in hacking the target system It ntors
system administrator account, because mogt 5 o necess Sy
to allow the account more access than wag pccount povileges ¢ C 1lnda

revious| Aaty
Many hacki i Y Branted d
NetBIOS}l;ameinr}i 100ls are designed for Seanning P pegy o
NS e Mmation, Forez.ach responding host, the t00ls l'r S 10 logy,,
Puter name, ]ogged-m-usemame and MAC adq IstTp addregg
. ’ address inf .
0.14. Discuss about the nyyy sessions, ot

Ans. A null session occur

share is accessible
S a use co .
built-in Windows MR, mmand. The net yse command is a
€mpty quotation marks (™
and no password.
Once the net ug
hisach

") indicaj

€ command has

been successfully comp]
annel over which to use oth pleted, the hacker

er hacking tools and techniques,
0.15. How can NetBIOS enumeration using NetView tgo1 »

Ans. Many hacking tools are designed for scannin
NetBIOS name informati

NetBIOS computer nam

. glIP Networks to locate
on. For each responding host, the to]g listIP address

e, logged-in username, and MAC addresg information
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45 .
4 domain, the built-in tool net view can be used for
0 i . .
indows 200(’)1"0 enumerate NetBIOS names using the net view
o ration- mand prompt —
enume owing at the com
Nclﬂlons enter the foll0
comrﬂ:l o VicW/domam
(at - A 1P address - , |
ges mand is a great example of a built-in enumeration tolo ,
The net view cg:gin““y simple command-line utility that will lls.t domam's
aview jsan cmztwork and then lay bare all machines in a domain. Here’s
n . .
yailable O 1:2“6 domains on the network using net view —
enum .
how Copnet yiew/domain
Domain
CORLEONE

BARZINI_DOMAIN
TATAGGLIA_DOMAIN
BRAZZI
The command completed successfully. .
Supplying an argument to the /domain switch will list computers in a
particular domain, as shown next—

C:\>net view /domain : corleone
Server Name Remark

WITO Make him an offer he can’t refuse
\MICHAEL Nothing personal

WSONNY Badda bing badda boom

REDO I’'m smart
N:IONNIE Don’t forget the cannoli
A\(

d-line challenged, the network neighbourhood shows

F(.)r the Comma'r;[ormation shown in these comman.ds. However, becal.Jse

essentially ﬂ}ehsaﬂ;: :)f updates t0 the browse list, we think the command-line
of the sluggishne

¢ and more rel iable.
tools are snappier "; ilt-in tool is nbtstat, which calls up the NetBIOS name
Another grei:l s;stem The name table contains a great deal of information,
m a remote Sys™ -y
table o n in the following example
as show Casnbtstat _A192.168.202.33

g <N

Lo
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Local Area Connection :

Node IpAddress : [192.168.234.244

] Scope Id: [ ]
NetBIOS Remote Machine Na

me Tab)e
Name Type Status
-—-_"&-———._-'\-‘ ~~~~~ e m——— -y
CAESARS  <00>  ynigug Regisiey ™
VEGAS2 <00> GROup egistemd
VGAS2 <IC> GROUp Registemd
CAESARS <20> UNIQUE Registered
VEGAS2 <IB> UNIQUE Registered
VEGAS?2 <IE> GROUP Registered
VEGAS2 <ID> UNIQUE Registered
.._MSBROWSE_. <01> GROUP Registered
MAC Address = 00-01-03 27-93 _gp
0.16. Discuss the various types of NetBIOS eitumeratipy, tools
Ans. The various types of NetBIOS €numeratiop tools are a4 follows
(i) DumpSec — 14 is a NetBIOS €humeration too, I connects tq ¢,
target system as a pyj user with the net yge command. It thep CNumerateg
users, groups, NTES Permissions, and fijle Ownership informatiop
(ii) Hyena — |y 1S a tool that €numer
additionally

€an exploit the

(iii) SMB Auditiy, J4
and Server message bloc
Communicate bety

identify username

—~Itisa password-a
k (SMB) platfor
een the client ang server. T
s and crack pass

words on Windows Systems.
(iv) NetB1OS Auditing

uditing tool for the Windows
ms. Windows yges SMB to
he SMB auditing tool is able to

— It is another NetBIOS €numeration tool.
It’s used to perform varioys se

NetBIOS file sharing services.

0.17. What is SNMP enumeration ?
Ans. SNMPp enumeration

user accounts on a target system. SNM
components for communication —

["/ ‘“

curity checks on remote Servers running

is the process of using SNMP (o enumerate

P employs two major types of software
the SNMP agent, which is located on the
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P a g i 1 i teS
m n
M

i
rlcl‘"o[k ent
¢

itches
1 uters and switc
tructure devices, such asro
' k infras
tworl
{I n¢

in an SNMP agent to manage the sy(sit;rln
o ents, and the
L Windows SV tion sends requests to ag .
“gwmdo onagemen = d replies refer to configuration
e et A s i an also send
o o s LF ft(\]ware. Management stations ¢ n oo s
“ lo by a8 5_0 variables. Traps let the man?ge A
- i softwar
. .c;canthas happened in the ageztbase it
: somelhif SIgm'1ure Management mformatl‘(: e docs
= interfoe® o ariables, which resides on the
f ionv »
figuratio
¢ of con

NMP
onfigure the S
words we can use to access aﬂde zd Coiumunity string.
NMP has two paSS ¢ Station_ The ﬁrst 1S Ca”ed a l(‘i .Ce or System. The
Sﬁomthe manageme_ﬂw the configuration of ?h,e e:vnhanﬁing r editing
B At \:11;: ite community string, 1t’s for(c:l ;munity string
n co
_ d the read/w 1y, the default rea
ice. Generally, s o i< nrivate. A common
: the device. . is private.
(pe configuration l;“fau‘t read/write community i:l:i arE left at the default
ic and the de unity strings are ge the
i« public an hen the comm or change
; pur'ﬂy loophole oceus ¥ these default passwords to view
seC can use
A hacker

ambas

settings — ‘
device configuration.

e MAGE HIDE, STEALTH
i st S MS, IMAGE H ANOS
EES [T ERGE STREA DE STEG y
’STEGANOG:‘?:R;@ usING - SToogg;rgw:Tcﬁ — STEGO
FILES, BLI ALYSIS -

. STE'GDETECTI ggﬁé% ON TOOL, ST EGSPY

| ,

ptography ?
is it differs from cryptog
What is steganography ? How is it 4 (R.GPV,, May 2018)
0.18. Wha

at is to be kept
ich facilitates hiding ofa mes;;g‘:‘r::s outputs in the
Ans. A method whlcues is known as Stegagogmil::al'ly the sender used
secret inside other [11c:.ssii:~et message itself. H‘ts_?;s fetween handwritten
concealment of t.h ° -Se‘:tc,le inks, minute varia lters tiny pin punctures on
ocedures like mvis! on handwritten char.ac b, sqple witin graphic

pr s, pencil marks ot messages are hided by p % sancibAtioHien
Ch:::?;frcf‘\amcms’ iy :;Cdrer that user has :: sec:;t I;';Zistffs right most bits of
Sp e, co ace the .
imagesi.'i}l:: Z::zr:f):keﬂ by\:ist;r-t?vze?i:fsn;iﬁs secret message. The resulting
image t image

each byte of th?

0
image would not |

to0 d!ﬁ‘e[ent as w e“ as contain a secret message “lslde.
Ok
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The opposite trick would be d

one by the receiver, Rcccivcr “‘
two bits of each byte of the image file ang Tecreate the se Woulg feaq

represents this message, e mcssagc ;h *ly,

: ig‘S

2

1010101019 01010197 4
111101910} b
Rcsulting
Image ang
its Bits
Fig. 5.2 Steganography Example
Difference between Stegang
_ graphy apgq Crypto r
graphy TS notactually method of €ncrypting messagsp butgh:iicil W Stegam"
somet’hm g .else to enal?le them to Pass undetecteq Taditiopa)) em Withiy
achieved witp, nvisible ink, microfilm of taking the first lette, fro iy o
ofa r:ff:-ssage. This is now achieved by hiding the Mmessage Within 5 e:ci-wmd
iol:m del.h The methogs of stega.nomphy Conceal the eXistence of the nfe il
S
€reas the methods of TYPtography repger the Message uninge); ‘b?age,
outsiders by Various transformationg of the text St
0.19. Discyss the varigys bpes of steganagraphy
Ans. Dependip

_ . type of the cover g
ganographic techniques whjcp, are in order o obtain Security —
() Image Sleganography - Th

i known as j

ega"ag’ﬂphy -

is far more safe and effy

as you can embeq larg
(iii) Network Steganogmp fry

modification of

applied to the

PDUs, or both

cient as compared to that of the
€ amount of data in audio and f;

t), time relations betweep exch

(hybrid methods). It is highly secure and robus.

bject there are many syitap)e

ganography
image steganography
rames of the video,

— Network steganography method uses
ol. The protacol modificatiop may be

anged

n
uﬁ[ilﬂ 0 ( fext Stegd
"

measur
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] i dio is used as
fy =1 " Slcganograp:lyna:ature but with
dio s,egam_rg{:,fnmon it is also very robust i
(iv) Ad‘:: the Secretf‘?iam one can hide. o
4 H° is hided in a text file.
. il data is hided in
cove fthed hy — Secret
f nograp

e It
ient in hiding the data.
‘< not that much efficie |
s and is nO

stnes intruders.
jacks 100! by the eyes of in
s deectet y ;easures.
e be eaSﬂy ,he'sregam’g"“f”” m
@0 ¢

ib
Descrl
0. 20.

nography measures are as follows —
The stega
Ans.

() Imperceptibiity
distinguis i tion that can
e 9% e It indicates the amount of secret 1_nfo.r‘rlr; lin gaatony
(ii) Payload — 11_ image. The embedding rate is gi
- e .
embedded n g‘e::;:; length of the secret message.
a

1 e secret
e I Attacks — The process of extracting th
tistica
(iii) Sta

. istical attacks.
= ammgfrraphy must be robust to statistical a
for stegona

W, SECIH 1t P—' SECU.[Ity Of a StegaDOngpth SyStem 1S deflned 1n terms
ti, gUlSh
( C
{“_H (ta)bll Wh\ch 1S aSSuIEd heﬂ the Statlsllcal tests a]ln()[ ([lst n
detec 1 W
between the coVer and Lhe StegO'lmage-

i the two
ional Cost — Data hiding and data remev:li ;raep i
(v) Computation omputational cost of any stegagog;iaam yapoac
e aen con‘_‘g:})“:i:e and information recovery allu
inside a cover vi g

outline.
of mystery message from the stego

ality — Inv easing the payloa egrade the quality
v 1 Quality Increasing th load d
(vi) Perceptua

uality should remain
h should be used such that the q

of the video so approach shOY iy

intact to avoid it from geting In 81

g raphy ?
0.21. What are the uses of steganog

follows —
aphy are as . ‘ )
s oE SRR jon which makes it possible to sen
e hy can b5 . d and without the fear of the
| 1 an
y Stegant?ng"\'imom being C"“Sf:z us
i tion " back ‘ |
d informa S [V |
s a‘;s being imerceplhd . simply use steganagraphy to store information
messag g bleto
i) It is also pos
(i hise

i ik 1vate bankin
veral information sources like our pn\.ratw{\e w%
i rets, can d in a cover source. n
on a location. For exa\{\;sa secrets, © be store
i me mititary
i on, SO
informati

ey
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are required to unhide the secret information
reveal our banking data and it w
military secrets inside.

‘ . if‘ our cover SOuree We

ill be Impossible (g Prove c;, Ceay e
) IS‘QI\CQ arﬁlly

(iii) Steganography can also b

Although the concept of watery

are several Steganogra

in data. The majn difference s on intent, y

is hiding information, w

extra information, Sine

audio or video fj

used 1o hide this.

€ used

marking is not ne
phic techniques 1hat

vhile the
atermarking is mere|

€ people will not accept
les because of 4

(vi) The tra
steganography. A pot
know they have ap en

a versa. If you wish to transparently hide som,
old financial reports this is for you. It does no
any crypto and is not secured enough, but is a smart trick.

How to Hide

e important
t implement

documents inside

Step 1 — Open Merge Stream Software

7 1
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g Office File

Browse the M | which you want to hide inside MS Word

gelect the EXCC
S jick on Merge

- kernel.com
Smp/"m‘w-"rcu s www.nt
~NT Ke = )
c C‘
GIU/’-——‘ Hide MS Excal inside e, | Browse!
U ors\Raaz\DesktopiHow lo .
) lm 5 | |Browse
MS Wor :
1: Gi\ceh\weblinks.xIs 1 L
l e . I \ m——y -
o |perge] [ Camcell [“About
Fig. 5.3

ted.
file is been hidden and process comple
Now, your

. io en with
s nh‘deSaved MS Office Document and on the option op
i ick on
nght Clic

q ld lhen ChOOS M f
!! ,ega"og' ﬂph.v lt’Chmq nes jor ”"age h.’df- .
,23. Dlscuss t.he S o )
A"S. Slega“ography T.Cchniqlles can be d“llded into fO]lOWlllg dOl!lalllS =

i ay of
i i more complex w
i) Frequency Domain Techn:que—Thts 15;:l e
i "‘:“I in an image various algorithms
iding i on
hiding informati

i in embedding can
i to hide information in it frequency doma
used on the image to

i ich a number of
domain of embedding techniques for whic
be termed as a domai

i adly classified into—
been suggested frequency domain are broadly
algorithms have been

i - discr&te
T I “rier Tl‘ﬂl'lsformation Ter.hnlque [ l (<]
i 0
(a) DISC ete

i lue. The discrete
frequency component for eacmh P;Xme:;’:of e
S t?Dg:'tr) of spatial value f(x, y) for the
Fourier transform

frﬂ "ency (l()maln tl'ansf()l mation
deﬁned in eq\]aﬁoﬂ fOI l

(b) Discrete Co
is a tec
cosine transform (DCT) is

It is wid ) )
frequency components. vavelet Transformation Technique — A discrete
te Wa

wavelet transform for which the wavelets are
) is any

. . t
ine Transformation Techmqm_e —The discrete
g ue for converting a signal into elementary
l -
h‘:;;1 used in image compression.

(c) Discre
WT
wavelet transform (D

discretely sampled- main Methods — There are many versions of spatial
atial Do

hange some bits in the image pixel values in hiding
chal

(i) S{’ firectly
steganography' 2 ¢!

[ .
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data adirectly change some bits in the im

age pixel valye
domain techniques arc broadly classi

fied into -
(a) Least Significant Bit —
bit in a series of numbers in binary the
string. For example, in the binary number
is the far right 1. Here the secret informatj

(b) Pixel Value Dirrcrcncing ~ The pixcl-valuc di
(PVD) scheme provides high impcrccplibilily to the stegg Imagg fr

two consecutive pixels and designs a quantization range table ¢, dctc,:
payload by the difference value between the consceutjve Pixels,

sed Data Embedding Method - ELs
mage. Here, we firsy calculate (he
in the cover image. Then we ide
detection methog. Afler obtaj

SB bits of the edge pixels on|

Sin hi(lingd1|

The least signific

: MNbig i
LSB is locateq at (e ar
= 10111001, (e leasy |

on is stored iy, the Lspy oy :
Ciy

(c) Edge Ba
all the edge pixels in an i
masking the two LSB bits
by using the Canny Edge
we hide the data in the L.
object 1o the receiver,

SB, w
Maskeq [ma:cu‘-:
rfllfy the edge Pimy;
ning the edge
¥ and sepq

(d) Random Pixe] Embcdding Method
used to embed and send the stego object to the receiver,

= Random Pixels g,
0.24. Write short note on blindside,

allows you 1o conces|
single digital image. The resulting image appears
identical to the human eye, but can typically contain
data. The concealed fj]

0.25. Define the Jollowing
(i) S-Tools
(ii) Steghide
(iii) Steganos
(iv) Stegdetect
(v) StegoStick.

lerms —

he whole carrier
Ans. () S-Tools — The S-Tools spread a message over 1
medivm. S-Tools s 2 steganography tool that hides files in BM_P’_GIE.an(,i

C
hg'ic le

case. Ste

file.

esy ©

(i) Slf'g
¢ and audio fi
. The colour

ing resis '
batc

steganographic content de.velopetil by Niels
determine if steganographic conteh i
that has been used to embed thz o
compilation of the UNIX spt{!;cm
steganalysis tools tested this |

you hide any file into any :lag
that hides any file or mcso
(MPG, WAV, etc.) or any

. ee

at variances bc;‘” o
. T

discovering an
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£S-Tools and drag pictures and st?unds across
en up a cOPY Othcm over open sound/picture windows. ;(ou
0 . : .
u just dragun d/picture and your data is compressed befor
e files inone SoMulti-lh'eadcd operation means that you can
P den-.ons going simultaneously without fear of.th.en:
hidc/rcveal Opclrj,:lb up your work. You can even close the ongmae
i e i tion services com
with :U;’m effects to ongoing threads. Encryp
d withn

ib” by Peter Gutmann (and others).
fucrypl 1

i hide data in various
ide is a program able to
i ;’l:swjg;];}e BMP, WAV and AU df:velopecll1 by St;f;;
& i : i ot changed thus ma
i ample frequencies aren :
TeSPect‘;Vg‘j:‘; ﬁrpst-order statistical tests. It can be used with
tan

. . ly in every
ier medium complete

s — Steganos uses the carr o documents

v Stefianf::ed en%:ryption options make hiding photos,

ganos' adva

i ow many laptops
pdessec” daltan everyday. Hardware is replaceable. Yo
tole ¢
are lost OF S

d data in Macintosh _
bles you to embe o *
i aphy tool that ena i
s afs ltesga \‘:/?l%\rogt changing the appearance or Siz€ 0
format files, " o
E)[[hcu]; Stego can be used as :an env?cs;kely ”
ﬁlei;\ a PICT file, making it much les

hide a previously encrypted data
be detected.

is i files for
: ility that analysis image
(iv) Stegdetect — Stegdetect 153 utﬁlgv o e TS 1D

i ent, and also tries to find t¥1e sys.tem
" pr?sfomaﬁon. This program is a direct
e mdows binary. Out of the three other

|Wme that can be executed from a batch
e only on

n source steganographic tool, lets
e Opeimnoe, audio, video steganography
. Is based 0% PE 1P, JPG, GIF), Audio/Video
into an 1M3g 3
e lg:e format (PDF, EXE, CHM, etc.)
ther

the ,,,ganalysis.

(v) StegoStick — This fre

il about )
in in detail abo of detecting steganography by looking
rocess nusually large file sizes” 1t is the art of
n“d:\.ert messages. The goal of steganalysis
co E
i, ¥

Q.26. Expla

alysis i
Ans. Stegano> L’

dering us¢
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is to identify suspected information st

. g and the
: e between the stego-image
reams, determip ] lsobea iffershieers thf mz ?;Zcrease or decrease in the number of
> € Whethe, ay @ indicator is a larg
have hidden messages encoded into them, and, iprSSible, recoverolli No they Ther® 'I;a ¢. Another mdlcs in a palette which increase incrementally rather
information. Unlike cryptanalysis, where i{ is evident lhalinlercemcd idden 0 cfe colours, 0f colour
. Cne i u
data contains a message. Yptgg omly. C | of
pan rand Tools to Detect Steganography — The disabling or ’CT]OYZ' .
= i) Too . : ing techniques.
- ("‘:nalion inimages is dependent on the e ressing the
pidden infor ith LSB methods of inserting data, simply comp o
Cover || Embedding Extractin For example, Wi mpression is enough to disable or remove the hi
Tmage Function Function image using InegyiEo pral available steganographic detection tools suc_h as
esSAge- Ther_e are st’gﬂ“-ﬁ\wre Inc., [Look Investigator by electronic crimes
110010100011 110 by Guidance 50 LT : iliti c.
101100011101 nm%gﬁ'{ml Epcase yw shington DC, various MDS5 hashing utilities, et
Secret 100001011011 Extracted 10000101101: pngram’ .
Message 100110101000 Message 1001101999, Write short note on StegSpy.
111001000111 11100100011 Q.27. . . ress that allows
100001101011 1000011019y, Ans. StegSpy is a program that is always in prog i ficprogram
ns. : . hy an cpr
. . . | « » detecting steganography
Fig. 5.4 4 Graphical Version of the Steganogruphic System identification of a “steganized” file, g
Steganalysis generally starts with, several suspect infy
uncertainty whether any of these i

it identifies the
d to hide the message developed by Spy-Hunter. Currently it identifi
rmation streamg but use .
rograms —
. The Steganalyst starty following progr:

s.ub.set of most likely o ((i-)-)};:j;::t:nd seek :
il |
(iii) Masker
(iv) JPegX

(v) Invisible secrets.

Steganalysis Techniques —

Hiding information within an electronjc
medium cause alteration of the medium propertieg that
form of degradation or unusual characteristics,

() Unusual Patterns —

can result in some

icati i t support batch file
- lication therefore it does no
1t is a window based app

. ; the hidden content as well.
in a stego image‘are | detection. It identifies the location of
some disk analysis utilities that can filter
hidden information in unused partitj

Unusual patterns

i : ON TOOLS |
e SIS,
ion i L TCP ¢ LU LOOK@LAN, 7 |
ts used to transport information across. the l‘SCANNER TOOLS (LE.

@ii) Vis

ual Detection — Analyzing repetitive patterns may reveal the
identification of

0.28. Write short note o Trojan horse.
a steganography tool or hidden information, To inspect thewe

‘s a malicious program disguised ag something benign.
ian is .
Ans. A Trojan ded along with another program or software package.
. . own-loa
i the original cover Image with the stego Trojans are oftend system, they can cause data theft and loss, and system
patterns an approach is 1o compare €0 ) installed on a can also be used as launchin
i d isible differences. This is called a known carrier attack. By Once i lowdowns: they
—SHBE anc note visi images it is possible that patterns emerge g5 signatures crashes or slo
comparing numerous im:

g points for other
ny Trojans are uged
esses, remotely rup
restart or shut dowp

isual clue to the presence of hidden
to a steganography tool. Another visu . _ :
informaﬁon i:(s; p:dging or cropping of an image. Wnl:[;o:jnc §Lego tools if an
image does not fit into a fixed size it is cropped or padded with black spaces.

e

Distributed Denial of Service (DDOS). M,
atacks such as

S
1o manipulate file
commands, intercep!

q the victim computer, manage proc
o .
¢ keystrokes, walch screen Images, and
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\
infected hosts. Sophisticated Trojans can connect themselyeg ¢,

or announce the Trojan infection on an Internet Relay } O they orig;n
Table 5.2 lists some common Trojans and their defay o (]RC) Chy,

It port 1y n
mb e,
Table 5.2 Common Trojan Programs "
Trojan Protocol
.
BackOrifice ubDp 31337 or 3 1338
Deep Throat UDP 2140 and 3150
Net
“;BL: TCP 12345 ang 1234¢
ack-a-mole TCP 12361 ang 12362
NetBus 2 TCP 20034
GirlFriend TCP 21544
Mast i
asters Paradise TCp 3129, 40421, 40422 40423
and 40426 ’
Trojans ride on the backs of other Programs and are ygy

, start listening

g connections from the attacker, modify the registry

starting method.

.lt's necessary for the attacker to know the victim's p address to connect
to his/her machine, Many Trojans have features like mailin
well as messaging the attacker via IC
has dynamic IP which means cve
different |p (most of the dial-up

and/or use some other auto

: gthe victim’s IP, as
Q or IRC. This is used when the victim

ry time you conncct to the Internet you geta
users have this).

Most of the Trojans use Auto-Starting methods so even whep you shut
down your computer they're able to restart and again givlc the attacker access
1o your machine. New auto-starting methods and other tricks yrq discovered

g Unit-V 255

yariety starts from “joining” the Trojan into some executable

the M . often like explorer.exe, for example, and goes to the known

ot vcryodifying the system files or the Windows Registry. System
Js like M

o ocated in the Windows directory.
files ar

Q.30 List the different types of Trojans,

ans can be created and used to perform different attacks. Some

. Troj :
o mmon types of Trojans are —

of the mOSt €0 .
(i) Remote Access Trojans (RATs) — Used to gain remote access
toa Sys'.em-

(i) Data-sending Trojans — Used to find data on a system and
Jeliver datato a hacker.

(iii) Destructive Trojans — Used to delete or corrupt files on a
system.

(iv). Denial of Service Trojans — Used to launch a denial or service
attack. :

(v) Proxy Trojans — This is a type of trojan horse designed to use
fhe victim’s computer as a proxy server. This gives the atu'ac—kfer an opportuqlty
to do everything from your computer, including the possibility of conducting
credit card fraud and other illegal activities, or even to use your system to
Jaunch malicious attacks against other networks.

(vi) ETP Trojans — Allows the att'acker to use someone else’s
computer as an FTP server. [nstalling this Trojan (_mto your comput_er would
enable the intruder to download/upload files from his PC to yours, which could
provide another avenuc more installation of malware.

(vii) Security Software Disabler Trojans — Used to stop antivirus
software.

0.31. Discuss the variois tools of Trojans.

‘ Ai itimate application that has been modified with malicious code.

: A-ns. cg! a social engineering technique. It masquerades as a legitimate
ATrojan horsj'l:ccls (he victim’s host with an access point, or a client that can
downlotag :ltl;o[‘l an {0 0 server waiting remotely. They don’t necessarily exploit
connec

Inerability unless privilege escalation is necessary. They provide a command
avu.ncr ot for whoever connects to them that includes — F
e web cam viewer, un'(‘lﬂl\nﬂn)‘/vad'chhonav.l tools.
keyloggers, We2 Tl ) ' SRR

ile browsers,

1

é’f g:"?\

—
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Terms—

(1) Wrapper or
binder

(i) Rootkit

(i) HTTP Trojan

(iv) Netcat

(v) Hoax

(M) Keylogger

Famous Trojans Tools —
(1)  Tini
(i) Loki
(1ii) Netbus

(iv) Sub7
(v) Back orifice

(Vi) Beast
(vii) MoSucker

(viii) Nuclear RAT
(ix) Monkey shel)
commands
Detecting Trojans Tools —
(1) fport

(i)  tcpview

Application used tg Combip,

binary and 4 lcgilima[c b “‘fliiciuus
: I

Can be stalled yi, Troj; i

Processes thyt Create by,
Reverseg

C na USQ(] [{
ok
Ckdog, achhlqc
A connectigp oulbound t :
an HTTP o SHTTP tunne|

Not really a Trojan, by often Used

N Ty
code to setup the listening Sockey e
Manyle gittools are :

Tumoreq ¢, be Ty
. T
but might not be. ang

Records the keystrokes on the sty ho
N
and saves thepy, inalog l

"ougy

Small 3 Ky file, useg port 7777,
Used ICMP g4 3 tunneling Protoco],
One of the firgt RATs (Rem,
Cation Trojan).

Written in Dej phi, expanded 0On what Nethyg

Ote Autheps;.

had demonstrated.

First modular malware, had the capabilities
to be expanded op by outside authors.
All in one client/server binary,

Client could select the infection method
for each binary.

Reverse connecting Trojan,
Provides a powerful shell environment .

that can reverse connections and encrypt.

Command line tools for viewing open ports
and connections.

GUI tool for viewing open ports and
connections.

£ N
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GUI tool for showing open processes
jewer
ess ViIe

(iii) fros including child processes.

Lists all programs that will run on start

(iv) AU up and where they are called from.

hi — Displays a list of unusual registry entries
Hijack this
\)

and files on the drive.

§S&D - Originally volunteer supported scanning
i bot
(vi) Spy

and detection tool.
0.32 Write short notes on —
(i) NetSTAT
(i) TCPView
(iii) CurrPorts.

i) NetSTAT — 1t is a network based intrusion detec:tlort\l _sy;lstzz :E?:
s O ition analysis technique. It operates on a hig volume
B tran?:'on analysis describes computerpenehahons_as ast ?n -
i tmnS|d1 by an attacker to compromise a system. This :,ys :re uses
o Pcfform‘? c)ll tection components known as probes. Probes el
S t?{' and a filter module is used to selef:t the mcbe -
e tlja :scin a state transition scenario. If a single pm-se n
e o assemol[:s it does not interact with the analyzex;. Othert\;lv; t éach
e tgpes sztzican’ intrusion scenario into sub-scenarios so
er decomp :
zr:::lzn be detected by a single probe.

i ou
TCPView is a Windows program that “(m l'suhd(;:g);he
® TCP:'/E TT—CP and UDP endpoints on Y(:ilu' SSYStem’ me
i istings of a P connections.
?emll::\:ll icmite addresses and state of TC
ocal

f the
View also reports the name o
and XP TCP i ! .
On Windows NT, 20d0(;int_ TCPView provides a more mfom;?tl:e ‘:1:1:
process that owns thelelcli Subset of the Netstat program that ship
e
conveniently presen
Windows.

i the list of all currently opened
Ports displays _ _
(iii) CurrPorts - Cu:ur local computer. For eacfh port m_ the lfst,
TCP/IP and UDP ports onsz' that opened the port is also displayed, including
information about the Pl"OtCheof the process, version information of the process
in It pa
ame, ful
the process 1

:htion, and so on), the time that the process was created,
¢ descnplion, )
(product name, fil dit 2

¢ that create Y
and the use . _
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In addition, CurrPorts allows you 10 cloge unwa;p

e Tep
kill the process that opened the ports, and save {he TC

- g P/UDp POrI;i(:::,“c“i“‘\u
to HTML file, XML file, or to tab-delimited tex( file, Ormmim'|
CurrPorts also automatically mark with pink colour syg icioug T
ports owned by unidentified applications (Applicationg W“hou[cp Dp
information and icons). Verg,
CurrPorts is a free software application from the Netwo, -
subcategory, part of the Network & Internet category. The ann Mtory,
available in English and it was last

updated on 2020-07.,

be installed on Win2000, Win7 %32, Win7 x64, Win9g,

Cury,
8. The Progrs ety
x64, WinXP.,

S M

CurrPorts (version 2.62) has a file size of 97.91 KB an

. . . dis aVai]able for
download from our website. Just click the green Downloaq button above )
start. Until now the program was downloaded 42() times. We already checky
that the download link to be safe, however for your own Protectiop y,
recommended that you scan the downloaded software with

your antivipyg.
0.33. Discuss the lan scanner tools,

5

for the TP addresses
and ports present in the packets. These passive network
have been de

sniffing programs
veloped for either wired or wireless network measurement, the
best-known are tcpdump and Wireshark.

(i) Looki@Lan — Look@Lan is an advanced network monitor that

allows you to monitor your net in few clicks. Extremely easy to use and very
fast in discovering your network’

s active nodes. Full of relevant features such
as auto-detect of network configuration, monitoring, Teporting, trapping,
statistics and graphs, network tr

ee view, network log, proof single node scan,
0s detection. Main features of Look@Lan are as follows —

(a) Auto-detect of network settings
(b) Scanning of one or more scan-ranges

(c) Complete management of network profiles
(d) World’s faster node discovery scan

P -;“"T\

e v &
tic and manual network configuration
Automa
0 Network statistics and graphs
M

(@) profile export (text and HTML)
g

(h) Advanced trapping
(i) Network log
0 Network tree view

(k) Proof single node scan
(/) Reporting.

. hark — This is a free and open-source P'f‘Ck_et anxz 223
i e , sed for network troubleshooting, anai)’s"sil =0 ed

jtis written ir} N l:ocol development, and education. Originally ;;n »

communi?auons g:)c())(a the project was renamed Wireshark dut? to tfra .

Bl Mayk is very similar to tepdump, but has a graphical front-end,

isls u: Zonvj: ?:ZZratcd sorting and filtering options.

piu

rt
i trollers that suppo
ut network interface con st 3
i k allows the user to p s s
v.vueSharmode into that mode, in order to see all,trafi'l;gured < on et
pmmlscuoust just traffic addressed to one ofthe 1nterfaf:e s cih oo
e er, when capturing wi
icast traffic. However, : weranelyer
o bl-0adcawmm“cde on a port on a network switch, Eot alrl1 c()m e traflie
' ! - i e po
n pm.mlscuous the switch will necessarily be sent to t 1?“ o e
. Thmughd 5o capturing in promiscuous mode wi Gt
s being fon¢ irroring or vari
g ‘? b ee all,trafﬁc onthe network-l’on mirT o
be sufficientto s e oait on 1c, uplc past
taps extend capture ‘
ng.
resistant to malware tampering

This is a commeon packet analyzer that runs under
(iii) Tepdump =

ine tool ported to several platfo-rmS. It allcfws the
the command line and pars! gT CPITP and ofher packets being transmitted or
y

; isola _ e
user to intercept and dlkpgo which the computer is attached. Tcpdump wor

i, twor

received over a né

d' la iﬂg Pa‘:ket h -mg them 3g31nSt aset Of
ing and disp y
by capturmg

criteria. Jike operating systems —e.g. Linux, BSD, Solaris,
It runs on most UNi;( amongst others making use of the libpcap library
d
p-UXan
Mac OS X, H

10 capture packets: ﬁ =
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s e

SETmTER = EEHTalion secunty

'DoS ATTACK UNDERSTA

LAND AND LATIER
CRAZY PINGER,

NDING TooLs _ 5,
RA, TARGA, NEMESY p

LA
SOME TROUBLE, Upp f,

0.34. What do You understang p

y DoS attacks »

server. DoS attackg exhaus
communication bandwidth of thei

unacceptably high,

Q.35. Write short note on DDos,

uses multiple soyrce computers to disrup
S Dot mean that th

€ attack is coming from muyly; ple attackers,
however. The most typical architecture, i fact,

isa single attacker or small
group of attackers whg trigger the attack by activating malware Previously

DoS attack js harder to detect
k. In a DDoS§ attack, th i i

the source of the attacks.

Q.36. Discuss jn brief the various types of DoS atta cks.
Ans. Some of the DoS attacks are as follows —

Unit-v 261

IP spoofing is forging of an IP packet address. In
1P Spoofins -in the IP packet is forged. Smceknel:worl; r?lﬁel’:
ess : , the only time

[ a source add:mress to route gackets in the nzth;LaCk " thzsource
ula 1 Jestination 5} by the destination host to resp be misdirortod
e P2 1(:;’dress is used 1sc3 IP address causes the responses to be )

e . the sour

Sourc forglngt

t. S0

k. Many network attacks are a result of [P
i ork.

ing problems 11 the netw

atl

lh“-" cre
spooflﬂg-

(i)

i large number
i k, the intruder sends a
k — In this attack, N
(ii) Smurlj;A]::)“iequests to broadcast 1P addresses.el-slt(;sw smc: e
f spoofed ICMPtlsnetwmk’ say, respond to these bolgu; (r;&[l; DDl
‘l:roadcaStmumcjas ay significantly multiply the reply
Echo. This m

JcMP

15 with spoofed addresses.
hos

rflow Attack — In this attack, the attacker ﬂoid; :

m Pl Ovc‘:h as an address field with more characters thar::tluaIly

areully C: (iser:['igzls(ei: S:)u:essive characters, in malicics):sh :j(s)isi,nat;]ee iystem’
ol cor i execute to cau: syst

iizzr;table Cc')d'e, w:ICZt?;zli:t;a::;trrg?r;f the system. Since anyon;;:gzcg;]:
L g]f‘;regst sfem can use this type of attack, buffer overflow
knov(v)lfe?h%::'lost se):'ious classes of security threats.
one

i th Attack — This vulnerability is used tokhanfeﬁe;:o]t;
A g ould use its services. A system attac tirc v
ottt use}:afl the 65,536 bytes allowed by the IP ;;c;] andl;: any
paCkEt's - 12;.rgi‘:irciuding network operating sys;:lrlns, cann
23::2?22%1 S;’::f(r:ts: so they freeze and eventually crash.

es
k uses a program that caust
— The teardrop attacl .
() Tesdropascct IE: foits a reassembly and causes the victim
fragmentation of a TCP packet. It exp
1o crash orhent: loits TCP/IPs three-way
o Attack — The s attathheexgliZnt sends a SYN packet
e Tnano lifieEaeEY handShakfz}; a SYN ACK packet. Then the
handshake. In ahno:r::p“es o this packet ‘l‘”dgemem)
0s owle i
ml —y ﬁ:fs with a TCPACK (aCKlnsy'N packets are sent to the server but
client respon et 1o e s u
Now, ina SYN atlack::,o[;ad source IP ::1ddre:s.i Xr:snto o End ystems
Il these SYN packets hav with bad [P addresses, tsystem waits for a ACK
SIth es these SYN packe‘éK packet. Now, the target sys
receiy N :
itha SYN
one of them wi

IO
message to come t;( message:
it receives an AC

dress. It queues up all these requests yntj]
m the bad IP ad quests are not removed unless and yygj)
The requests ¢
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262 Cryptography & Information Security

the remote target system getsan ACK
oroccupy valuable resources of (e larget machine,
To actually effect the target system

¢ to be sent. Since these packets h
up resources and memg

reboot the system.

messape, llchc, these

Teq Uegy ™
¢
h salarge Number ofg b .
" ave a bag Source Ip, the "l
ry or the target System ang CVCnlual]y C(IrUC:m U
agh h e
T
t

Dﬂckch

A land attack is same
instead of a bad 1P address,

C of
he larget System jg u SES“E thy

(viii) Sequence N, umber Sniffing — In this attack, the ingr,
Sequence numb

eptany input from the keyboard or mouse. However,
any signifi

cant damage to the victim system, and the
machine can be recovered with a simple reboot,

Jolt 2 —This is a Program that sends a large number of identical illegally
fragmented ICMp echo or illegally fragmented UDP packet.

(i) Burbonic — This Dog exploit attempts to victimize a Windows
2000 machine by sendinga randomly large number of TCP packets with random
settings with the purpose of increasing the load on the machines so that il

leads to a crash,
(iii) Land gn,
IP address of packet
destination a
packets,

d LaTierra - Land tool sends victim request by spooﬁng,
with IP address of victim. Since IP address‘ of s?ou;(;e a_r:h
f€ same, system crashes ag system starts flooding itself wi

S N

Unit-v 263

lllso wO!

LaTicrrd )
e port pumber: Targa is a collection of 16 different DoS attack programs.

(iv) Tarlgas;' attacks individually as well as in a group and can damage
s launch the

car

X petwork instantly. Nemsey is the DoS attack tool whose presence s'pcciﬁes

®) A{e'-"m:;;re and infected with the malicious sof'lware. Itisa GUI

the computer 18 l]n:;at can deplete the bandwidth of the victim server. It do<t:s

pased atlact‘; t::::: multiple sources and spoof the ip addresses. It attempts to
not genera

’ﬁ i .

) Blast — Blast is TCP services stress test tool but can also be used
vi) Blast — .

1 nckiing Do$ attack against unprotected server.

for laul

i) Blast20 — Blast20 is the DoS attack tool is called ﬁs thew’vl"CE
V" i in the networ
i str(ess tool is able to identify the potential weaknesses in the n
service
servers instantly.

ili urces
It is command line based tool which has the ability to exhauil the rteasrog e
sco - e
f the lvi(:tim server. The parameters required to launch attac
0 .
address, start size and end size of the packet.

ck tool that can flood the
i i Pam:h e{ : ‘:rtlflll?lzbb:’.s :tdtals:ssl;:::dress as the input pa:.zlr‘netz
e n;\at at&fltcm';lh?sl‘zool is the windows based. Panthm;h h:tsra mﬂi :olf ll?,DP
t(;)elpa;z?: rhte Eaixdwidth of the victim server a:;i] c:tr:agcinzzr
and TCP types. However, it is not so powe

a UDP based
Panther 2 tool allows the attacker to Pe";‘:::er \slorsstiths

Panther 2 - Pan nection. Also, this tool helps the a ! S

attack on 2 28.8-56k c‘on the server with too many connection req | ;
target server by flooding Pinger is the DoS attack tool which can
razy ¢ o hine

ts to the victim machin
by sendinga large volume of ICMP packe
launch attack by sen

. : Ul based attack tool that
Pinger is the G A .
twork. Crazy d bandwidth. This
or to the large remgée:;:es and can exhaust the TESOUrce an
H I
can spoof the ip @

dise . .
kind of tool is easy to use an This is a remote flooder. It is also a simple
(x) Some Tral(:fe";_ u_nclioﬂ (2) mail bomb (b) Icq bomb (c) Netsend
ith three rem -
program Wi

flood.

(ix) Crazy Pinger—C

ffective over the multiple platforms.
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iy L.“’ 11

UIN ! :ll:

1DADD : L \_l
Name :I‘\‘

—

Emnll !

Option Menu ;
O Mail Bnmhlng
Ql1cqQ Bombing

0 Netsend Flood
O Startup

(xi) UDP Flooder - UDp flooder is the
friendly graphical user interface
packet size, It is the IRC-based a
of the source. It can deplete th

port scanner ang has the user
the random ports and randop,
canalso spoof'the |p addresses
he victim server in no time,

that can target
ttack tool which
e bandwidth of

(xii) FSMax — FSMax is the D
test the stress of the network and to test
may be exploited during attack, text fi
executed through a sequence of te
to exhaust the resources of the vi

oS attack too| which can be useq to
the server to buffer overflows which
le is accepted as the input which is

sts based on the input. FSMax has the ability
ctim server,

) T June, 2011
. (Lighth Sc:ncsl;r)clll‘;l?f,;\or;f:‘gf:;;::’:;‘r’ﬂn“c';])
VIR G Te 3
i (o RMATION SECURITY
(IT - 801 (N)|

¢ it,
y onc question from cach Uni

an

, Attempt Unit-I 10
Note * ions in cryptography ?
‘ ! erations in ¢ 19,Q.17)
¢ three basic 0p See Unit-I, Page 19, Q.
(, (a) What &F ( 10

ction and what can it be used for 7
n

p) What is hash £ (See Unit-111, Page 132,Q.17)

(
Or

i k assi
How can a security framev;o;
L) of a security infrastructure :

in the following — . il
b) Explaint gaaEn pe ity (iii) Availability
( () Confidentiality (i) Integrity (ii) ee Unit IV, Page 163,0.0)

i i tation
st in the design and 1mplemen** ¥

10

Unit-11 :
i i tructure (PKI) ?
What are six components of public key infras
3. (a)

(See Unit-II, Page 77,Q.16)

: tion are resolved
backs to symmetric and astH‘;mcvencryp 10
. ' - an !
(b) What.dmw o :d method like Diffie-He 11, Page 78, O.17)
by using a hybril (See Unit-II, Pag

or d digital
joital signatures an _
et (:lsgé:;nn-m, Page 146, Q.30) 10

i as etric
een symmetric and asymm

4. (a) What is the difference b
certificates 7

i 2 10
(b) Whatis the fundamental difference be (See Unit-IT, Page 74, Q.10)
encryption ? B o .
s. What are they 7

i mode! ) .
§. (a) IP sec can be used in two (See Unit-IV, Page 208, Q.68)

puter, how long would it take to crack
m 4 com ’

. : 5
i bit key, 56-bit key, 64-bit key
(b) Usinga modem Pcnnubased on a 32-bit key, ol

of RGP.V, itisnotincluded in syllabus
abus
(0] :

a cryptosystem that 18

ised syll
**Now, according to new rev
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Coymoo=y & o= Serdy

Or
& (1) E@&‘zkmmiﬁm
}.1W:z_‘cbyacmmbyh21{_mlz‘erm.ms)
e 7 2

*
W

b Over e
(See Unit-J, Page 4¢

Caity Q361

(2) Whzt zr= ity T

(b)) zr’wa')seaxm;. ﬁ_ﬁblfzm? Explain (See L'nit-IV,Pagezu,QJ:Jm
Explein intrision detaction system (IDS). (See Unit-IV, Page 187,Q35)19
Or

10.(2) thzisﬂnroleofzpplicaﬁon level gateway 7 10

(See Unit-1V, Page 183,Q.2

€ Unit-TV, Page 177, Q.19)10

B.E. (Eighth Sex_nester) EXAMINATION, Dec., 2011
(lnform?tmn Technology Engg. Branch)
INFORMATION SECURITY

(IT - 801)

(b) Explaiq the functionality of firewalls. (s¢

Note ; Attempt any one

question from each Unit. D; i i
on the basia of ifferentiate columnwise

properties, specified scparately. Draw peat diagrams.
Unit-]

w the flowchart and 314, write program in

#% [0

ES.10

(See Unit., Page49,Q.d1)

**Now, according to new revised syllabus of RGPV, itis noy included in syllabus

@

1. (a) Write the algorithm, dra
C++ for Ceaser Cipher.

(b) Explain function of single round performed in eacy round of D

“ A

v

- = h
bem the WInge

(%) Cooby
s BDI;LﬂgI:md confusion (See Unit-1, Page 32. Q33)

. . g Gon,
i modes of operation which use any encryp
poplal md]?bCk:;]p: :;cr}ption. Draw complete and clear diagrams
© and why hEY 155 (See Unit-I, Page 63,Q.35) 10
of each-

Unit-II
|in Enclidean algorithm. Solve the following using this algorithm —
2.0 mpemnine ocd (24140, 16762) (i) Determine ged (4655, 12075)
0 ) (See Unit-1, Page 16 Prob.3) 10

. - ] g
Explain Diffie-Hellman key exchange algorithm using flowchart an
@ example - (See Unit-1I, Page 80,Q.20) 10

an -
.
Whatm‘evariousrequjmnmemnstbefulﬁlledbyaHash function ?
4. (2)

(See Unit-III, Page 135, Q.19) 10

%% 10
1 h that —
(b) Find integer X suc )
(@) 5x=4 (mod3) () 7x=6 (mod 5)
(iif) 9x = 8 (mod 7) (iv) 3x =9 (mod 10)
Upit-III

Kerberos ? Explain. 10
(See Unit-IIL, Page 159, Q.43)
ised of ? Explain. 10

What 1ocols that SSL comprised
®) A (See Unit-TV, Page 222, Q.80)

. ere defined for

Or

the SSL record protocol ? 10
(See Unit-IV, Page 219, Q.79)

nﬁmﬂaﬁlﬂsﬁ"i“Kﬁb"“’s environments ? 10

es cO

. ided by
6. (a) Whatare the services provt

(b) What entiti (See Unit-1II, Page 157, Q.39)
Unit-1V
ed in key generation in PGP, 10

. involv
7. (a) Explain the S1F°

(See Unit-IV, Page 199, Q.55)

= revised syllabus of RGP.V, it is notincluded insyllabus
3

ﬂNw.l"“"dmmn
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Cryptography & Information Security ‘
(b) Whatisrole of compression and eneryption in (he op

Cryptography & Information Security

Or
Cration o h Block cipher modes of operation which use cncl')’P“;’(;I
“Vinm ) 1xplain sucﬁon Draw complete and clear diagrams of each.
= iy | ¢ and deeryPto™ (See Unit-1, Page 63, Q.55)
8. (a) How can we prevent CSSV attacks ? : 10
(b) What are typical phases of operation of 3 vj " pifferentiate petween the follo?vmg. | e
4 VIrus or wop, » I b) K cipher and stream cipher (See Unit-I, Page 64, Q.5
Unit-v "1y (i) Blockcip . see Unit-1, Page 32, Q.33)
9. (a) List four techni - Dyiffusion and confusion (See Unit-1, Page 54,
i ; miques used by firewalls to control acceg (i) D1t -
security po‘hcy. (See Unit-1y, pa;ezllr;(; ““fOrcca Unit- | "
(b) What metrices are useful for profile based j : Q2 1 » short notes on any fwo of the following :
are benefits 1l . ed Intrusion degeq; (a) Write 8 > 16)
§ that can be provided by an intrusion detection s‘;’“{ a | ¥ ) Hash valize (See Unit-111, Page 132, Q.
oYys§ Cm'_) 1 ' ye .21
(See Unlt-1, Page 19, . " (i) Birthday attack (See Unit-111, Page 137,Q.21)
Or Q) . ] k (See Unit-11, Page 83, Q.21)
Dif . (iif) Meet-in-the-middle attacks ‘
10.(a) Differentiate between the following — Explain Euclidean algorithm and solve the following using abolvg
(1) Statistical anomaly detection and rule baged intrusion deteg; 10 (b) alg%rithm'- o
(ii) Rule-bascdzmoma]ydctectionand ru]cbascdpenetmlion idcnt‘rlon (i) determine ged (1970, 1066) (ii) Determine ged (24140, 16762)
1icatjp . e 17, Proh.4)
, (Sce Unit-1v, Page 194 Q4gn s
(b) Write short notes on any two of the l'ollowing_ vl Or
() Application level gatewa 10 et ded in a secure hash function ? 10
Y (See Unit-1v, hat characteristics are neede
(") COijcs (Sce U:it lv’ iage;&}s Qzﬂ) 4. (2) W (SEE Uﬂit—"l, Pﬂg(! 135, Q.19)
(iii) Secure HTTP »Fage2l7,Q.7)

L1

B.E. (Eighth Semester) EXAMINATION, June, 2012

(Information Technology En
gg. Branch
INFORMATION SECURngY )
(IT - 801)

|

Note : Attempt any one question from

t ] each Unit. Draw peat diagrams.
Differentiate columnwise on the basis of properties, specified separately.

Unit-1
1. (a) Write algorithm, draw flowchart and also write a program in C++ for
one time pad cipher. 10
(b) Explain DES algorithm with the help of diagrams. 10

(See Unjt., Page 44, Q.35)
**Now, according to new revised syllabus of RGPV, it Is not included in syllabus

()

kerberos ?
(b) List and bri

6. (n) Wha
(b) What servi

; (ﬁ) Draw gene

(b) Explain RSA algorithm and using this algorithm encrypt the following :
G) P=3,q=1l,e=7,M=5 (@P=7,q=1l,e=17,M=8

(See Unit-11, Page 101, Prob.10) 10
Unit-111

5. (a) What are the principal differences between version 4 and version 5 of
. (a

(See Unit-1II, Page 160, Q.44) 10

the parameters that define an SSL session state.
eljusEnoes (See Unit-1V, Page 219, Q.78) 10

Or

the difference berween tunnel mode and transport mode ? 10
t is the

(See Unit-1V, Page 209, Q.69)
ces are provided by IPsec 7 (See Unit-IV, Page 205, Q.64) 10
Unit-1V

ric transmission diagram in PGP and explain in brief, 10

(See Unit-1V, Page 198, Q.54)

(5)
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() How does a worm propagate ?

Or

Yy
8. (2) What sort of testin "
gcan be perfi i
CSS attacks ? periomedinorder o guarg again
8
(b) What is the role of co ion i %ible
mpression in the Operation of , viry "y ly
Unit-v L 1o
9.
(a) ‘gsht:étr:r; three benefits that can be provided by an int
o
iy (See Unit-1v, Page Ig;‘ dctccliqn
at ,
soluﬁo::::c the weaknesses of a packet ﬁltcring Touter 9 Q.”) 1o
(See Unit-lv, Page i83 18cygg itg
Or ’ Q-30) [0

10. s g g
(2) Explain the working of application level gateway,

(b) Specifyand explain classes of intruders. (See Unit-

(See Unit-1v, Page 183 Q.2

10
§)

IV, Page 189,Q.37) 1,

B-E. (Eighth Semester) EXAMINATION T
(Information Teclmology Engg, B;a:tl:l? 2013
INFORMATION SECURITY

(IT - 801)

Note : All questions ¢

equ .
SHice. arry equal marks, Attempt any question from interna]

(See U

Or
+ (a) Write a program that can

v encrypt and decrypt

c1plfer also known as additive cipher.(See UHE;,

(b) Which parameters and desi

o)
-

nit-IV, Page 169, Q.7)

ople to communicate viaa
(See Unit-1, Page 20,Q.19) 10

u,sing general cacsar
Page 42, Prob.10) 10

gn choices determine the actua

of a Feistel cipher ? What is the purpose of the s-boxes inl Sigoriih

(6)

DES ? 10

_ (See Unit.], Pape 51,Q.43)
Now, according to new revised syllabus of RGPV, itIs not incly

ded in syllabus

Lryplograpny & Information cecurty
Unit-11

¢ is the difference between modular arithmetic and ordinary
wha

\ @ :c 7 List three classes of polynomial arithmetic. 10

arimmcn
(See Unit-I, Page 9,Q.9)

Wwhat ar€ the broad categories of applications of public-key crypto-
) gystems 7 (See Unit-I1, Page 75, Q.13) 10
Or

(@) Wwhat is an elliptic curve and what is zero point on elliptic curve ? 10

& (See Unit-II, Page 103, Q.39)
) Explain digital signature standards in brief. (See Unit-I1, Page 143,Q.27) 10

Unit-I11
s, (a) What are the problems associated with clean text passwords 2 10

* %

o

(b) How does one prevent the misuse of another user’s certificate in

certificate based authentication ? *x 10
Or
6. (a) Explain the security handshake pitfalls. *+ 10
(b) What is Kerberos ? How does Kerberos work ? 10
(See Unit-III, Page 154, Q.37)
Unit-1V

7. (a) Explain SQL injection. Why is this for Web attack only ? *% 10
(b) How is a circuit gateway different from application gateway ? 10
(See Unit-I1V, Page 183, Q.29)
Or

8. (a) What is phishing ? How to avoid phishing attacks ? ** 10
(b) What are the firewalls ? How firewall guards corporate networks 710
(See Unit-1V, Page 175, Q.14)

Unit-V

9. (a) Whatare the hardware and software requirements ? Classify them into
. ‘l

ious cryplogmphic services. (See Unit-1I, Page 110, Q.44) 10
vari

(b) Give difference among Viruses, Worms and malwares. e
b

Or
a better approach than VPN ? 10

d linc as
10.(n) Why would lease (See Unit-1V, Page 190, Q.41)

syllabus of R.GP.V, itis notincluded in syllabus
m

ised
**Now, according to 1 rev

(%1 CamScanner
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T ETEITEETY S TEETEIRAT @BLunty

(b) List the characteristics of a good firewg]) impl
Cepy

(=

Note: (i) There are ten questions with internal choice
(i) Attempt any five from them. '
(iii) Assume missing data (if any). Al questions ca

Unit-I
(a) Whyis conﬁdentiality an important principle of security o

, tiop
(See U"'l-l\’ )

B.E. (Eigh "“20176Q|0
.E. (Eighth Semester) ExAp Qs
. 1 ‘)
(Inforll%:gmn Technologyl%:l?ON, June’ 2
ORMATION S cye: Brancy) i
(T - 801) Lh!

TTY equa] Mark
1. '

(b) What is a worm ? What is t
worm and a virus ? :

N3

Or L

2 . “ I 1 N =
(2) Whatis plaintext ? Why is monoalphabetic cipher difficy]t
Ut to crack 9

(See Unit-I, Page 30, Q.26)
ymmetric key CTyptography 9
(See Unit-1], Page 74, Q.10)

(b) Distinguish between Symmetric and as

Unit-IT

2) What s an it re. o
(a) atis an initialization vector (IV) ? What is its signific ?
ance

(See Unit-1, Page 53, Q47)
S trust in digjta] Signatures?
(See Unit-IIT, Page 121,Q.6)

(b) Whatisthe important aspect that establjshe.

Or
(a) “Digital envelo i
. Pes combine the best featy
N res of symmetri
ymmetric key Cryptography.” Explain it, Why ? : eire md
(See Unit-I11, Page 124, Q.10)

-algon'l]'lm and Elliptic Curve
(See Unit-1, Page 109, Q.42)

(b) give the main differences between RSA
TYptography (ECC) ?
_ Unit-IIT
(a) What is idea behind certification authority hierarchy 7
(See Unit-

II1, Page 147 Q.31)
®)

wiypr¥ya = r 4
*k

ficate needed ? o
Slgﬁcld c:rﬂil;g:iz:ioned between the application layer and
L lay

IS 7 (See Unit-TV, Page 225, Q.81)
wm;r - - p s certificate in
revent the misuse of another user’s o

thentication ?
o does kerberos work ? ;
(See Unit-III, Page 154,Q.37)

Unit-1V
s called as passive ? Why are other attacks
(See Unit-IV, Page 169,Q.7)

are sOme attack
es. Which
**

i '7 . -
g 12 called :;g‘;?ri'te about offering phishing prever;]non techniqu
’ 1d be most effective and why.
(®) one of them Wou -

re the two main attacks on corporate networks ?

(See Unit-IV, Page 176_, Q.17)
describe SQL injection attacks ? What are the techmquei io
2 How can we Over come it?

Unit-V

imitati ? it-IV, Page 177, Q.18)
(2) Whatare the limitations of a firewall ?(See Uni ge177, -

What is significance of tunnel mode ?
i -homed bastion
is screened host firewall, duz'al home :
Egg firewall, single homed bastion 7  (SeeUni
Or

of a cookie.

(a) What a

HOW can you
prevent them

9.
different from screened
t-IV, Page 187,Q.33)

it- 17,Q.76
10. (a) Discuss the concept (See Unit-IV, Page 217, Q )

i rivacy?
How can cookies damage p N . . -
(b) What s the role of audit records in intrusion detection ? Explam*Ln
detail ?

2015
ighth Semester) EXAMINATION, June,
" (({:nformation Technology Engg. Branch)
INFORMATION SECURITY
(IT - 801)

11 questions with carry equal marks.
have a internal choice.
Unit-1
are output feedback mode with cipher feedback mode.
(See Unit-I, Page 59, Q.52)
syllabus of R.GP.V,, it is notincluded in syllabus

©

Note : (i) Ancmpt_ﬂ
(ii) Each unit
1. (n) Comp

p W l‘e"ised
**Now, according L

o -
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Cryptography & Information Security o

(b) Explain the basic principles of informatigp, secup

(See Unjgpy,
Or l\\ "L:Q lﬂl
2, (a) Withthe help of a block diagram explain DEg e 'Q‘I)
NCryptiq
» ‘ (See Uﬂit-[ P : algﬂﬁlhn,
(b) Discuss the Vanious types of Cryptanalysig attacks - ’Q35.
L )
(See Unit-y p
Unit.1t TS0y,
3. (a) Write tlt1ie difference between conventiona] ep tion
en A .
X cryp on (See Unit.y, p,, e{’r‘lbhc key
(b) Write a short note op RSA. - (See Unit-i1, p Uy
Or »Tage 90’ Q-Zg)
" : . .
(a) Explain has-h function in detaj], (See Unit-u, Page 133
(b) Describe Diffie-Hellman key exchange algorithm_ g

(See Unit-j, Pagegq, Q.2

Unit-IT1
5. (a) Givea overview of transport mode and tunnel mode.
(See Unit-1v, Page2g
(b) Explain secure s cket | v
0 ayer. (See Unit-1v, Page217, QM
. Or
6. (:) Dlsiuje.s various alert codes of TLS ? (See Unit-1v, Page 228, Q.84)
(b) Explain IP security. (See Unit-1v, Page 201, Q.59)
i Unit-1v
- Explain cross site scrj ting and phishj
e s scripﬁngp? g and phishing attacks ? How can you overco:rie
- Or
8. Explain various types of software threats in detail.
(See Unit-1V, Page 167, Q.5)
. Unit-v
9. Write a short notes (any four) — ’
(a) Intrusion detection (See Unit-Iv, Page 187,Q.35)
(c) URL "
**Now,

according to new revised syllabus of R.GP.V, it is not included j syllabus
(10)

PR e . N

Cryptography & Information oeLuUiiy
(See Unit-IV, Page 214,Q.75)

curity problem™ (See Unit-IV, Page 217,Q.76)

wa SC
1
(((c)) Cookics:

IT-801 o St S0t
+>hth Semester) EXAMINA ’
REEE INFORMATION SECURITY

i B,Cis
er five questions. In each question part A,
Note * A‘:::ulsory and D part has internal choice.
f:n parts of each questions are to be attempted at one place(.i .
(‘,l.) 11 questions carry equal marks, out of which pmrs; )ailany
a 5 agu 50 words) carry 2 marks, part C (Max. 100 wo
o -ks art D (Max. 400 words) carry 7 marks.
- ivati i d Drawing etc.
iv) Except numericals, Derivation, Design an -
‘ e any two difference between diffusion and confusion.

. (a) Wit (See Unit-1, Page 33, Q.34)

i f the S-boxes in DES ?
B Re L (See Unit-I, Page 51, Q.42)
it- 52,Q.45)
(¢) Explainthe avalanche effect. (See Unit-I, Page 52,Q

ic ci i itable
ir ci Iphabetic cipher with suita
(d) De'fine:1 playfair cipher and polyalp e
example.

Or

1 ill ci ith ke
Encrypt the message “Cryptography” using the hill cipher w1 y

9 4 i See Unit-1, Page 37, Prob.7)
(5 7} Show your calculation. (See »

it-1, Page 13, Q.13)
) se totient 7 (See Unit-I,
What is Euler’s totient

i ication of public key
d categories of application o
What are the ﬂf,rec e (See Unit-TI, Page 75, Q.13)
crypw.symms- ' roblemin RSA.  (See Unit-I1, Page 93, Q.31)
(©)  Explan factorneP i h k change technique a
d B use the Diffie-Hellman key ex: g
(d) Users :napnrime q =71 and a primitive root @ = 7.
comm

¢ uscrA has private key Xa =5, what is A’s public key Y ?

. s )

® l[fu er B has private key Xp = 12, what is B’s public key Yy ?
o Tfus

(i) (See Unit-I1, Page 90, Prob.4)

2. (a)
()

(11)

Lo
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Cryptography & Information Securify

Explain elliptic curve cryptography with suitab)e exampy
iple,

(See l:'n“.”‘ '.au' n
1. (a) Inthe context of Kerberos, What is realm 7 ""“"h
(See Unigyy, Page1e
(b) Write any two difference between Ketberos 4 454 Kerbe _* Ay
) "); 5 ?
(See l,nll-ll],)-.q,_ 161 ¢
(¢)  What is chzin of centificate 7 "N4s,
(d) Explain secure socket layer and transport layey security, "
(Sce L'nll-lV, Page 223 03
Or Y
Discuss IP sccurity in detail, (See Unlt-v, Page 20 0.
. . - d N’J
4. (z) List differem type of phishing atack. !
LT
(b) List dsfferent types of viruses, .
(¢) Differentizte between viruses and worms,
(See Unit-1v, Page lﬁ‘),Q,ﬁj
(d) Define following term —
(i) Format string
() SOL injection anack.
L 4]
Or
Define E-mail security in detail. Why E-mai] security is important 7
(See Unit-1v, Page 195, 0.50)
£ (2) Why zcces

s control is more important in security ?

(See Unit-1v, Page179,Q.23)
(b) Define uniform resource locator. s
(¢} We difference between HTTP and HTTPS, e

(dj What is firewall 7 List the type

of firewalls and explain. Draw a
schematic dizgram of a packet fi

ltering router used as a firewalls.

(See Unlt-1V, page 183, ).26)
**Now, according to new revised syllabus of RGP,

Valtls notIneludeq 1 syllabus
(12)

S BN

Or !

Sacuril
Cryplegrophy & [aformation S6CU y

Or

wne a short nates -

i) Encrypted unnel
(i) D%

(See Unit-1V, Page 148,0.30)
(See Unit-1V, Page 1%7,0.35)

—

IT-801
B.E. (Fighth Semester) EXAMI.‘!’ATI(’)N, June 2017
g INFORMATION SECURITY

(i) Eight questions are there.
(if) Attempt five questions,

(i) Al questions carry equal marks. - .
(a) Define security. What are multiple layers of sccurity ~

a)

15t i ion. How are they
i tical characteristics of information.
@ Ejdsf?:i;}:pﬁrt::c:ccuﬁrj ? (See Unit-IV, Page 163,Q.1) 7

i icate via a

. ired for two parties to communica

7. (a) H_o;f mfwﬂs are required for P:*Sf:t Unit-1, Page 20,Q.19) 7
cipher ? :

7
: ir cipher with suitzble cump[c.
(b) Explain playfair cip (See Unit-1, Page 30,Q.27)

i her than an
. - ion of 3DES a decryption rat
3. (a) Why slmcvnudd!c portion (See Unit-1, Page 47, Q.40) 7
encryption !

‘ - 7
| e hy and its applications.
Elliptic curve cryptograp!
(b) Explain ETP (See Unit-11, Page 107,Q.41)
types of attacks are addressed by message authentication 7 7
4. (a) What (See Unit-111, Page 119,Q.4)
What basic arithmetical and logical functions are uscf.i;l
b a
L whirlpool ? ) ) 9 7
Vhat entities constitutes a full-service Kerberos environment ?
5. (@ V (See Unit-I11, Page 157,Q.39)
\Why does PGP generate a signature before applying compression ? 7
(b)

_\'o!t H

1.

(See Unit-1V, Page 199, Q.56)

/m;;w revised syllabus of R.GP.V,, it is not included in syllabus
- iNoW-'“

; (13)
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e P, N e

o0 (®) What s difterence betw

T trnsport mode apg tup
el

: mnd
- - (\\t‘ollnn_l Y ¢9
(0 Give differences among Viruses, Worms angd ‘\ Pk 0
- s . ) a b - ’
"o (@) Whatis HTTP ? How HTTP differ from UTTpy ;\"\m. N 7)
(h) l‘:‘.:lqand brefly define three classes of Intruderg, vy b
. e (S UnlE-1; Py e hong
8. Wnte short notes on any two — g ‘R)%f
(2) Firowalls S
‘ ‘ (See Unit.1y; p, M
(t) Eavesdropping P Q)
(¢) Diffic-Hellman key exchange "

(See Uni-

(d) SQL Injection.

II, Pnge 80, Q-ZD)

e

. IT-801 (GS)
B.E. (Eighth Semst?r) EXAMII\'ATION, May 29
Grading System (GS) T
INFORMATION SECURITY

Note :

(i) Antcmpt zny five questions.

(ii) All questions carry equal marks.
Differentiate substitution and
examples.
Cryptanalysis.

What is the

effect

1. (a) transposition ciphers with suitable

(See Unit-1, Page32,Q.31)

cryptanalysis. Explain linear and differential

(See Unit-I11, Page 148,Q.32)

purpose of the S-boxes in DES 2 Explain the avalanche

' (See Unit-1, Page 52, 0.44)
What is steganography ? How is it differs from cryptography ?

Z. fﬂj
(b)

(See Unit-v, Page 245, .18)

3. (a) Briefly discuss Diffie-Hellman key exchange scheme,

(See Unit-1g, Page 80, .20)
(b)  What is hash function 7 Give the basic uses of hash function

(See Unlt-

‘ Hl,l’uge 132,0.17)
"M.mrdingwmrﬂbed syllabus of RGPV, it I notinduded gy syllabus

(14)

|

Cryplograpiy & WITRHTELEAT &=
ature with arbitrated and direct npproaches.
(Sce Unit-1T1, Page 122,Q.8)

i ixplai itecture of
s designed for 7 Explain the architcc
i ’ (See Unit-II1, Page 154,Q.37)

) fixplain dipital sign

What wat

) Kerberos.

peline following attacks in detail -

() sQL injection attack

(b)
(c)
()

Phishing attack
Ransomwarc attack.

Definc virus, intruders, worms. Also write the basic principle of
intrusion detection system. (See Unit-IV, Page 189, Q.40)

What is the use of firewall ? Explain firewall design principles.
(See Unit-TV, Page 178,Q.20)

; . .- ; . d
the terms Integrity, Confidentiality, Denial of Service an
L iﬁ&n;ﬁcaﬁon. (See Unit-IV, Page 166, Q-3)

(b) Explain architecture of Secure Socket Layer.
(See Unit-IV, Page 217,Q.77)

o h

(b)

g. Write short notes on any two —

(See Unit-V, Page 231, Q.2)
(See Unit-1II, Page 153,Q34)
(See Unit-I, Page 46, Q.39)
(See Unit-11, Page 90, Q.29)

(a) 1P spoofing

(b) Brute force attack

(c) Strength of DES

(d) RSA encryption algorithm.

S ———— e =
\@ e
(1) Attempt any five questions.

B.E. VIII Semester
() All qucSliClnS carry equal marks.

EXAMINATION, May 2019
Choice Based Grading System (CBGS)
List and briefly define types of cryptanalytic attacks based on what
1. (o) °* known 1o the attacker ? (See Unit-111, Page 153, Q.35)

INFORMATION SECURITY
is e ) :
() pricfy definc the playfair cipher with taking a suitable example.
(See Unit-1, Page 30,Q.27)
mm" revised syllabus of RGP.V,, it Is not included in syllabus

i (15)

Note :
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Cryptography & Information Security

2. Encrypt the message “mect at the airport” using the Hill Ciph
Cr wi
9 4 "th th,
key s 7] Show your calculation and the result.

(SCC Ullit-[, Pﬂgc 40 pruh
: 9

fad

(a)  What is the primitive root of a number ?

[See Unit-IT, Page 88, Proh l ()

i
pUb]iC-ke i
11, Page L Q,]gj
4. Perform the encryption and decryption using RSA alogirthm

(h) What are the three board categories of applicationg of
cryptosystems ? (See Unit-

@ p=3g=1llie=7m=5
(i) p=11;9=13;e=17;,m=38.
(See Unit-II, Page 103, Prob.l?.)

3. (a) Explain the concpet of kerberos ? How is it useful ?

(See Unit-IIT, Page 157, Q.38)

(b) Explain the internet key exchange protocol.
(See Unit-IV, Page 213, Q.73)
6.  Explain the phishing and format string attack. Explain with tacking suitable

example. "
7. (a) Whatis penetration testing ? =
(b) What is firewall and its types ? (See Unit-IV, Page 183, Q.25)

8. Write a short notes (any three) —
(1) Intrusion detection system (See Unit-1V, Page 187, Q.35)
(ii) Email security (See Unit-TV, Page 196, Q.51)
(1ii) Socket secure layer (See Unit-IV, Page 217,Q.77)
(iv) Web Security and cookies, (See Unit-1V, Page 217, Q.76)
ofeeferd

#*Now, according to new revised syllabus of R.GP.V,, itis not included in syllabus

(16)

CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

